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EXECUTIVE SUMMARY 

FINAL REPORT - PART I 

The e lec t romagne t ic  n o i s e  t h a t  e x i s t s  i n  a mining environment i s  q u i t e  
s e v e r e  and was shown t o  have been reasonab ly  w e l l  documented by a number of 
r e s e a r c h e r s .  The n o i s e  l e v e l s  a r e  such t h a t  prudent c m u n i c a t i o n  des ign  re -  
q u i r e s  t h e  c a r e f u l  use  of a l l  t h e  e lec t romagne t ic  n o i s e  d a t a  a v a i l a b l e .  

A comprehensive survey was undertaken t o  determine t echn iques  used i n  
v a r i o u s  i n d u s t r i a l  environments t o  ach ieve  s e c u r e  communications i n  t h e  pres-  
ence of e l e c t r o m a g n e t i c  i n t e r f e r e n c e .  The techniques  a r e  rudimentary ,  b u t  have 
produced reasonab ly  good r e s u l t s .  A number of t h e s e  t echn iques  could be  ap- 
p l i e d  t o  t h e  mining environment. 

The survey of channels  used i n  mine c o m u n i c a t i o n  systems i n d i c a t e d  t h a t  
16 and 18  gauge t w i s t e d  p a i r  w i r e  is  t h e  most common type.  A rugged p l a s t i c  
s h e a t h  and s t e e l  messenger c a b l e s  a r e  sometimes added t o  p rov ide  a d d i t i o n a l  
ruggedness.  The t r o l l e y  w i r e  i s  a l s o  e x t e n s i v e l y  used f o r  v o i c e  communication. 
A l l  d a t a  t h a t  i s  t r a n s m i t t e d  r e q u i r e s  a ve ry  narrow bandwidth f o r  p r e s e n t  com- 
municat ion systems. 

A comprehensive t h e o r e t i c a l  development of n o i s e  on mine communication 
t ransmiss ion  l i n e s  f o r  v a r i o u s  types  of communication l i n k s  i s  presen ted .  The 
n o i s e  power a t  t h e  o u t p u t s  of t h e  l i n k s  is  shown t o  be  q u i t e  h igh f o r  most 
cases .  The n o i s e  power g r e a t l y  a f f e c t s  t h e  d a t a  r a t e s  on a l l  of t h e s e  l i n k s  
and should be  used t o  e v a l u a t e  t h e  o v e r a l l  b i t  e r r o r  r a t e s .  

Severa l  communication systems in tended f o r  use  i n  t h e  mining environment 
a r e  examined. The b i t  e r r o r  r a t e  a s  a f u n c t i o n  of d i s t a n c e  was mathemat ical ly  
determined f o r  t h e s e  systems and p l o t t e d .  The d a t a  communication p r o t o c o l  f o r  
t h e s e  communication systems was examined and t h e  p r o b a b i l i t y  of an undetected 
e r r o r  v e r s u s  d i s t a n c e  was mathemat ical ly  determined and p l o t t e d .  The b u r s t  
e r r o r  d e t e c t i o n  c a p a b i l i t i e s  a r e  analyzed and p resen ted .  

Conclusions and recommendations a r e  p resen ted  f o r  d i f f e r e n t  communication 
systems. S i g n i f i c a n t  mathematical  developments and background in format ion  i s  
included i n  t h e  appendices.  



SECTION I 

INTRODUCTION 

Electromagnetic no i s e  i s  always present  i n  d a t a  t ransmiss ion  systems be- 
cause no i s e  e n t e r s  t h e  t ransmission medium. The t ransmiss ion  medium can be a 
p a i r  of w i r e s ,  a r a d i o  l i n k ,  coax i a l  cab le ,  o r  o the r  types .  The add i t i on  of 
no i s e  i n t o  t h e  d a t a  t ransmission channel g r e a t l y  a f f e c t s  t h e  d a t a  s e c u r i t y  and 
baud r a t e  of t h e  system. Electromagnetic no i s e  a l s o  e n t e r s  t ransmission me- 
diums f o r  in-mine d a t a  t ransmission systems. Any proposed d a t a  t ransmission 
system designed f o r  in-mine app l i ca t i ons  must t ake  i n t o  account t h e  e f f e c t s  of 
e lectromagnet ic  no i s e  before  t h e  problem of d a t a  s e c u r i t y  can be addressed. 

The d a t a  communication systems f o r  t r ansmi t t i ng  sensor ,  c o n t r o l  and d a t a  
informat ion w i l l  c e r t a i n l y  be expanded a t  a s i g n i f i c a n t  r a t e  i n  t h e  nex t  sev- 
e r a l  yea r s  a s  automation and remote sens ing  i nc r ea se s  i n  t h e  mining i ndus t ry .  
The types  of d i g i t a l  d a t a  communication channel requirements w i l l  n e c e s s a r i l y  
be d i f f e r e n t  f o r  sensor ,  c o n t r o l ,  and d a t a  informat ion.  The main requirements 
f o r  each type  of channel w i l l  be a d i f f e r e n t  baud r a t e ,  t ransmission d i s t a n c e ,  
and b i t  e r r o r  r a t e  s p e c i f i c a t i o n .  It is  a n t i c i p a t e d  t h a t  baud r a t e s  up t o  40 
kilobaud w i l l  be  needed. 

Although e l e c t r i c a l  n o i s e  i s  no t  a de s i r ed  phys ica l  component of a d a t a  
t ransmiss ion  system, i ts  presence is  r e a l .  It is  not  gene ra l l y  a s soc i a t ed  
wi th  t h e  t ransmiss ion  mediums, through which i t  normally ga ins  access  t o  t h e  
system. During opera t ion ,  t h e  machinery used i n  mining c r e a t e s  a wide range 
of many types  of i n t e n s e  e lectromagnet ic  i n t e r f e r e n c e  and, t h e r e f o r e ,  ambient 
e lectromagnet ic  i n t e r f e r e n c e  i s  a major concern when designing a secure  d a t a  
t ransmiss ion  system. With t h e  pro jec ted  i nc r ea se  of mining by remote c o n t r o l ,  
and wi th  t h e  increased  emergence of remote environmental  and s a f e t y  monitoring 
systems, t h e r e  is a d e f i n i t e  need t o  develop and provide secure  d a t a  t r ans -  
mission hardware and procedures ( o r  p ro toco ls )  f o r  in-mine systems. A number 
of s t u d i e s  done f o r  t h e  Bureau of Mines have been published which examined t h e  
e lectromagnet ic  no i s e  environment i n  var ious  types  of mines. The electromag- 
n e t i c  f i e l d s  were measured wi th  s e v e r a l  types  of antennas i n  numerous l o c a t i o n s  
throughout t h e  mine, a s  a func t ion  of antenna o r i e n t a t i o n ,  time of day, and so  
on. Severa l  s t u d i e s  a l s o  measured t h e  n o i s e  c u r r e n t s  and vo l t ages  on telephone 
wi res  and t r o l l e y  phone wi res  i n  var ious  mines. 

The F i n a l  Report P a r t  I p re sen t s  r e s u l t s  and f i nd ings  which a r e  separa ted  
i n t o  s e c t i o n s .  The F i r s t  Sec t ion  is the  i n t roduc t i on  and t he  Second Sec t ion  w i l l  
c o n s i s t  of a comprehensive review of r e p o r t s  and papers  dea l i ng  wi th  e l e c t r o -  
magnetic no i s e  i n  underground mines. Sec t ion  Three w i l l  be a review of t h e  
techniques  used i n  va r ious  i n d u s t r i a l  environments which combat e lectromagnet ic  
i n t e r f e r e n c e ,  and an eva lua t i on  of implementing t he se  techniques  i n  t h e  mining 
i ndus t ry .  

A survey of d i f f e r e n t  types  of communication t ransmiss ion  systems pres- 
e n t l y  used i n  mines w i l l  be  given i n  Sec t ion  Four. A mathematical  a n a l y s i s  of 
t h e  mechanism t h a t  n o i s e  e n t e r s  t h e  t ransmiss ion  medium and p l o t s  of n o i s e  lev- 
e l s  a t  t h e  ends of communication l i n k s  w i l l  be  presented i n  Sect ion Five.  



The s i x t h  Sect ion uses  mathematical models and ana lys i s  t o  determine t h e  
b i t  e r r o r  r a t e s  of s eve ra l  comunica t ion  l i n k s  tha t  a r e  intended f o r  t h e  mine 
environment. The r e s u l t s  a r e  presented i n  s e r i e s  of p l o t s  of p robab i l i t y  of 
e r r o r  versus d is tance .  

Section Seven presents  a  mathematical ana lys i s  t o  determine t h e  probabil-  
i t y  of undetected e r r o r  f o r  t h e  pro tocols  t h a t  a r e  used on t h e  da t a  systems 
presented i n  Sect ion Six. A s e r i e s  of p l o t s  o r  p robab i l i t y  of undetected e r r o r  
versus d i s t ance  is  given t h a t  correspond t o  p l o t s  i n  Section Six. Sect ion 
Eight a n a l y t i c a l l y  determines the  a b i l i t y  of t he  protocols  t o  de t ec t  bu r s t  er-  
ro r s .  Sect ion Nine presents  conclusions and recummendations f o r  f u t u r e  work. 

The appendices present  supporting ma te r i a l  t h a t  is used i n  t he  rest of 
t he  repor t .  This  information supplements and gives background on common prac- 
t i c e s  and systems which a r e  used i n  t h e  da t a  communication f i e l d .  



SECTION 2  

ELECTROMAGNETIC NOISE I N  MINES 

2.1. I n t r o d u c t i o n  

S e v e r a l  s t u d i e s  done f o r  t h e  Bureau of Mines have been pub l i shed  which ex- 
amined t h e  e l e c t r o m a g n e t i c  n o i s e  environment i n  mines. The e l e c t r o m a g n e t i c  
f i e l d s  were measured w i t h  s e v e r a l  t y p e s  of an tennas  i n  numerous l o c a t i o n s  
throughout  t h e  mine, a s  a  f u n c t i o n  of an tenna  o r i e n t a t i o n ,  t i m e  of  day,  and s o  
on,  T h i s  n o i s e  w i l l  be  induced i n t o  mine communication channe l s  from t h e  e l e c -  
t romagne t i c  environment and w i l l  a f f e c t  t h e  baud r a t e  and b i t  e r r o r  r a t e  of 
t h e  communication l i n k .  A knowledge of t h e  no i se -vo l t age  c h a r a c t e r i s t i c s  t h a t  
e x i s t  on mine channe l s  i s  needed t o  i n t e l l i g e n t l y  d e s i g n  a  c o m u n i c a t i o n  sys-  
t e m .  

2.2. Survey of Noise Measurements 

A number of r e p o r t s  and papers  have been pub l i shed  concerning electromag- 
n e t i c  n o i s e  i n  underground mines. Kanda, Bensema, and Adams have o b t a i n e d  con- 
s i d e r a b l e  d a t a  on e l e c t r o m a g n e t i c  n o i s e  i n  c o a l ,  m e t a l ,  and non-metal mines 
[ 1 , 2 , 3 , 4 , 5 ] .  A p o r t i o n  of t h i s  d a t a  was a l s o  pub l i shed  and summarized by Kanda 
[ 6 ] .  The t i m e  and ampl i tude  s t a t i s t i c s  i l l u s t r a t e d  by Kanda are important  and 
u s e f u l  i n  d e s c r i b i n g  t h e  time-dependent, measured e l e c t r o m a g n e t i c  n o i s e  i n  
mines. They a r e :  1 )  Al lan  v a r i a n c e  a n a l y s e s ,  2)  i n t e r p u l s e  s p a c i n g  d i s t r i -  
b u t i o n s ,  3)  p u l s e  d u r a t i o n  d i s t r i b u t i o n s ,  4) ave rage  c r o s s i n g  r a t e s ,  and 5 )  
ampl i tude p r o b a b i l i t y  d i s t r i b u t i o n .  The curves  Kanda g i v e s  shou ld  c h a r a c t e r -  
i z e  t h e  n o i s e  environment i n  t h e  mines from which t h e  d a t a  w a s  taken and w i l l  
h e l p  i n  t h e  des ign  of r e l i a b l e  communication sys tems.  

Crary  determined t h a t  t h e  s u r f a c e  e l e c t r o m a g n e t i c  n o i s e  can probably  be  
b e s t  c h a r a c t e r i z e d  by i t s  s o u r c e s  [ 7 ] .  These a r e  a s  fo l lows :  

1. 60 Hz powerl ine  n o i s e  and i t s  harmonics.  T h i s  a l s o  i n c l u d e s  
a  n o i s e  genera ted  on t h e  power l ines  by any e l e c t r i c a l  equip- 
ment which may b e  a t t a c h e d  t h e r e t o ,  

2. Atmospheric n o i s e .  The s o u r c e  of t h i s  is  t h e  d i s t r i b u t i o n  of 
thunders torms over  t h e  e n t i r e  g lobe a t  t h e  t ime i n  q u e s t i o n .  
S i g n a l s  p ropaga te  s o  w e l l  i n  g e n e r a l  a t  VLF t h a t  a l l  n o i s e  
s o u r c e s  w i l l  u s u a l l y  c o n t r i b u t e  s i g n i f i c a n t l y  t o  t h e  atmos- 
p h e r i c  n o i s e  a t  any s u r f a c e  l o c a t i o n ,  w i t h  t h e  p o s s i b l e  ex- 
c e p t i o n  of  t imes  when an i n t e n s e  l o c a l  s to rm i s  i n  p r o g r e s s .  

3 .  VLF-LF t r a n s m i t t e r s .  T h e i r  s t a t i o n s  o p e r a t e  i n  t h e  range  of 
1 0  t o  40 KHz. They may b e  s i g n i f i c a n t  c o n t r i b u t o r s  t o  t h e  
n o i s e  invo lved ,  depending upon t h e  o p e r a t i n g  f requency and 
l o c a t  i o n .  

4. "Whis t l e r s  and VLF emiss ions ."  Th i s  group of  s o u r c e s  r e l a t e  
t o  so la r -geophys ica l  d i s t u r b a n c e s ,  dependent upon magnet ic  
l a t i t u d e  and t h e  amount of d i s t u r b a n c e  p r e s e n t .  The s o u r c e s  



of some a r e  known t o  be atmospheric streams of incoming 
s o l a r  p a r t i c l e s ,  while  o the r s  a r e  s t i l l  unknown. 

Crary found t h e  s i t u a t i o n  below t h e  su r f ace  is  s i g n i f i c a n t l y  d i f f e r e n t .  
The s i g n a l s  from atmospheric no i se ,  VLF t r ansmi t t e r s ,  and o ther  no i se  s igna l s  
which a r e  important on t h e  su r f ace  a r e  a t tenuated  rap id ly  by the  e a r t h ,  so 
t h a t  only i n  very shallow mine workings w i l l  these  noise  sources be s i g n i f i -  
cant .  The g r e a t e s t  source of subsurface no i se  comes from the  ac  power sup- 
p l i ed  t o  t he  mine, and the  dc o r  o the r  power developed from i t .  This  dc i s  
used t o  power various types of mining equipment including s h u t t l e  c a r s  and 
haulage vehic les  [7 ] .  Some mines use  only dc power. 

Crary's i nves t iga t ion  measured broadband, narrowband, spl i t -band,  and 
sweep frequency noise.  The frequency range examined was i n  t h e  20 t o  100 KHz 
range f o r  most of t h e  measurements and t h e  equipment was used with seve ra l  
d i f f e r e n t  types of antennas including a loop and monopole. The r e s u l t s  were 
given referenced t o  microvolts per  meter and microamps per  meter f o r  d i f f e r e n t  
antennas, measurement techniques, time of day, month, l oca t ion  of antenna, e t c .  

Aldridge gives information on noise  l w e l s  f o r  ho r i zon ta l -ve r t i ca l  mag- 
n e t i c  ax i s  rece iv ing  loops a s  a funct ion of frequency from 10 t o  100 KHz nor- 
malized t o  per  cyc le  of bandwidth 181. Westinghouse has made sur face  and sub- 
sur face  noise  measurements a s  a funct ion of frequency 191. Other r epo r t s  
e x i s t  d e t a i l i n g  electromagnetic no i se  c h a r a c t e r i s t i c s  f o r  mine s i t u a t i o n s  
[ l o ,  111. 

Cory has measured electromagnetic no i se  on twisted p a i r  telephone l i n e s  
i n  two d i f f e r e n t  coa l  mines 1121. The l i n e s  were measured f o r  both common 
mode and d i f f e r e n t i a l  mode noise  cu r r en t s  i n  var ious  loca t ions  i n  a "quiet" 
and "noisy" mine. The noise  l e v e l s  were high and t h e  d i f f e r e n t i a l  mode no i se  
was sometimes more than common mode noise  which is usua l ly  not  t h e  case. Cory 
observed t h a t  unbalances i n  t h e  supposedly balanced twisted p a i r  converted a 
l o t  of the  common no i se  cur ren t  i n t o  d i f f e r e n t i a l  mode noise  cur ren t .  

2.3. Summary of Noise Measurements 

The amount of electromagnetic no i se  whether i t  is  noise  cu r r en t ,  no i se  
vol tage ,  no i se  magnetic o r  e l e c t r i c  f i e l d  i n t e n s i t y  v a r i e s  considerably wi th  
time of day, l oca t ion  i n  mine, types of equipment opera t ing ,  and a l s o  from 
mine t o  mine. The no i se  which would e n t e r  a twisted p a i r  w i l l  obviously ex- 
h i b i t  t h e  same types of va r i a t i ons  and t o  give p l o t s  f o r  a l l  t he se  va r i ab l e  
s i t u a t i o n s  f o r  t h e  d i f f e r e n t  l e v e l s  of no i se  would be d i f f i c u l t  and not  too  
i l luminat ing .  A much more reasonable way t o  proceed which w i l l  provide much 
more general  r e s u l t s  when appl ied t o  d i f f e r e n t  mines would be t o  have a repre- 
s en ta t ion  of no i se  f o r  t he  mean (average) and maximum noise  cases.  Col l ins  
Radio Company has summarized and p lo t t ed  electromagnet ic  no ise  f o r  t h e  s t u d i e s  
conducted by a team from NBS/ITS 1133. This information i s  p lo t t ed  i n  Figure 
2-1 and the  mean no i se  was determined t o  be approximated by 





% = 121.5 - 32.5 loglOf(Hz) mean (average) 

the maximum noise can be approximated by 

HN = 159.23 - 33.95 loglOf (Hz) maximum 

where 

A number of other noise measurements have been made by the other research- 
ers with less comprehensive data, but which still fits quite well the average 
results of Kanda, Bensema and Adams. Therefore, it is felt that mean and max- 
imum noise in mine environments can be accurately modeled by the previous equa- 
tion for all types of in-mine cormrmnication systems. These two equations will 
be exclusively used for obtaining noise characteristics at the outputs of the 
different types of communication channels in the following sections. 



SECTION 3 

COMMlJNICATIONS SYSTEMS IN INDUSTRIAL ENYIRONMENTS 

3.1. Introduction 

The techniques used in various industrial environments to achieve secure 
communications in the presence of electromagnetic interference (EMI) were 
examined to determine their applicability for use in the mining industry. 
The review consisted of a brief literature search and extensive meetings with 
technical representatives of various industries. The following types of in- 
dustries were included in this study: 

Petroleum 
Textile 
Glass 
Manufacturing 
Paper and Pulp 
Chemical 
Automotive 
Steel 
Electric Utility 

During the meetings, the following general information was discussed: 

o The type of communication system used by the different 
industries. 

o General specifications of the hardware used to implement 
the communications system. 

o The physical extent and size of each system. 

o General performance parameters. 

o Research activities performed in support of a new product 
or client who is experiencing EM1 difficulties with a 
given product. 

The following specific information was requested concerning the channels 
used by the cormnunications system: 

o Channel type 

o Bandwidth required by application and bandwidth of channel 

o Tolerable error rate 

o Sources of in-plant EM1 

o Any data on the characteristics of in-plant EM1 

o Type of protocol used 



o Type of error detecting and correcting codes and 
hardware used 

o Specifications of channel (as appropriate for wired 
and wireless links) 

The technical representative of seven (-7) different industries were con- 
tacted. Among these individuals, information concerning communications 
systems in over thirty different plants were obtained. In addition, manufac- 
turers of data communications systems were contacted. However, it was impos- 
sible to obtain meaningful information from this group due to their concern 
about the proprietary nature of the requested information. The information 
obtained is summarized in the balance of this section. 

3.2. Summary and Conclusions 

All of the communications systems examined were used for process measure- 
ment and/or control. These systems have a common denominator in their 
simplicity. It seems that in all cases the emphasis of the systems design was 
on the simple, low cost, and reliable techniques. Almost all of the systems 
in use were analog and utilized a four to twenty milliamp current loop inter- 
face. This type of interface was the extent of error detection used by these 
systems. Applications of digital coding or error correcting methods were 
rarely encountered and always consisted of digital parity methods to detect 
errors and initiate retransmission. In cases where extraordinary reliability 
is required, the most prevalent technique is to use redundant transducers and 
data highways. Redundance of data highways is achieved by using multiple 
cables or by sending the signal several times over the same cable. 

The industry standard channel for data transmission is shielded, multi- 
conductor, twisted-pair cable. In many cases, shielded cables are used to 
eliminate all EM1 problems. When questioned on the sources and severity of 
in-plant EMI, it was found that no one had an understanding of this issue. 
It seemed that in all cases, twisted pair was used and if a problem was found 
to exist, the unshielded cable was replaced with a shielded one. Because this 
philosophy has been working so well, there has been no need to gather addi- 
tional information on EMI, or to resort to a more sophisticated signaling 
technique. The size of the twisted-pair cable is generally determined by 
supplier availability rather than any technical considerations. The only 
deviation from the use of multi-conductor shielded twisted pair occurred in 
electric powered generation plants. There, because of a combination of low- 
level signals and high background-noise, it is necessary to use a cable where 
each twisted pair is shielded and then the entire bundle of cable contains a 
separate shield. This was found adequate for the application. Again, this 
solution resulted from trial and error, rather than an engineering analysis 
of the problem. 

Based on the information obtained in this study, it can be concluded that 
industrial communications system practice for reliability transmitting and 
receiving information in noisy environments is of minimal utility to the 
mining industry. In fact, it is quite surprising to have found that the 
mining industry is really more advanced when it comes to a specific knowledge 
of electromagnetic interference sources and problems in their environment. 



Unfortunately, the industrial solution, i.e., shielded twisted pair whenever 
an EM1 problem is suspected, is not always practical in the mining industry 
for two reasons. First, the extensive lengths of cable required to mining 
would sometimes prohibit the use of the more expensive shielded, twisted- 
pair, multi-conductor cables. Secondly, the maintenance of these cables in 
the harsh mining environment could prove to be difficult. It is encouraging, 
however, to find that secure communications can be implemented in industrial 
environments simply by using shielded cable pairs. It is reasonable to assume 
that manufacturers could supply shielded cables with jacket specially made to 
withstand the mining environment, much as special power cables have been 
developed specifically for mining. 



SECTION 4 

CHANNELS USED I N  MINE COMMUNICATION SYSTEMS 

4.1.  I n t r o d u c t i o n  

The purpose of t h i s  s e c t i o n  was t o  i d e n t i f y  t h e  types  of channels  be ing  
used i n  mine communications systems and t o  determine t h e  r e l a t i v e  performance 
of t h e s e  channels .  During t h e  course  of t h i s  i n v e s t i g a t i o n ,  t e c h n i c a l  per- 
sonne l  r e p r e s e n t i n g  every major c o a l  company i n  t h e  Uni ted  S t a t e s  was con- 
t a c t e d .  The r e s u l t s  p resen ted  h e r e  r e p r e s e n t  p r a c t i c e s  i n  over  f i f t y  deep 
coal-mines. 

4.2.  S u m a r y  and Conclusions 

P r e s e n t  day communications systems i n  c o a l  mines c o n s i s t  p r i m a r i l y  of 
t r o l l e y  phones and pager phones. The t r o l l e y  phone s i g n a l  is t y p i c a l l y  f r e -  
quency modulated w i t h  c a r r i e r  f r e q u e n c i e s  ranging from 60 kHz t o  190 Hz. 
The t ransmiss ion  medium i s  t h e  t r o l l e y  l i n e  and mine t r a c k .  The t r o l l e y  l i n e  
i s  a  ve ry  convenient mode of v o i c e  communication because i t  not only  p rov ides  
a  t r ansmiss ion  medium bu t  i t  a l s o  s u p p l i e s  power t o  t h e  t r a n s c e i v e r .  The 
t y p i c a l  t r a n s c e i v e r  i s  designed t o  p l a c e  a  25 w a t t  r a d i o  frequency s i g n a l  on to  
a  20 ohm l i n e ,  and has  a  r e c e i v e r  s e n s i t i v i t y  of 200 microvo l t s .  On a  w e l l  
mainta ined system, i t  i s  p o s s i b l e  t o  have i n t e l l i g i b l e  cormnunications over  
d i s t a n c e s  of s e v e r a l  m i l e s .  

The main disadvantage of us ing t h e  t r o l l e y  l i n e  a s  a  communications channel  
i s  t h a t  i t  i s  i n h e r e n t l y  no i sy .  Sources  of n o i s e  i n c l u d e  r e c t i f i e r  harmonics, 
motor commutation n o i s e ,  t r a n s i e n t s  from DC c o n t a c t o r  opening o r  c l o s i n g ,  
spark ing  and a r c i n g  r e s u l t i n g  from t h e  motion of t h e  t r o l l e y  p o l e  c o n t a c t  
shoe on t h e  t r o l l e y  l i n e ,  and a r c i n g  f a u l t s  on t h e  DC system. The t r o l l e y  
l i n e  i s  a l s o  s u b j e c t  t o  va ry ing  impedance r e s u l t i n g  from mobile loads  ( j e e p s ,  
locomotives ,  and s o  f o r t h ) ,  movement of pumps, and o t h e r  DC loads  which may 
b e  placed anywhere a long t h e  t r o l l e y  l i n e .  Y e t  t h e  t r o l l e y  l i n e  s t i l l  remains 
a s  t h e  most common mode of v o i c e  communication i n  American c o a l  mines. 

The pager phone i s  in te rconnec ted  us ing  two conductor c a b l e s .  The c a b l e  
t y p e  used most f r e q u e n t l y  c o n s i s t  of two s i n g l e  conductors ,  PCV i n s u l a t e d ,  
number 16 and 18 s o l i d  copper w i r e s ,  which a r e  t w i s t e d  t o g e t h e r .  

Pager phones, which a r e  t y p i c a l l y  powered by a  p a i r  of 12-volt  d ry  c e l l s ,  
u t i l i z e  base-band t ransmiss ion  and a r e  capable  of p l a c i n g  a  one-or-two-watt 
s i g n a l  onto  a  200 ohm l i n e .  S ince  each phone r e p r e s e n t s  a  4500 ohm load a t  
1 kHz, many phones can be  placed on one l i n e .  Paging is  accomplished when t h e  
i n i t i a t i n g  phone impresses  a  12 o r  24 v o l t  DC b i a s  on t h e  l i n e ,  which a c t i -  
v a t e s  a  speaker  a m p l i f i e r  i n  t h e  o t h e r  phones. Once c o m u n i c a t i o n  h a s  been 
e s t a b l i s h e d ,  conversa t ion  i s  cont inued us ing  r e g u l a r  te lephone handse t s  w i t h  
a  push-to-talk bu t ton .  A w e l l  maintained system can c o n t a i n  up t o  twenty 
phones and s e v e r a l  m i l e s  of c a b l e .  

The phone l i n e  i s  i n h e r e n t l y  l e s s  no i sy  than  t h e  t r o l l e y  l i n e .  However, 
t h e  two l i n e s  t y p i c a l l y  a r e  l o c a t e d  i n  t h e  same e n t r y  s o  t h a t  t h e r e  i s  some 
i n t e r a c t i o n  between t h e  two. For example, t h e  p r i n c i p l e  harmonic on t h e  
t r o l l e y  l i n e  (360 Hz) can u s u a l l y  be  heard and d e t e c t e d  on t h e  phone l i n e .  



The biggest problem with using the phone line for data transmission is 
the condition in which the line is generally maintained. Splices can be 
found at frequent intervals and a "goodf' splice generally consists of twist- 
ing the two conductors together with pliers and then applying friction tape. 
After a few weeks the splices become wet, the copper corrodes, and the lines 
short together, or to ground, or become open to various degrees. 

In an attempt to improve the quality of the telephone line (twisted 
pair), some mines are using a number 26 or number 28 solid copper, PVC 
insulated, twisted pair which is enclosed inside a rugged plastic sheath. 
The sheath also contains a steel messenger cable. The transmission capability 
of the line is equivalent to that previously mentioned, and the line is much 
more rugged, thereby reducing the number of splices and other cable damage 
resulting from abuse, roof falls, and so forth. 

Some mines have improved the quality of their transmission by utilizing 
a combination of the two different phone lines. The more expensive steel 
messenger line cable is used wherever the installation will be permanent, and 
the other line is used in the working sections where the line is frequently 
being extended and reduced in length. 

The pager phone and the trolley phone account for approximately 38% of 
all communications system devices in use to date. The pager phone is fre- 
quently used to meet the statuatory requirement which requires two-way voice 
communication up to each working section. The remaining 2% of communications 
systems found in deep coal mines consist of experimental devices and monitor- 
ing system and remote control systems. 

Typically, the monitoring system include belt monitoring devices for fire, 
slippage, synchronization, and status. A few mines also sense the status of 
circuit breakers and fan parameters. Typically, the twisted pair cable, 
utilized for pager phone communications, is also utilized for the telemetered 
data from remote fans, pumps, and circuit breakers. The requirements of 
these signals are minimal due to the small bandwidth and low data rate. 
Manufacturers installing such monitoring systems have found the maximum single 
frequency on the pager phone line is 7 kHz (typically frequency shift keying 
is used). In a few mines shielded twisted pair can be found, and then a 25 kHz 
signal can be reliably impressed on the line. 

Remote control system, for non-experimental purposes, are rarely found in 
American coal mines. The only application of remote control technology to 
gain acceptance is remote control of continuous mining machines. Both wired, 
through an umbilical cord, and wireless channels are used. The umbilical 
systems utilize a digital asynchronous serial format of rates up to 2000 baud. 
Generally, multiplexing schemes are used to send and receive the data on one 
twisted pair of wires. Relatively simple parity checking methods, and signal 
repetition are employed to increase the data security. The wireless systems 
are similar, except that the digital signal is modulated and transferred at 
a frequency near 450 MHz. 

The greatest problem existing with communication channels in mining 
applications appears to be daily maintenance. The combination of the harsh 
environment along with the lack of knowledge of the miners concerning the 
importance of maintaining channel integrity results in cables which are 



frequently spliced. Errors in data transmission and poor voice quality 
transmissions are always attributed to a faulty channel. When the channel 
is properly repaired the quality of the voice communication is improved and 
data can be transmitted without error. It sh~uld also be noted that the 
existing communication systems in mines do not demand highly secure channels. 
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SECTION 5  

THEORETICAL DEVELOPMENT OF NOISE ON M I N E  COMMUNICATION TRANSMISSION LINES 

5.1.  I n t r o d u c t i o n  

The e lec t romagne t ic  n o i s e  t h a t  e x i s t s  i n  a  mine w i l l  induce a  n o i s e  v o l t -  
age o r  c u r r e n t  on a  t r ansmiss ion  l i n e  placed i n  t h e  mine. The amount of n o i s e  
is  a  f u n c t i o n  of t h e  type  of t r ansmiss ion  l i n e ,  t e rmina t ing  impedances, e l e c -  
t romagnet ic  f i e l d  and o t h e r  f a c t o r s  which a r e  ha rd  t o  q u a n t i f y .  A number of 
formulas t o  c a l c u l a t e  t h e  n o i s e  c u r r e n t  and v o l t a g e s  induced on a  t r ansmiss ion  
c a b l e  from e x t e r n a l  f i e l d s  can b e  found i n  a v a i l a b l e  l i t e r a t u r e  116-201. How- 
e v e r ,  t h e  important  case  of t w i s t e d  w i r e  p a i r s  does no t  seem t o  be  covered i n  
t h e  c u r r e n t  l i t e r a t u r e .  A d e r i v a t i o n  of t h e  t w i s t e d  p a i r  c a s e  i s  given i n  Ap- 
pendix A w i t h  v a r i o u s  types  of f i e l d s .  

The equa t ions  f o r  t h e  t r ansmiss ion  l i n e s  r e q u i r e  t h e  e lec t romagne t ic  
n o i s e  be  r e p r e s e n t e d  by an e l e c t r i c  f i e l d  i n t e n s i t y  (E f i e l d )  i n s t e a d  of mag- 
n e t i c  f i e l d  i n t e n s i t y  (H f i e l d ) .  The e lec t romagne t ic  n o i s e  su rveys ,  however, 
have p r e f e r r e d  t o  r e p r e s e n t  t h e  n o i s e  a s  a  magnetic f i e l d  i n t e n s i t y .  The only  
reasonab le  way t o  conver t  from an H f i e l d  t o  an E f i e l d  is  t o  assume t h e  e l e c -  
t romagnet ic  f i e l d  i s  a  p l a n a r  wave i n  f r e e  space 1211. The equa t ion  r e l a t i n g  
t h e  E f i e l d  and H f i e l d  f o r  a  p l a n a r  wave is  

w i t h  t h e  E f i e l d  pe rpend icu la r  t o  t h e  H f i e l d .  There fore ,  t h e  e l e c t r i c  f i e l d  
i n t e n s i t y  f o r  mean n o i s e  and maximum n o i s e  c a s e s  w i l l  be  modified by 

E(dB) = 20 l o g  377 + H(dB). 

The r e s u l t a n t  E f i e l d s  f o r  e lec t romagne t ic  n o i s e  f o r  t h e  mean and maximum 
cases  a r e  

E(dB) = 173.03 - 32.5 loglOf Mean (Average) 

E(dB) = 210.76 - 33.95 loglOf Maximum 

r e s p e c t i v e l y  and a r e  i n  dB/p v o l t / m e t e r /  &. 
The e l e c t r i c  f i e l d  i n t e n s i t y  w i l l  be  assumed t o  be t h e  same i n  any d i r e c -  

t i o n  even though n o i s e  surveys  i n d i c a t e  t h a t  t h e  H f i e l d s  a r e  a  f u n c t i o n  of 
antenna o r i e n t a t i o n .  The r a t i o n a l e  f o r  t h i s  assumption is t h a t  t h e  n o i s e  
f i e l d s  were measured a t  c e r t a i n  t imes and i n  c e r t a i n  mines and t h e  n o i s e  w i l l  
vary .  The in format ion  from t h i s  r e p o r t  w i l l  h o p e f u l l y  a i d  i n  t h e  des ign  of 
d a t a  communication systems i n  mines and most communication systems must be  
designed f o r  average and wors t  case  n o i s e  environments.  Therefore  us ing  av- 
e r a g e  and maximum n o i s e  f i e l d  v a l u e s  f o r  a l l  o r i e n t a t i o n s  w i l l  provide  mean- 
i n g f u l  r e s u l t s  when t h e  t r ansmiss ion  l i n e s  have a r b i t r a r y  o r i e n t a t i o n s .  

The most fundamental q u a n t i t y  t o  use  f o r  n o i s e  i n  communication systems 
is power because s i g n a l  t o  n o i s e  r a t i o s  a r e  power r a t i o s .  The n o i s e  power 



w i l l  b e  r e p r e s e n t e d  i n  dB's i n  r e l a t i o n  t o  1 m i l l i w a t t  which a r e  a b b r e v i a t e d  
a s  dBmls. The dBm's w i l l  b e  w i t h  r e s p e c t  t o  load  o r  c h a r a c t e r i s t i c  impedances 
a s  i s  a p p r o p r i a t e .  

5 .2 .  Twisted P a i r  D i f f e r e n t i a l  Mode Current  

The t w i s t e d  p a i r  t r a n s m i s s i o n  l i n e  is  used normal ly  i n  a  d i f f e r e n t i a l  cur-  
r e n t  mode where any common mode v o l t a g e  induced e q u a l l y  on b o t h  w i r e s  w i l l  b e  
e l i m i n a t e d  by t h e  d i f f e r e n t i a l  i n p u t  a t  the r e c e i v e r .  However, t h e  v o l t a g e  in-  
duced a long  any s e c t i o n  of t h e  p a i r  w i l l  no t  n e c e s s a r i l y  b e  t h e  same f o r  each 
w i r e  because  of phase and magnitude d i f f e r e n c e s  of  t h e  i l l u m i n a t i n g  e l e c t r i c a l  
f i e l d .  Th i s  d i f f e r e n c e  w i l l  produce a d i f f e r e n t i a l  c u r r e n t  which f lows i n  t h e  
t e r m i n a t i n g  impedance a t  t h e  r e c e i v e r  and w i l l  c o r r u p t  t h e  incoming s i g n a l .  
The p o r t i o n  of t h e  induced v o l t a g e  which is common t o  b o t h  w i r e s  w i l l  produce 
a common mode c u r r e n t  which can b e  much h i g h e r  than  t h e  d i f f e r e n t i a l  mode cur-  
r e n t .  

Smith h a s  examined t h e  c a s e  of a w i r e  p a i r  w i t h  no t w i s t  embedded i n  an 
e l e c t r i c  f i e l d  and c a l c u l a t e d  t h e  d i f f e r e n t i a l  c u r r e n t  f lowing i n  a  load r e -  
s i s t o r  f o r  b o t h  p lane  waves and nonuniform f i e l d s  which are r e p r e s e n t e d  by a 
loop o r  d i p o l e  [19] .  The t w i s t  i n  a  w i r e  p a i r  produces a  c a n c e l l i n g  of t h e  e f -  
f e c t  on t h e  d i f f e r e n t i a l  c u r r e n t  because  t h e  d i f f e r e n c e s  of t h e  induced v o l t -  
ages  on each w i r e  w i l l  have t h e  o p p o s i t e  s i g n  one p i t c h  l e n g t h  down t h e  w i r e .  
Unfor tuna te ly ,  no a n a l y s i s  was found f o r  t h i s  important  c a s e  i n  an  e x t e n s i v e  
l i t e r a t u r e  s e a r c h .  An equa t ion  was developed f o r  t h e  t w i s t e d  p a i r  and is giv-  
en  i n  Appendix A. The equa t ion  is  d i f f i c u l t  t o  i n t e g r a t e  and must b e  i n t e g r a -  
t e d  u s i n g  numerical  i n t e g r a t i o n .  

The most impor tan t  p a r t  of  any of t h e s e  e q u a t i o n s  is t h e  magnitude be- 
cause  t h i s  r e l a t e s  t o  n o i s e  power. The d i f f e r e n t i a l  n o i s e  power i n  dBm i s  
p l o t t e d  f o r  an  1 8  gauge t w i s t e d  p a i r  assuming a p lane  wave e x c i t a t i o n  i n  Fig- 
u r e  5 . 1 . ,  assuming a  mean n o i s e  f i e l d .  The d i f f e r e n t i a l  n o i s e  power i n  dBm 
is a l s o  p l o t t e d  f o r  18  gauge wi thou t  a t w i s t  f o r  a  formula developed by Smith 
and given i n  Appendix A. The im~rovement  from no t w i s t  t o  a  l i n e  w i t h  2 t w i s t  

amounts t o  80-90 dR d i f f e r e n c e .  Th i s  is an e x c e l l e n t  r eason  t o r  t w i s t i n g  t h e  
w i r e .  The n o i s e  power I n  c n e ' l o a d  i s  p l o t t e d  f o r  t h e  same c a s e  i n  F igure  5 .2 ,  
b u t  t h e  maximum n o i s e  f i e l d  is  used i n  t h i s  case .  The o s c i l l a t i o n s  i n  t h e  
curves  a t  h i g h e r  f r e q u e n c i e s  occurs  because  t h e  wavelength is  c l o s e  t o  t h e  
l e n g t h  of  t h e  c a b l e .  

The a c t u a l  e l e c t r o m a g n e t i c  n o i s e  f i e l d  t h a t  e x i s t s  i n  a mine w i l l  ob- 
v i o u s l y  n o t  b e  a  p l a n e  wave over  t h e  e n t i r e  l e n g t h  of  t h e  communication l i n k .  
A much b e t t e r  approximation would b e  t o  r e p r e s e n t  t h e  e l e c t r o m a g n e t i c  n o i s e  
by a  nonuniform f i e l d  s i m i l a r  t o  a  f i e l d  genera ted  by a  loop  antenna.  This  
would more c l o s e l y  approximate f i e l d s  genera ted  by e l e c t r i c  machines i n  a 
mine. Smith developed formulas  f o r  t h e  c u r r e n t  a t  t h e  end of  a  p a i r  of w i r e s  
w i t h  no t w i s t  i n  t h e  v i c i n i t y  of  a  loop 1191. A development i s  given i n  Ap- 
pendix  A which c a l c u l a t e s  t h e  c u r r e n t  a t  t h e  end of a  t w i s t e d  p a i r  i n  t h e  v i -  
c i n i t y  of a  loop.  The communication l i n k  of 1000 mete r s  would i n  a l l  proba- 
b i l i t y  p a s s  by a  number of  s o u r c e s  which g e n e r a t e  nonuniform f i e l d s .  There- 
f o r e ,  t o  make a  more reasonab le  comparison t o  t h e  p l a n e  wave, t h e  number of 
loops  a long  a  w i r e  was c a l c u l a t e d  t o  g i v e  an average  f i e l d  s t r e n g t h  approxi-  
mately t h e  same a s  f o r  t h e  p l a n e  wave. 







The d i f f e r e n t i a l  n o i s e  power i n  dBm is  a l s o  p l o t t e d  f o r  1 8  gauge i n  t h e  
presence of a  nonuniform f i e l d  i n  Figure  5 .1  and 5.2 f o r  t h e  mean and maximum 
n o i s e  f i e l d ,  r e s p e c t i v e l y .  The n o i s e  power curve f o r  t h e s e  c a s e s  i s  no t  a s  
smooth a s  t h e  p lane  wave c a s e s ,  however, t h e  n o i s e  power f o r  t h e  uniform and 
nonuniform f i e l d  w i t h  a  t w i s t e d  p a i r  i s  s i m i l a r .  This  occurs  when t h e  l e n g t h  
of t h e  p i t c h  i s  s i g n i f i c a n t l y  l e s s  than a  wavelength which is  u s u a l l y  t h e  c a s e  
f o r  t h e  f r e q u e n c i e s  where t w i s t e d  p a i r  is  used.  The n o i s e  power a t  t h e  output  
of a  t w i s t e d  p a i r  is  more a  f u n c t i o n  of t h e  f i e l d  s t r e n g t h  than  i f  t h e  f i e l d  
is  uniform o r  nonuniform. 

5 .3 .  Twisted P a i r  Common Mode Current  

Any common mode c u r r e n t  which flows i n  a  bundle of w i r e s  i s  assumed t o  be  
d iv ided  e q u a l l y  between a l l  w i r e s  i n  t h e  bundle 1191. The common mode c u r r e n t  
i n  a  t w i s t e d  p a i r ,  t h e r e f o r e ,  should d i v i d e  e q u a l l y  and 1 / 2  t h e  t o t a l  common 
mode c u r r e n t  f lows i n  each w i r e .  Cory i n d i c a t e d  i n  h i s  r e p o r t  t h a t  due t o  
"imbalances" i n  supposedly "balanced1' t r ansmiss ion  l i n k s  w i l l  cause  t h e  amount 
of common mode c u r r e n t  i n  each w i r e  t o  be  d i f f e r e n t  and t h u s  e f f e c t i v e l y  pro- 
duce a  d i f f e r e n t i a l  mode c u r r e n t  much h igher  than  a n t i c i p a t e d  1121. There fore ,  
t h e  amount of common mode c u r r e n t  should a l s o  b e  c a l c u l a t e d  f o r  t h e  t w i s t e d  
p a i r  used i n  F igure  5 . 1  and 5.2 under t h e  same c o n d i t i o n s .  The equa t ion  f o r  
common mode c u r r e n t  a long a  w i r e  bundle i s  given i n  Appendix B.  The p l o t  of 
common mode c u r r e n t  f o r  t h e  same 1 8  gauge t w i s t e d  p a i r  a s  i n  Figure  5 . 1  i s  
given i n  F igure  5 .3 .  Appendix C has  an a n a l y s i s  f o r  a  s imple  c a s e  when a  com- 
mon mode c u r r e n t  w i l l  no t  d i v i d e  e q u a l l y  between b o t h  w i r e s  i n  t h e  p a i r .  An 
"imbalance" of one percen t  r n i i l d  then calise a  d i f f e r e n t i a l  mode nnwpr  nf 2 0  dB 
l e s s  than t h e  common mode n o i s e  Power IlLI. l ' he re rore ,  rrom Figure  5 .3  t o r  
t h e  mean n o i s e  case  a t  1 KHz t h e  common moae n o i s e  power i s  about -15 dBm. 20 
dB l e s s  would g i v e  -35 dBm d i f f e r e n t i a l  n o i s e  power which is  f a r  h igher  than 
-131 dBm w i t h  no t w i s t  o r  -233 dBm w i t h  a  t w i s t  mean d i f f e r e n t i a l  n o i s e  power 
a t  1 KHz given i n  Figure  5.1.  This  example c l e a r l y  i n d i c a t e s  t h a t  consider-  
a b l e  c a r e  should be  taken t o  i n s u r e  a  t w i s t e d  p a i r  be  c l o s e l y  balanced.  

5.4.  Coaxial  Cables 

Vance [20] and Smith [19] have shown t h e  i l l u m i n a t i o n  of a  s h i e l d e d  c a b l e  
by an e x t e r n a l  e lec t romagne t ic  f i e l d  e x c i t e s  a  c u r r e n t  d i s t r i b u t i o n  on t h e  
o u t e r  s h i e l d .  Since  t h e  s h i e l d  is  no t  a  p e r f e c t  conductor ,  t h i s  c u r r e n t  pene- 
t r a t e s  t h e  s h i e l d  and produces a  v o l t a g e  d i s t r i b u t i o n  a long  t h e  i n s i d e  l e n g t h  
of t h e  c a b l e .  This  v o l t a g e  produces a  c u r r e n t  i n  t h e  i n t e r i o r  load  impedances. 
The most e f f e c t i v e  s h i e l d  is  s o l i d  w i t h  no h o l e s  and of h igh c o n d u c t i v i t y .  
The s h i e l d i n g  e f f e c t i v e n e s s  f o r  a  s o l i d  s h i e l d  i n c r e a s e s  d r a m a t i c a l l y  when t h e  
s h i e l d  t h i c k n e s s  is  g r e a t e r  than one s k i n  dep th  [20] .  The geometry of a  
s h i e l d e d  c a b l e  is  given i n  Appendix B a long  w i t h  a p p r o p r i a t e  equa t ions .  

A s h i e l d e d  c a b l e  t h a t  has  been used i n  a  mine is  a  50 ohm, s o l i d  copper 
s h i e l d e d  c a b l e  made by Andrew Manufacturing.  A p l o t  of t h e  power i n  t h e  load  
f o r  t h i s  c a b l e  is  given i n  F igure  5 .4 .  The n o i s e  power can be  seen t o  drop 
o f f  r a p i d l y  w i t h  an i n c r e a s e  i n  f requency when t h e  s h i e l d  becomes g r e a t e r  
than one s k i n  depth  (occurs  a t  f  = 68 KHz). I n  a  c a b l e  w i t h  a  b ra ided  s h i e l d ,  
n o i s e  power would n o t  drop o f f  a s  r a p i d l y  due t o  magnetic and c a p a c i t i v e  coup- 
l i n g  through h o l e s  i n  t h e  b ra ided  s h i e l d .  Figure  5.4 shows t h a t  t h i s  c o a x i a l  
c a b l e  i s  a  much b e t t e r  communication l i n k  when used above 1 MHz. 
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5.5.  USBM S p e c i a l  Cable 

The USBM h a s  c o n t r a c t e d  t o  have a s p e c i a l  c a b l e  b u i l t  which w i l l  c a r r y  
power and s i g n a l s  w i t h i n  t h e  same c a b l e s .  This  c a b l e  i s  i l l u s t r a t e d  i n  F i g u r e  
5 .5 ,  and has  m e t a l l i z e d  f o i l  s h i e l d  around each  s i g n a l  conductor  p l u s  a meta l -  
l i z e d  f o i l  s h i e l d  around a l l  conduc to r s  i n  t h e  c a b l e .  The c u r r e n t  f lowing  i n  
each s i g n a l  conductor  can b e  found by u s i n g  a s i m i l a r  equa t ion  f o r  a s i n g l e  
s h i e l d e d  c a b l e  w i t h  one conductor  and by modifying t h e  t r a n s f e r  f u n c t i o n .  The 
t r a n s f e r  f u n c t i o n  a t  t h e  lower f r e q u e n c i e s  f o r  which t h i s  c a b l e  is  t o  b e  used 
is  approximate ly  a p a r a l l e l  combination of t h e  DC r e s i s t a n c e  of t h e  two s h i e l d s  
w i t h  r e s p e c t  t o  u n i t  l e n g t h  1201. 

The induced d i f f e r e n t i a l  c u r r e n t  i n  t h e  two s i g n a l  conductors  w i l l  b e  z e r o  
because  of  t h e  su r round ing  s h i e l d s .  Any d i f f e r e n t i a l  c u r r e n t  which f lows w i l l  
b e  t h e  r e s u l t s  of  "imbalances" i n  t h e  t r a n s m i s s i o n  l i n e .  The common mode power 
i n  t h e  l o a d  r e s i s t o r  when p r o p e r l y  t e rmina ted  i s  given i n  F i g u r e  5.6 f o r  t h i s  
c a b l e .  The d i f f e r e n t i a l  mode c u r r e n t  caused by "imbalances" i n  t h e  c a b l e  may 
produce a d i f f e r e n t i a l  mode which i s  20-30 dB less t h a n  t h e  common mode n o i s e  
power. Again, c a r e  should  b e  t aken  t o  i n s u r e  t h e  l i n e  is  a s  balanced a s  pos- 
s i b l e ,  when i t  is  used i n  t h e  d i f f e r e n t i a l  t r a n s m i s s i o n  mode. 

5.6.  S i g n a l  t o  Noise R a t i o  

The most important  parameter  t o  r e p r e s e n t  t h e  q u a l i t y  of  a communication 
channel  i s  t h e  s i g n a l  t o  n o i s e  r a t i o  a t  t h e  i n p u t  t o  t h e  r e c e i v e r  [22,23].  
Other pa ramete r s  t h a t  p l a y  a s i g n i f i c a n t  r o l e  w i l l  b e  examined i n  more dep th  
l a t e r .  The n o i s e  power i n  dBm a t  t h e  o u t p u t  of t h e  t r a n s m i s s i o n  l i n e s  
were c a l c u l a t e d  f o r  s e v e r a l  t y p e s  of  communication l i n k s  t h a t  a r e  used i n  mine 
environments.  The s i g n a l  t o  n o i s e  r a t i o  i n  dB's i s  e q u a l  t o  t h e  s i g n a l  power 
a t  t h e  ou tpu t  i n  dBmls minus t h e  n o i s e  power i n  dBmts a t  t h e  o u t p u t .  The s i g -  
n a l  power a t  t h e  ou tpu t  i s  e q u a l  t o  t h e  s i g n a l  power a t  t h e  i n p u t  less t h e  
l o s s  i n  t h e  t r a n s m i s s i o n  l i n k .  The n o i s e  power a t  t h e  ou tpu t  i n  t h e  p l o t s  a r e  
i n  dBm p e r  H e r t z ,  t h e r e f o r e ,  t o  o b t a i n  t h e  n o i s e  power assuming a bandwidth of  
1000 Hz would r e q u i r e  t h e  a d d i t i o n  of 30 dB. The a t t e n u a t i o n  of  t h e  t w i s t e d  
p a i r  18  gauge w i r e  i s  approximate ly  2 dB p e r  mi le .  

A sample c a l c u l a t i o n  f o r  a 1000 meter t w i s t e d  p a i r  1 8  gauge w i r e  t o  ob- 
t a i n  a 20 dB s i g n a l  t o  n o i s e  r a t i o  a t  t h e  o u t p u t  i s  a s  fo l lows :  

Noise power a t  ou tpu t  a t  f  = 1 KHz 
(F igure  5 .2  Maximum Noise Uniform 

F i e l d  w i t h  Twis t )  

I n c r e a s e  due t o  1000 Hz bandwidth 
T o t a l  Noise Power 
S i g n a l  Output Power f o r  20 dB SIN 
Transmiss ion l o s s  (1000 meters a t  1 0  KHz) 
S i g n a l  i n p u t  power 

-185 dBm p e r  Hz 

S i m i l a r  c a l c u l a t i o n s  can b e  c a r r i e d  o u t  f o r  t h e  o t h e r  communication c a b l e s .  
A s i g n a l  t o  n o i s e  r a t i o  (wi th  no o t h e r  l i n k  impairments)  of  20 dB g i v e s  a 
r easonab ly  good q u a l i t y  d i g i t a l  communication l i n k .  However, t h e  necessa ry  
SIN r a t i o  i s  a f u n c t i o n  of t h e  modulation and demodulation t echn ique  used.  A 



Figure  5 . 5 .  USBM S p e c i a l  Cable. 
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thorough review of commonly used modulation techniques for mining equipment 
will be undertaken in the next sections. Similar calculations can be carried 
out for common mode noise and common mode noise that is changed into differen- 
tial noise because of "imbalances." 
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SECTION 6 

MINE CHANNEL ERROR PERFORMANCE 

6.1. Introduction 

Several different digital communication systems have been designed for use 
within a mining environment. Conspec has developed a communication link which 
utilizes a special four wire cable for the main part of the communication sys- 
tem and adapter to transmit on twisted pair for longer transmission links. 
West Virginia University has designed a communication system designated MACCE 
which utilizes twisted pair communication links. These two systems are 
examined in detail to determine mathematically the probability of bit error 
versus distance. [21,22] 

Appendix E contains a summary of the most common digital modulation tech- 
niques for low speed data links. The formulas given for the bit probability 
of error are based on the modulation technique, demodulation technique, band- 
width, signal power, and noise power. These formulas assume the noise is white 
and Gaussian with no other impairments in the system 123-251. The impairments 
could include amplitude distortion, phase distortion, crosstalk, impulse noise, 
and etc. These impairments will tend to increase the bit probability of error 
but are difficult to analyze [26]. 

The primary analyses of each communication system will focus on the bit 
probability of error which will take into account the modulation technique, 
type of cable, transmitted power, and noise power. The previous sections math- 
ematically determined the noise power present at the output terminals of var- 
ious types of communication cables that are placed in the mine. This analysis 
assumed the noise to be represented by a curve of magnetic field intensity 
versus frequency for the mean and maximum noise cases. The mathematical noise 
power calculations required a number of assumptions to be made in order to 
arrive at any answer. The type of electromagnetic waves were assumed to be 
planar or planar over a section of the wire. Appendix D includes a development 
of the common mode noise power for a cable if the electromagnetic noise field 
is approximated by uncorrelated plane waves for only a small portion of the 
wire. This hopefully more accurately represents the fact that a number of dif- 
ferent noise sources exist in the mine. The computer programs for common mode 
noise made use of the formulas in Appendix D. 

The assumptions made in almost all cases are conservative in the sense the 
bit probability of error should be less than is mathematically derived, i.s. 
the actual channel performs better. The mathematical development required a 
number of assumptions and simplifications otherwise the analysis would have 
been virtually impossible. 

6.2. Conspec Data Communication System 

Conspec has developed 
mation and control various 

a data communication system which 
units primarily using a special 4 

can collect 
wire cable. 

inf or- 
This 



cable is called the accessor trunk and uses one wire for ground, one wire for 
power (+ 24 volts), one wire for transmit and one wire for receive. USBM has 
specified a special 4 wire cable that has a shield over each signal conductor 
as well as a shield over the entire cable. The USBM cable also has a steel 
cable which provides additional strength. A cross section view is given in 
Figure 5.5. The modulation used over the accessor trunk is baseband which con- 
sists of unipolar 0 volt or 11 volt levels, transmitting asynchronously at 
4800 baud. The detector is a nonoptimum (not integrate and dump) type which 
gives a bit probability of error [25] 

P = 3 erfc m. e 

The noise equivalent bandwidth is taken to be 15,000 Hz. The actual signal 
level at the receiving end of the accessor trunk will be a function of length 
as well as the number of accessors connected to the trunk. Therefore, the 
probability of error was determined for 5, 8 and 11 volt pulses to give three 
cases for loading. The characteristics of this communication link and others 
is given in Table 6.1. 

A number of variables exist in such a communication system and would be 
impossible to plot for all possible cases. The most appropriate plot seems to 
be a plot of bit probability of error versus distance for reasonable values of 
the other parameters. A computer program was written which plots the proba- 
bility of error versus distance and is given in Figure 6.1 for signal levels of 
5, 8, and 11 volts with both mean and maximum mine noise power. 

A bit probability of error in the neighborhood of gives a reasonable 
good quality channel [23-251. Therefore, in the worst case of a +5 volt signal 
and maximum noise power the m a x h m  length cable that could be used is approxi- 
mately 650 meters. With a signal of 11 volts and mean noise power the maximum 
length jumps to approximately 2,900 meters. 

Conspec uses a long distance accessor trunk CLDA) for transmission over a 
greater distance. The LDA uses 4 wires with a twisted pair for transmission in 
each direction. Frequency shift keying is used with the two frequencies being 
1200 and 2400 Hz with a transmitted signal strength of 0 dBm (1 milliwatt). 

Since this system uses differential transmission it is very important to 
know the differential noise power. The calculations in the previous sections 
together with measured data show that the differential noise power is mainly 
produced by imbalances in the systems which convert a portion of the common 
mode noise power into differential noise power. Cory [11,12,27] has shown that 
the conversion can vary considerably, but with a reasonably constructed twisted 
pair line the differential mode noise should be less than 20 dB below the com- 
mon mode noise power. Therefore, the computer programs were written which 
mathematically determined the common mode noise power and reduced this by 20 dB 
to arrive at the differential noise power. The computer output was plotted to 
give a probability of error versus distance for the mean and maximum noise case 
which is given in Figure 6.2. The usable distance for a bit error rate of 10-5 
is approximately 900 meters to 8,000 meters for the maximum and mean noise 
power cases, respectively. 
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The frequency s h i f t  keying demodulator i s  nonoptimum and t h e  p robab i l i t y  
of e r r o r  is  (Note Table E.l)  

A considerable  amount of no ise  en t e r s  t he  rece iver  because the  bandwidth is 
over 1,200 Hz f o r  t h e  Conspec system. 

6.3. West Virginia  Universi ty  MACCE Data Communication System 

West Vi rg in ia  Universi ty  has designed a mine cormnunication system CMACCE) 
which uses  one twis ted  p a i r  f o r  both t r ansmi t t i ng  and rece iv ing  [22]. The sys- 
tem employs a frequency s h i f t  keying system based on Western E l e c t r i c s  speci-  
f i c a t i o n s  f o r  a 103 s e r i e s  d a t a  s e t  (modem). This  system uses  1070 Hz and 
1270 Hz t o  t ransmi t ted  i n  one d i r e c t i o n  and 2025 Hz, and 2225 Hz t o  rece ive .  
This allows t h e  two s i g n a l s  t o  be frequency d i v i s i o n  multiplexed on t h e  same 
wire.  Furthermore, t h i s  system t y p i c a l l y  has t he  opt ion of t r ansmi t t i ng  s t e p s  
from 0 t o  -16 dBm s igna l  l e v e l s .  

The same assumptions a r e  used f o r  the  conversion of common mode noise  t o  
d i f f e r e n t i a l  mode noise  a s  t he  Conspec LDA l i n k .  The s p e c i f i c a t i o n s  f o r  t he  
MACCE system i s  given i n  Table 6.1. The demodulator is of the  nonoptimum type 
so t h e  p robab i l i t y  of e r r o r  is  [25] 

The MACCE system uses  two frequency ranges f o r  transmission i n  two direc-  
t i o n s  and a l so  has t h e  opt ion  of d i f f e r e n t  t ransmi t ted  s i g n a l  l eve l s .  There- 
fo re ,  t o  g ive  an o rde r ly  presenta t ion  four  s epa ra t e  f i gu res  a r e  given. Figure 
6.3 gives t h e  p robab i l i t y  of e r r o r  versus d i s t ance  f o r  t h e  mean noise  case  wi th  
t h e  cen te r  frequency of 1170 Hz and 0 t o  -16 dBm transmit ted s i g n a l  power. The 
center  frequency i s  themidpoint  of t h e  two transmit ted frequencies  1070 Hz and 
is  used t o  determine t h e  noise  l e v e l .  Figure 6.4 gives the  p robab i l i t y  of 
e r r o r  versus  d i s t ance  under t he  same condit ions except t he  center  frequency is 
2125 Hz (midpoint of 2025 Hz and 2225 Hz). 

The maximum use fu l  d i s t ance  f o r  t he  condit ions spec i f i ed  i n  Figure 6.3 
with Pe z 10-5 range from 3,500 meters t o  9,900 meters f o r  -16 dBm and 0 dBm 
t ransmi t ted  s i g n a l  power respec t ive ly .  The s i m i l a r  maximum use fu l  range i n  
Figure 6.4 ranges from 4,400 meters t o  12,000 meters when the  center  frequency 
i s  2,125 Hz. The reason the  d i s t ance  is g r e a t e r  f o r  2,125 Hz is t h e  noise  
power f a l l s  o f f  a s  t he  frequency increases  which improves t h e  s i g n a l  t o  no i se  
r a t i o  (S/N). Small changes i n  t he  s igna l  t o  no i se  r a t i o  g r e a t l y  a f f e c t  t he  
p robab i l i t y  of e r r o r  which changes the  use fu l  range. 

Figures 6.5 and 6.6 a r e  t h e  same condit ions a s  Figures 6.3 and 6.4, re- 
spec t ive ly ;  except t he  noise  i s  now maximum. The use fu l  range f o r  Pe : 10'5 
v a r i e s  from 200 meters (350 Pfeters) t o  900 meters (1200 Meters) f o r  -16 dBm 
and 0 dBm, r e spec t ive ly ,  f o r  a center  frequency 1170 Hz (2125 Hz) which is 











obtained from Figure  6.5 (Figure 6 .6) .  The f i g u r e s  i n  pa ran thes i s  a r e  f o r  
F igure  6.6. 

The u s e f u l  range f o r  t h e  MACCE system is obviously l i m i t e d  by t h e  u s e f u l  
d i s t a n c e  given f o r  t h e  lower c e n t e r  frequency because both frequency ranges 
a r e  used s imultaneously on t h e  twis ted  p a i r .  The MACCE system f o r  0 dBm t rans-  
mi t ted  s i g n a l  power has  a maximum u s e f u l  range of 9,900 meters  (900 meters) 
w i t h  a mean (maximum) no i se  l e v e l .  This  informat ion c l e a r l y  p o i n t s  ou t  t h a t  
t h e  maximum u s e f u l  d i s t a n c e  is  g r e a t l y  a f f e c t e d  by t h e  no i s e  l e v e l .  

A l l  of t he se  curves  were generated assuming t h e  system twis ted  p a i r  im- 
balance caused t h e  d i f f e r e n t i a l  mode no i se  t o  be 20 dB below t h e  common mode 
no ise .  A b e t t e r  balanced system w i l l  obviously i nc r ea se  t h e  maximum u s e f u l  
range of t h e  MACCE Communication System and more imbalance w i l l  decrease t h e  
u s e f u l  range. 



SECTION 7 

DATA SECURITY 

7.1. Introduction 

Most data communication systems add redundant bits to the messages to 
improve the data security i.e., reduce the probability of an undetected error. 
The majority of all data communication systems request a retransmission of the 
message once an error is detected instead of performing an error correction 
[28-311. The hardware is much simpler for error detection than error correc- 
tion and fewer redundant bits are needed for the same level of data security. 

Conspec uses a parity bit for redundancy while West Virginia University 
MACCE uses a more powerful Cyclic Redundancy Code (CRC). The MACCE System 
specifies that the Digital Data Communications Message Protocol (DDW) is 
used which is a modern protocol being built into a number of new systems. 
This protocol is covered in Appendix G. 

The amount of data security that is needed is a matter of engineering 
judgement. The specification usually is given as only one undetected error 
occuring in say one year, ten years, or possibly for the life of the equip- 
ment. The number of blocks on the average which are transmitted before an 
undetected error occurs is the reciprocol of the probability of undetected 
error, i.e. 

- -  I - Average number of blocks between undetected errors. 
'und 

The time between an undetected error is 

T~ - =  time between undetected errors 
'und 

where TB is the time to send one block of data. Also the time to send one 
block is 

TB = NIB where N is the number of bits per block and B is the Baud rate. 
Now let Tund be the average time between undetected errors. Therefore, 

The value chosen for Tund is a matter of engineering judgment as indicated 
before. The value chosen for Tund will be one year in order to make some 
comparison for this report. 

The overall data security of the Conspec and West Virginia University's 
MACCE Data Communication System will be analyzed. The MACCE system gives a 
greater deal of protection because of the error detection scheme. 



7.2. C o n s ~ e c  Data Communication Svstem 

The d e r i v a t i o n  f o r  t h e  p r o b a b i l i t y  of an undetected e r r o r  i s  given f o r  
t h e  genera l  case  i n  Appendix P. The Conspec System adds one p a r i t y  b i t  f o r  
each 8 d a t a  b i t s  t o  each asynchronous cha rac t e r  t h a t  i s  composed of a s t a r t  
b i t ,  8 d a t a  h i t s ,  1 p a r i t y  b i t ,  and 1 s top  b i t  f o r  a t o t a l  of 11 b i t s  f o r  
each asynchronous cha rac t e r .  The t o t a l  message is composed of two asynchro- 
nous cha rac t e r s  f o r  a t o t a l  of 22 b i t s  1211. The p r o b a b i l i t y  of an undetected 
e r r o r  can be found us ing  Appendix F t o  g ive  

where p i s  t h e  b i t  p r o b a b i l i t y  of e r r o r .  
e 

The Baud r a t e  i s  4800 f o r  t h e  main accessor  t runk  and F igure  7 . 1  g ives  
t h e  p r o b a b i l i t y  of undetected e r r o r  f o r  t h e  same condi t ions  t h a t  b i t  prob- 
a b i l i t y  of e r r o r  was given i n  F igure  6.1. The average t i m e  between undetected 
messages f o r  t h e  main accessor  l i n k  i s  

- - N -  - 22 
*und B Pund 4800 *Pund 

seconds 

Using T = 1 year  
und 

Note t h e r e  a r e  31.5 x l o 6  seconds per  year .  The. maximum useable  l eng th  of t h e  
main accessor  t runk  using t h e  USBM cab l e  would vary from approximately 600 
meters f o r  maximum n o i s e  power and 5 v o l t  pu lses  t o  approximately 2,700 meters 
f o r  11 v o l t  pu lses  and mean n o i s e  power. 

F igure  7.2 g ives  t h e  p r o b a b i l i t y  of undetected e r r o r  f o r  t h e  long d i s -  
t ance  acces.sor which uses  600 Baud frequency s h i f t  keying. The Pund f o r  t h i s  
case  is  

The useab le  d i s t a n c e  v a r i e s  from approximately 750 meters f o r  maximum no i se  
power t o  7,700 meters  f o r  t h e  mean no i se  power. 

7.3. West Vi rg in ia  Univers i ty  MACCE Data Communication System 

The MACCE Data Communication System uses  frequency s h i f t  keying modula- 
t i o n  over a twis ted  p a i r  s i m i l a r  t o  Western E l e c t r i c s  103 s e r i e s  d a t a  s e t s  
1221. The MACCE System a l s o  s p e c i f i e s  t h e  DDCMP p ro toco l  which u se s  a power- 
f u l  CRC e r r o r  checking polynomial t h a t  can d e t e c t  s i n g l e ,  double,  t r i p l e ,  







and all odd random error patterns.. The probahility of undetected error 
is 

n 
n-i 

'und 

where n is the number of bits and p is tke bit probability of error. 
e 

The Pund is a function of n and increases as n increases. Therefore, 
since the MACCE system specffies a maximum for n of 2048, the worst case 
analysis will use this value for n[22]. 

Figures 7.3, 7.4, 7.5, and 7.6 give the probability of undetected error 
for the MACCE comunication link as a function of distance for the two center 
frequencies, various transmitted signal power, and for mean and maximum noise. 
Figures 7.3, 7.4, 7.5 and 7.6 correspond to the same conditions as Figures 
6.3, 6.4, 6.5 and 6.6, respectively, except the probability of an unde- 
tected error is plotted. 

The probability of undetected error which produces an average of 1 error 
per year for the MACCE system with 2048 bits and 300 Baud is 

This number is larger than Conspec Values because of Baud rate and a much more 
powerful error detection code. 

The worst case for the MACCE system occurs for the center frequency of 
1170 Hz because of more noise power than at 2125 Hz center frequency. 
Therefore, for the Pund = 2.17 x and the mean noise case gives (Figure 
7.3) a useful range of approximately 4,200 meters at -16 dBm and approxi- 
mately 11,000 meters at 0 dBm. Similarly the range varies from approximately 
200 meters at -16 dBm to 970 meters at 0 dBm for the maximum noise power 
(Figure 7.5) . 

Table 7.1 gives the approximate maximum useable distance for the comuni- 
cation links based on the bit probability of error and probability of unde- 
tected error which takes the protocol into account. The table gives a clear 
indication of greater effectiveness of the better data security given by the 
CRC polynomial in DDCMP protocol. 
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Table 7 .1 .  Approximate Maximum Dis tances  i n  Meters(Mi1es) f o r  Useable 
Comunicat  i on  Links.  

Manufacturer 

Conspec 
Accessor 
USBM 

Conspec 
Long Dis tance 
Accessor 

West V i rg in i a  
MACCE 

Signa l  Level 
o r  Power 

5 v o l t s  

11 v o l t s  

0 dBm 

-16 dBM 

- 8 dBm 

0 dBm 

Maximum Distance 
-5 

f o r  pe = 10 

Mean 
Noise 

2,100 

(1.3) 

2,900 

(1.8) 

8,000 

(5 .O) 

3,500 

(2.2) 

6,500 

(4.0) 

9,900 

(6 2) 
1 

Maximum Distance 
f o r  1 undetected 

Maximum 
Noise 

650 

( .4)  

800 

(95) 

600 

( - 4 )  

200 

(01) 

500 

( * 3 )  

900 

( .6)  

e r r o r  

Mean 
Noise 

2,100 

(1.3) 

2,700 

(1.7) 

7,700 

(4.8) 

4,200 

(2.6) 

6,300 

(3.9) 

11,000 

(6.8) 

pe r  year  

Maximum 
Noise 

585 

( . 4 )  

750 

( * 5 )  

750 

(05) 

200 

( * I )  

533 

( - 3 )  

970 

( - 6 )  
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SECTION 8 

DETECTION OF BURST ERRORS 

8.1 .  I n t r o d u c t i o n  

The q u e s t i o n  of d a t a  s e c u r i t y  was t r e a t e d  i n  Sec t ion  4  f o r  random e r r o r s ,  
i . e . ,  t h o s e  e r r o r s  which a r e  independent from 1 b i t  t o  t h e  n e x t .  Burs t  e r r o r s  
a r e  e r r o r  p a t t e r n s  which occur  i n  groups o r  b u r s t s .  I f  1 b i t  i s  i n  e r r o r ,  t h e  
a d j a c e n t  b i t s  have a  h igh  p r o b a b i l i t y  of be ing  i n  e r r o r .  The a n a l y s i s  f o r  t h e  
p r o b a b i l i t y  of an  unde tec ted  b u r s t  i s  cons iderab ly  d i f f e r e n t  ( s e e  Appendix F) .  
The CRC polynomial can d e t e c t  any b u r s t  e r r o r  when t h e  l e n g t h  of t h e  b u r s t  i s  
equa l  t o  o r  l e s s  than  t h e  number of redundant b i t s  [31] .  Furthermore,  a  s i g -  
n i f i c a n t  number of b u r s t s  of l e n g t h  g r e a t e r  than  t h e  number of redundant b i t s  
can be  d e t e c t e d  i f  t h e  number of redundant b i t s  i s  l a r g e .  

The p r o b a b i l i t y  of a  b u r s t  be ing  d e t e c t e d  given t h a t  a  b u r s t  of a  c e r t a i n  
l e n g t h  has  occurred is easy t o  c a l c u l a t e .  The p r o b a b i l i t y  of a  b u r s t  e r r o r  
pass ing  undetected through t h e  system is  t h e  product  of t h e  p r o b a b i l i t y  of a  
b u r s t  o c c u r r i n g  t i m e s  t h e  p r o b a b i l i t y  of being unde tec ted .  However, t h e  d i f -  
f i c u l t y  i s  t h e  de te rmina t ion  of t h e  p r o b a b i l i t y  of a  c e r t a i n  l e n g t h  b u r s t  
o c c u r r i n g  . 

A s u f f i c i e n t  amount of in fo rmat ion  concerning t h e  occurrence of a  b u r s t  
e r r o r  n o i s e  has  n o t  been found i n  t h e  l i t e r a t u r e .  A s i m p l i s t i c  approximation 
h a s  been found i n  t h e  l i t e r a t u r e .  A s i m p l i s t i c  approximation has  been found 
t o  b u r s t  n o i s e  i s  given i n  Cory [12J ,  b u t  is  n o t  complete. There fore ,  t h e  
a n a l y s i s  f o r  t h e  d i f f e r e n t  systems w i l l  on ly  i n c l u d e  t h e  p r o b a b i l i t y  of a  b u r s t  
e r r o r  be ing  undetected given t h e  occurrence of t h e  b u r s t  e r r o r  w i l l  be  covered.  

8.2.  Conspec Data Connnunicat i o n  Svst  em 

The Conspec System u s e s  one p a r i t y  b i t  f o r  each 8 b i t s  which corresponds 
t o  a  CRC polynomial x + 1 [31] .  This  system d e t e c t s  a l l  t r i v i a l  1 b i t  b u r s t  
e r r o r s ,  no double b u r s t  e r r o r s ,  and on ly  4 of a l l  b u r s t  of l e n g t h  g r e a t e r  than  
2  b i t s .  This  same d e t e c t i o n  system is  used f o r  bo th  t h e  normal accessor  l i n k  
and t h e  long d i s t a n c e  accessor  l i n k .  

The b u r s t  e r r o r  p r o t e c t i o n  a f f o r d e d  by t h e  Conspec System i s  n o t  good. 
Furthermore,  i n t u i t i v e l y ,  t h e  p r o b a b i l i t y  of b u r s t  e r r o r s  i n  a  mine w i l l  be  
h i g h  because  of t h e  l a r g e  e l e c t r i c a l  machines. Hence, t h e  o v e r a l l  chances of 
a  b u r s t  e r r o r  pass ing  t h e  system is  high.  

8.3. West V i r g i n i a  U n i v e r s i t v  MACCE Data Communication Svstem 

The MACCE system u s e s  a  CRC polynomial of degree  16 which i n s u r e s  a l l  
b u r s t s  of l e n g t h  16 o r  l e s s  a r e  d e t e c t e d ,  on ly  ~ $ 1 ~ 5  = 3.05 x loa5  b u r s t s  of 
l e n g t h  17 a r e  unde tec ted ,  and (5 )  l6 = 1 . 5  x  10-5 of b u r s t s  of l e n g t h  more than  
17 a r e  undetected 1311. The b u r s t  e r r o r  p r o t e c t i o n  f o r  t h e  MACCE system is  
v e r y  good. 



SECTION 9 

CONCLUSIONS AND RECOMMENDATIONS 

The electromagnetic noise that exists in a mining environment is quite 
severe and has been reasonably well documented by a number of researchers. The 
noise levels are such that prudent communication design requires the careful 
use of all the electromagnetic noise data available. 

A comprehensive survey was undertaken to determine techniques used in var- 
ious industrial environments to achieve secure communications in the presence 
of electromagnetic interference. Most of the techniques used are rather rudi- 
mentary, but have produced reasonably good results. A number of these tech- 
niques can be applied to the mining environment. 

A survey of channels used in mine communication systems indicated that 16 
and 18 gauge twisted pair wire is the most common type. A rugged plastic 
sheath and steel messenger cables are sometimes added to provide additional 
ruggedness. The trolley wire is also extensively used for voice communication. 
All data that is transmitted requires a very narrow bandwidth for present com- 
munication systems. The ever increasing need for higher data rates will re- 
quire much more sophisticated cormrmnication systems and hence, a much more 
careful design. 

A comprehensive theoretical development of noise on mine comunication 
transmission lines for various types of communication links was undertaken. 
The noise power at the outputs of the links was quite high for most cases. The 
noise power will greatly affect the data rates on all of these links and must 
be used to evaluate the overall bit error rates. 

A comprehensive development of computer programs was undertaken to deter- 
mine the bit probability of error for the Conspec Accessor and Long Distance 
Accessor, and the West Virginia University MACCE data communication systems. 
This program included the characteristics of the modulation and demodulation 
techniques and the noise mechanism in which th-e noise entered the communication 
link. A set of plots of bit error rate versus distance for the different sys- 
tems was presented in Section 6. 

The protocols used by each data communication link specified a error de- 
tection scheme which is intended to detect the most probable errors. The prob- 
ability of an undetected error then becomes an important parameter for data 
security. The probability of undetected error versus distance was plotted and 
presented in Section 7 for the different systems. 

Section 8 contains a brief analysis of burst error detection for the dif- 
ferent systems. The analysis was limited only to the probability of a burst 
going undetected given the burst had occurred. 

The Conspec and West Virginia University MACCE data communication systems 
have a reasonable bit prcbability of error versus distance. The main accessor 
trunk of Conspec is driven in a single ended-mode which is more susceptible 
than differential mode to external noise. 



However, t h e  USBM c a b l e  c o n t a i n s  two s h i e l d s  and t h e  sys tem t r a n s m i t s  a  
s i g n a l  of  approximate ly  35 dBm of power which h e l p s  reduce  t h e  b i t  p r o b a b i l i t y  
of  e r r o r .  The long  d i s t a n c e  a c c e s s o r  and t h e  MCCE sys tem t w i s t e d  p a i r  c a b l e s  
could  be  r e p l a c e d  w i t h  s h i e l d e d  t w i s t e d  p a i r  and f u r t h e r  i n c r e a s e  t h e  e f f e c t i v e  
d i s t a n c e .  

The West V i r g i n i a  U n i v e r s i t y  WCCE sys tem s p e c i f i e s  t h e  DDCm p r o t o c o l  
which i n c l u d e s  a  powerful  e r r o r  d e t e c t i n g  CRC polynomial .  Both Conspec sys tems 
u s e  o n l y  one p a r i t y  b i t  f o r  each 8 d a t a  b i t s  which g i v e s  l i m i t e d  e r r o r  d e t e c t -  
i n g  c a p a b i l i t i e s .  Th i s  e r r o r  d e t e c t i o n  scheme l i m i t s  Conspec r ange  and i s  a l s o  
v e r y  s u s c e p t i b l e  t o  b u r s t  e r r o r s .  The CRC polynomial  i n  DDC2IP p r o t o c o l  i s  
t h e r e f o r e  t h e  recommended approach.  

A number of  d i f f e r e n t  p r o t o c o l s  e x i s t  i n  t h e  d a t a  communication i n d u s t r y  
which hand le  t h e  "handshakingf'  between d a t a  t e r m i n a l s .  I n t e r n a t i o n a l  Bus iness  
I%chinels synchronous Data Link  Con t ro l  (SDLC) p r o t o c o l  came on t h e  market  ap- 
proximate ly  t h e  same t ime a s  DDCNP. SDLC u s e s  a  CRC polynomial  which has  t h e  
same random and b u r s t  e r r o r  d e t e c t i n g  c a p a b i l i t i e s  a s  DDCHP, and ,  t h e r e f o r e ,  
SDLC p r o t o c o l  w i l l  n o t  g i v e  a  b e t t e r  o r  worse e r r o r  d e t e c t i o n  than  DDCXP. The 
e r r o r  d e t e c t i o n  i s  o n l y  a  s m a l l  p a r t  of any p r o t o c o l .  Fo rma t t ing ,  sequencing ,  
acknowledgments, codes ,  overhead ,  e t c . ,  of each  p r o t o c o l  w i l l  have a  s i g n i f i -  
c a n t  a f f e c t  on d a t a  t r a n s m i s s i o n .  

It is  t h e r e f o r e  recommended t h a t  a ' comple t e  e v a l u a t i o n  of DDCXP,  SDLC and 
p o s s i b l y  o t h e r  p r o t o c o l s  f o r  t h e  mining environment b e  undertalcen. A mathemat ica l  
d e t e r m i n a t i o n  of t h e  p r o b a b i l i t y  of b u r s t  e r r o r s  occu r ing  s o  a s  t o  de termine  b u r s t  
e r r o r  p r o t e c t i o n  shou ld  be examined. Also t h e  e f f e c t  of s h i e l d e d  t w i s t e d  p a i r  on 
e r r o r  r a t e s  should  be  examined. Th i s  i n fo rma t ion  i s  necessa ry  t o  i n s u r e  w e l l  
des igned in-mine communication l i n k  t h a t  f u n c t i o n s  p r o p e r l y  and p rov ides  f o r  
e x c e l l e n t  d a t a  s e c u r i t y .  Th i s  work shou ld  be  completed b e f o r e  any s o p h i s t i c a t e d  
and c o s t l y  new d a t a  communication sys tem be  i n s t a l l e d  i n  a  mining environment.  



RESPONSE OF A TWISTED PAIR TO INCIDENT 
UNIFORM A l l  NON UNIFORM ELECTROMAGNETIC FIELDS 

A . 1 .  I n t r o d u c t i o n  

I n  t h i s  appendix ,  e q u a t i o n s  a r e  d e r i v e d  r e p r e s e n t i n g  t h e  r e sponse  of  a  
t w i s t e d  p a i r  t o  i n c i d e n t  uni form and non-uniform e l e c t r o m a g n e t i c  f i e l d s .  A l -  
though v a r i o u s  k i n d s  of non-uniform f i e l d s  can  exist i n  r e a l  world s i t u a t i o n s ,  
t h i s  d i s c u s s i o n  i s  l i m i t e d  t o  t h e  s p e c i f i c  c a s e  of  a  f i e l d  produced by a  s m a l l  
l oop .  I n  a r r i v i n g  a t  t h e  n e c e s s a r y  e q u a t i o n s ,  i t  i s  convenient  t o  t r e a t  t h e  
c a s e  of  a  l i n e  w i t h  p a r a l l e l  conduc to r s  and t h e n  modify t h e  r e s u l t i n g  equa- 
t i o n s  t o  o b t a i n  t h e  r e sponse  f o r  a  t w i s t e d  p a i r .  S e c t i o n  A.2 t r e a t s  t h e  gen- 
e r a l  c a s e  of a p a r a l l e l  conductor  l i n e  i l l u m i n a t e d  by any non-uniform e l e c t r o -  
magnetic  f i e l d .  S e c t i o n  A.3 d e a l s  w i t h  t h e  r e sponse  of  a  t w i s t e d  p a i r  due t o  
t h e  f i e l d  produced by a  s m a l l  c u r r e n t  l oop  i s  t r e a t e d .  

A.2. L ine  w i t h  P a r a l l e l  Conductors  I l l u m i n a t e d  by a  Non Uniform F i e l d  

F i g u r e  A . l  shows an  i s o l a t e d  two-wire t r a n s m i s s i o n  l i n e  w i t h  p a r a l l e l  con- 
d u c t o r s  hav ing  a  d i ame te r  ' a '  and s e p a r a t e d  by a  d i s t a n c e  ' b ' .  The t r ansmis -  
s i o n  l i n e  is con ta ined  i n  t h e  x-z p l a n e  w i t h  t h e  conduc to r s  p a r a l l e l  t o  t h e  z- 
a x i s  and t h e  t e r m i n a t i o n s  p a r a l l e l  t o  t h e  x -ax i s .  21 and 22 a r e  t h e  l e f t  hand 
and r ight -hand t e r m i n a t i n g  impedances r e s p e c t i v e l y .  

The l i n e  is i l l u m i n a t e d  by a non-uniform e l e c t r o m a g n e t i c  f i e l d  having  an  
e l e c t r i c  f i e l d  component ~ i ( x , ~ , z , w )  and a  magnet ic  f i e l d  component ~ i ( x , ~ , z , w ) .  
The d i r e c t i o n  of  p ropaga t ion  of  t h e  f i e l d  i s  a r b i t r a r y  a s  is shown i n  t h e  
F i g u r e  A . 1 .  Because of  t h e  p h y s i c a l  s e p a r a t i o n  of  t h e  two conduc to r s  t h e  f i e l d  
i n c i d e n t  on t h e  two conduc to r s  w i l l  d i f f e r  i n  phase .  Because of  t h i s  phase  
d i f f e r e n c e ,  a  n e t  c u r r e n t  would f low through t h e  l i n e  and t h e  t e r m i n a t i n g  
impedances. This c u r r e n t  r e s u l t i n g  from t h e  phase d i f f e r e n c e  of t h e  i n c i d e n t  
wave i s  known a s  t h e  d i f f e r e n t i a l  mode c u r r e n t  and i s  t h e  o n l y  c u r r e n t  f lowing 
i n  t h e  t e r m i n a t i o n s  of  a  w e l l  ba lanced  t r a n s m i s s i o n  l i n e .  I f  t h e  l i n e  i s  
assumed t o  be  l o s s l e s s ,  t h e  d i f f e r e n t i a l  mode c u r r e n t s  11 and I 2  f lowing 
t h r o u g h  t h e  l e f t - h a n d  and r ight -hand t e r m i n a t i o n s  r e s p e c t i v e l y  a r e  g iven  by t h e  
fo l lowing  e q u a t i o n s  [19] : 



Figure A.l. Parallel Conductor Line Illuminated 

by a Nonuniform Field 

Direction of propagation. 

t 
Figure A-.2. Parallel Conductpr Line Illuminated 

by a Uniform Plane Wave 



where 

s = t h e  l e n g t h  of  t h e  t r a n s m i s s i o n  l i n e  

~ ~ ~ ( x , ~ , z , w )  = t h e  component of t h e  i n c i d e n t  e l e c t r i c  f i e l d  i n  t h e  d i r e c -  
t i o n  of t h e  upper conductor  = ~ $ & , o , z , w ) .  

i 
E 2(x ,y ,z ,w)  component of t h e  i n c i d e n t  e l e c t r i c  f i e l d  i n  t h e  d i r e c t i o n  of 

t h e  lower conductor = E ~ ( O , O , Z , W ) .  

i i Ex, E, = components of t h e  i n c i d e n t  e l e c t r i c  f i e l d  i n  t h e  x and z  d i r e c -  
t i o n s ,  r e s p e c t i v e l y .  

Zo = c h a r a c t e r i s t i c  impedance of  the  l i n e  - 

Z = d i s t r i b u t e d  s e r i e s  impedance of t h e  l i n e  

Y = d i s t r i b u t e d  s e r i e s  admi t t ance  of t h e  l i n e  

= 2 ~ / h  phase c o n s t a n t  of t h e  l i n e  

h = wavelength 

f  = f requency,  h e r t z  

The f i r s t  term i n  equa t ions  (A- l )  and (A-2) r e p r e s e n t s  t h e  c o n t r i b u t i o n  
a long  t h e  l e n g t h  of t h e  t r a n s m i s s i o n  l i n e  and t h e  second and t h i r d  terms rep- 
r e s e n t  t h e  c o n t r i h u t i o n  due t o  t h e  t e r m i n a t i o n s .  



F u r t h e r ,  we t a k e  t h e  c a s e  of a  uniform plane  wave which i s  t r a v e l l i n g  i n  
t h e  x - d i r e c t i o n  and which i s  p lane  p o l a r i z e d  i n  such a  manner t h a t  a l l  i t s  
e l e c t r i c  f i e l d  i s  i n  t h e  z - d i r e c t i o n  (as i s  i l l u s t r a t e d  i n  F igure  A.2. S ince  
t h e  e l e c t r i c  f i e l d  component of such a  wave has  a  ze ro  component i n  t h e  x- 
d i r e c t i o n ,  t h e  second and t h i r d  terms i n  equa t ions  (A-1) and A-2) a r e  ze ro .  
The r e s u l t i n g  equa t ions  can  be  expressed  a s :  

11 and I 2  r e p r e s e n t  t h e  c u r r e n t s  w h i c h w i l l  f low i n  t h e  t e r m i n a t i n g  im- 
pedances i n  r e sponse  t o  t h e  desc r ibed  i n c i d e n t  f i e l d  provided t h e  l i n e  i s  w e l l  
ba lanced.  

A.3 .  Twisted P a i r  I l l umina ted  by a  Uniform F i e l d  

Equat ions  (A-5) and (A-6) of t h e  l a s t  s e c t i o n  can be  r e a d i l y  a p p l i e d  t o  
o b t a i n  t h e  r e sponse  of a  t w i s t e d  p a i r  t o  an  i l l u m i n a t i n g  p lane  wave. 

F igure  A . 3  shows a  t w i s t e d  p a i r  l y i n g  a long  t h e  z -ax i s .  It  i s  i l l u m i n a t e d  
by a  uniform p l a n e  wave t r a v e l l i n g  i n  t h e  x - d i r e c t i o n  and p lane  p o l a r i z e d  i n  
t h e  z - d i r e c t i o n ,  a s  i s  i l l u s t r a t e d  i n  t h e  F igure .  Each of t h e  conductors  
and w2 i n  a  t w i s t e d  p a i r  m y  be regarded a s  a  h e l i x .  The t w i s t e d  p a i r  i s  
assumed t o  be l y i n g  i n  t h e  z-axis  i n  such a  way t h a t  t h e  a x i s  of t h e  two 
h e l i c a l  conductors  c o i n c i d e  w i t h  t h e  z-axis .  Consequently t h e  v a l u e  of t h e  
x-coordinate  (xwl )  f o r  w i r e  w l  and f o r  known z  is given by 

where, 
p  = l e n g t h  of one complete t w i s t  (as is  i l l u s t r a t e d  i n  F igure  A.  3) . 

S i m i l a r l y  f o r  w i r e  w2, t h e  x-co-ordinate (.xw2) i s  given by 

Since  i n  an a c t u a l  t w i s t e d  p a i r ,  t h e  r a t i o  " is  v e r y  s m a l l ,  i t  may be  regarded 
P  

t h a t  ~ ~ ( x , y , z , u )  i s  p a r a l l e l  t o  t h e  conductors  on a l l  p o i n t s  on each of t h e  
conductors .  I f  t h e  phase r e f e r e n c e  i s  taken t o  be z -ax i s ,  t hen ,  



where 

i E, = E l e c t r i c  f i e l d  component i n  t h e  d i r e c t i o n  of t h e  conductor  a t  any 
g iven  Goint  on t h e  conductor  w l .  

i 
E7 = Elec t r ' i c  f i e l d  component i n  t h e  d i r e c t i o n  of  t h e  conductor  a t  any 

L 

g iven  p o i n t  on t h e  conductor  w2. 

where 

i 
El = E l e c t r i c  f i e l d  component i n  t h e  d i r e c t i o n  of t h e  conductor  a t  

any g iven  p o i n t  on t h e  conductor  w 
1' 

i 
E2 = E l e c t r i c  f i e l d  component i n  t h e  d i r e c t i o n  of t h e  conductor  a t  

any g i v e n  p o i n t  on t h e  conductor  w 
2 

from Equat ions  (A-5) and (8-12) we can  o b t a i n  t h e  fo l lowing  equa t ion :  

b(3 2 ~ r z  -t % [2 s i n  [- cos (-11 C O S ~ ( S - z )  dz 
0 2 P 

from e q u a t i o n s  ( A - 6 )  and (A-12) we o b t a i n :  

= -  bi3 27-r z 
Z, sin[-;;- cos  (-) ] s inBz dz 

I1 I 2  
I n  t h e  above e q u a t i o n s ,  T and 7 r e p r e s m t  t h e  normalized v a l u e s  



I , Conductor wl  

onduc to r  w 
eng th  of a complete t w i s t .  (2)  

D i r e c t i o n  of p ropaga t ion .  

i 
Figure A . 3 .  Twisted P a i r  I l lumina ted  by a  

Uniform Plane  Wave 

Y Small  loop.  

F igure  A - - 4 .  Twisted P a i r  I l lumina ted  by 

F i e l d  Due t o  a Small Current  Loop 



the c u r r e n t s  f l owing  t h o u g h  t h e  l e f t -hand  and r ight -hand t e r m i n a t i o n s ,  respec-  
t i v e l y ,  of  a  w e l l  ba lanced  t w i s t e d  p a i r .  Numerical c a l c u l a t i o n s  of t h e  equa- 
t i o n s  (A-13) and (A-14) show t h a t  t h e s e  c u r r e n t s  a r e  s u b s t a n t i a l l y  s m a l l e r  
t h a n  t h e  co r re spond ing  t e r m i n a l  c u r r e n t s  t h a t  f low i n  t h e  c a s e  of  a  p a r a l l e l  
conductor  l i n e  of s e c t i o n  A . 1 .  

A.4. Twisted P a i r  I l l u m i n a t e d  by a  F i e l d  Due t o  a  Small Loop 

F i g u r e  A.4 shows a  t w i s t e d  p a i r  l y i n g  a l o n g  t h e  z-axis  i n  such  a  manner 
t h a t  t h e  a x i s  of  each  of i t s  h e l i c a l  conduc to r s  c o i n c i d e s  w i t h  t h e  z-axis .  

The f i e l d s  r a d i a t e d  by a  small c u r r e n t  loop can  b e  expressed  i n  t h e  c y l i n -  
d r i c a l  co -o rd ina t e s  by t h e  f o l l o w i n g  e q u a t i o n s  [19]  : 

. s i n a . e  - j 6 (r-R) R a d i a t i o n  F i e l d  

where,  

5 - 

~ $ ( r , $ , w )  i s  t h e  e l e c t r i c  f i e l d  component of t h e  r a d i a t e d  f i e l d  a t  p o i n t  
- 

( r ,  0 ) ,  i n  t h e  d i r e c t i o n  of z -axis .  

i 
E (R,w) i s  t h e  e l e c t r i c  f i e l d  component of t h e  r a d i a t e d  f i e l d  d i s t a n t  R 

from t h e  c e n t e r  of t h e  loop .  

R = d i s t a n c e  of  t h e  loop  from t h e  z  a x i s  a s  shown i n  t h e  F i g u r e ,  ( A . G ) .  

I n d u c t i o n  f i e l d  i s  impor t an t  i n  t h e  r e g i o n  wnere Br << 1 and r a d i a t i o n  
f i e l d  i s  impor t an t  i n  t h e  r e g i o n  where 3 r  >>I. I n  t h e  r e g i o n  n e a r  z=w ( s e e  
F ig .  A.4) b o t h  t h e  f i e l d s  w i l l  have comparable c o n t r i b u t i o n .  

A s  i n  t h e  p rev ious  s e c t i o n  t h e  r a t i o  b /p  f o r  t h e  h e l i c a l  conduc to r s  of 
t h e  t w i s t e d  p a i r ,  i s  assumed t o  be  small. I n  such  a  c a s e  d i r e c t i o n  of  each  of 
t h e  conduc to r s  can be  t aken  a s  p a r a l l e l  t o  t h e  z-axis  a t  a l l  p o i n t s  on t h e  
conduc to r s .  

F u r t h e r  assume b  << R. Then, from t h e  known conve r s ions  from t h e  c y l i n -  
d r i c a l  t o  r e c t a n g u l a r  co -o rd ina t ions  and e q u a t i o n s  (A-7) and (A-8) we have 

b  R + 7 cos  (2-rrz 1 p )  



where,  

rlCz) i s  t h e  d i s t a n c e  of  a  p o i n t  on conductor  w l  from t h e  c e n t e r  of  t h e  
loop.  

S i m i l a r l y ,  f o r  p o i n t s  on conductor  w2 we have:  

where, 

r2(-z) i s  t h e  d i s t a n c e  of any p o i n t  on conductor  w2 from t h e  c e n t e r  of  t h e  
loop.  

Thus, 

hlh2[cos6 h3 - j s i n 6  h,] I n d u c t i o n  (6-23) 

- - I ' 
E~ (R , o )  1 hih2 [ cos '3 h3 - j s i n 6  hg ]  R a d i a t i o n  (A-24) 

(cask? h6 - j s i n 8  h6) I n d u c t i o n  (A-25) 
,i 
c ,(z,u) 

(cos6  h6 - j s i n 6  h ) R a d i a t i o n  (A-26) 
6  

S u b s t i t u t i n g  t h e  v a l u e  of  KCu) from e q u a t i o n  (A-3) i n t o  t h e  e q u a t i o n  (.A-1) 
and n e g l e c t i n g  t h e  c o n t r i b u t i o n  a long  t h e  t e r m i n a l s  we have 





I1 
and 

I 2  
r e p r e s e n t  t h e  normal ized  c u r e n t s  f lowing  th rough  t h e  t e r -  

(R, w) E~ (R,  o) 

m i n a t i o n s  of a ba lanced  t w i s t e d  p a i r  due t o  t h e  i n d u c t i o n  f i e l d .  The c o r r e -  
sponding v a l u e s  f o r  t h e  c u r r e n t s  due t o  t h e  r a d i a t i o n  f i e l d  can  b e  o b t a i n e d  
by r e p l a c i n g  h2 w i t h  h and hg w i t h  h4 i n  e q u a t i o n s  (A-28) and (A-29) .  

1 1 



NOISE I N  SHIELDED CABLES EXCITED BY EXTEmAL 
ELECTROMAGNETIC FIELDS 

B. 1. I n t r o d u c t i o n  

I n  t h i s  appendfx,  an equa t ion  is der ived  r e p r e s e n t i n g  t h e  n o i s e  c u r r e n t  
i n s i d e  a  s h i e l d e d  c a b l e  i n  response  t o  an  i l l u m i n a t i n g  f i e l d  e x t e r n a l  t o  i ts  
s h i e l d .  I n  o r d e r  t o  keep t h e  mathematics s imple ,  t h e  c a s e  of a  c o a x i a l  c a b l e  
is considered and t h e  i l l u m i n a t i n g  f i e l d  i s  considered t o  b e  uniform and 
o r i e n t e d  w i t h  i ts e l e c t r i c  f i e l d  component i n  t h e  d i r e c t i o n  of t h e  c a b l e  
l e n g t h .  However, t h e  d i s c u s s i o n  p resen ted  h e r e  can be  e a s i l y  extended t o  
i n c l u d e  any type  of f i e l d  and o t h e r  t y p e s  of s h i e l d e d  c a b l e s .  S e c t i o n  B.2 
d i s c u s s e s  t h e  g e n e r a l  c a s e  of a  c a b l e  e x c i t e d  by an a r b i t r a r y  f i e l d .  I n  
s e c t i o n  B.3, t h e  e q u a t i o n s  p resen ted  i n  s e c t i o n  B.2 a r e  a p p l i e d  t o  t h e  spe- 
c i f i c  c a s e  of a  c o a x i a l  c a b l e  i l l u m i n a t e d  by a  uniform e lec t romagne t ic  
f i e l d .  A p o r t i o n  of t h e  d i s c u s s i o n  i n  t h i s  appendix i s  taken from Smith [19] .  

B.2. Shie lded Cable I l l u m i n a t e d  by an A r b i t r a r y  F i e l d  

The p e r t i n e n t  geometry of a  s h i e l d e d  c a b l e  e x c i t e d  by an e x t e r n a l  e lec -  
t romagnet ic  f i e l d  is  shown i n  F igure  B . l ,  where 

E l e c t r i c  f i e l d  component of t h e  i n c i d e n t  
f i e l d  

Magnetic f i e l d  component of t h e  i n c i d e n t  
f i e l d  

I (-2 ) Sheath  c u r r e n t  d i s t r i b u t i o n  

s Length of t h e  c a b l e ,  mete r s  

Height of t h e  c a b l e  above t h e  ground p lane ,  
mete r s  

Z1/2, Z2/2 Terminating impedances of t h e  c a b l e  s h i e l d  

a  Outs ide  diameter  of c a b l e ,  mete r s  

C h a r a c t e r i s t i c  impedance of t h e  c a b l e  
s h i e l d  

'a' zb I n t e r i o r  load  impedances 

C h a r a c t e r i s t i c  impedance of t h e  i n t e r i o r  
of t h e  c a b l e  

Current  i n  t h e  i n t e r i o r  load impedance Z 
b  

x,Y,z C a r t e s i a n  c o o r d i n a t e s  



D i r e c t i o n  P r o p a g a t i o n  

Ground P l a n e  

F i g u r e  B . . l .  S h i e l d e d  Cab le  Geometry. 



The e x t e r n a l  e lec t romagne t ic  f i e l d  e x c i t e s  a c u r r e n t  d i s t r i b u t i o n  on 
t h e  o u t e r  s h i e l d  (or s h e a t h ) .  Since  t h e  s h i e l d  is  no t  a p e r f e c t  conductor ,  
t h i s  c u r r e n t  p e n e t r a t e s  a long  t h e  i n s i d e  l e n g t h  of t h e  cab le .  Thfs  v o l t a g e  
d i s t r i b u t i o n  i n  t u r n  produces a c u r r e n t  i n  t h e  i n t e r i o r  load impedances. 
The o u t e r  s h e a t h  c u r r e n t  and t h e  v o l t a g e  induced a long  t h e  i n s i d e  of t h e  
c a b l e  a r e  r e l a t e d  by 

where , 

Sur face  t r a n s f e r  impedance, ohms/meter 

Voltage induced a long  t h e  i n s i d e  of t h e  
c a b l e  

(Fur the r  in fo rmat ion  on c a b l e  s h i e l d i n g  and s u r f a c e  t r a n s f e r  impedance 
may be found i n  Reference [32-351 and [17] .) 

I f  t h e  l e n g t h  of t h e  c a b l e  i n  F igure  B . l  i s  t aken  t o  be much g r e a t e r  
than i t s  he igh t  above t h e  ground p l a n e  ( s  > > b) then  t h e  c o n t r i b u t i o n  t o  
t h e  s h e a t h  c u r r e n t  from t h e  ends can b e  neg lec ted .  The load c u r r e n t  IL(w) 
i n  t h e  i n t e r i o r  load impedance Zb is obta ined by i n t e g r a t i n g  (B. l )  over  t h e  
l e n g t h  of t h e  c a b l e .  The a p p r o p r i a t e  t r ansmiss ion  l i n e  equa t ion  is equa t ion  
(A.2) w i t h  k(w) = ZtI(z ,  ) and E; = 0. Thus 

w = 21~f  r a d i a n  f requency 

Bi = 2rr/A. wave number ( i n s i d e  c a b l e )  
1 

Although F i g u r e  (B.l)  d e p i c t s  a c o a x i a l  c a b l e ,  t h e  approach is  v a l i d  
f o r  any s h i e l d e d  c a b l e ,  whether balanced o r  unbalanced (e.g.  t r i a x i a l ,  
s h i e l d e d  p a i r ,  s h i e l d e d  mul t iconductor ,  s h i e l d e d  mul t i coax  e t c . ) .  It i s  
necessa ry  on ly  t o  measure t h e  a p p r o p r i a t e  s u r f a c e  t r a n s f e r  impedance. 

Equation (B.2) i s  a g e n e r a l  equa t ion  which can be used t o  c a l c u l a t e  
t h e  load c u r r e n t  spectrum i n  any s h i e l d e d  c a b l e  due t o  a uniform o r  non- 
uniform f i e l d  of g iven o r i e n t a t i o n .  Using t h e  t r ansmiss ion  l i n e  theory ,  t h e  
c u r r e n t  I (z , w) i s  f i r s t  c a l c u l a t e d .  Subsequent s u b s t i t u t i o n  of I (z , w) i n  
equa t ion  (B.2) and i n t e g r a t i o n  y i e l d s  t h e  v a l u e  of load c u r r e n t  i n  any 
s h i e l d e d  c a b l e  f o r  a g iven f i e l d .  

B.3. Coaxial  Cable I l lumina ted  by a Uniform F i e l d  

Consider a uniform p l a n e  e lec t romagne t ic  wave t r a v e l i n g  i n  t h e  y-dir- 
e c t i o n  and w i t h  its i n c i d e n t  e l e c t r i c  f i e l d  component ~ ~ ( x , ~ , z , w )  i n  t h e  z- 
d i r e c t i o n .  Thus 



where 

i 
E i s  t h e  component of t h e  i n c i d e n t  e l e c t r i c  f i e l d  i n  t h e  z - d i r e c t i o n .  

z  

The c u r r e n t  induced  i n  t h e  s h e a t h  can  t hen  be  c a l c u l a t e d  u s i n g  t h e  
t r a n s m i s s i o n  l i n e  t h e o r y  and t a k i n g  t h e  e f f e c t  of ground i n t o  c o n s i d e r a t i o n .  
The c u r r e n t  induced  i n  t h e  s h e a t h  is a  common mode c u r r e n t  and an  e x p r 2 s s i o n  
f o r  i t  ha s  been d e r i v e d  [19]  : 

where ,  

D = ( Z  Z  . +  Z  Z  ) c o s $ s  + j ( ~ i  + Z 7 ) s i n B s  
0 1  0 2  l"2 

Assuming t h a t  t h e  c a b l e  i s  t e r m i n a t e d  i n  i t s  c h a r a c t e r i s t i c  impedances 

S u b s t i t u t i n g  (B-3) i n  (B-2)  and i n t e g r a t i n g ,  y i e l d s  t h e  2:cpression f o r  I (9). L 

Thus 



-Z1Z2 s i n  6s 4- j (2 Z + Z Z + Z Z cosBs - Z1Z2 cosBs) 0 2  1 2  o l  Jj 1 (B-4 )  

The above e q u a t i o n  r e p r e s e n t s  t h e  n o i s e  c u r r e n t  f lowing i n  a  c o a x i a l  
c a b l e  due t o  a  uni form p l a n e  e l ec t romagne t i c  f i e l d  w i t h  i t s  e l e c t r i c  f i e l d  
component i n  t h e  z - d i r e c t i o n ,  assuming t h e  c a b l e  i s  t e rmina ted  i n  matching 
impedances. 



APPENDIX C 

CONVERSION OF THE COMMON MODE CURRENT 
INTO DIFFERENTIAL MODE CURRENT 

C. 1. I n t r o d u c t i o n  

The convers ion of t h e  common mode c u r r e n t  i n t o  t h e  d i f f e r e n t i a l  mode 
c u r r e n t  can cause  s e r i o u s  n o i s e  problems i n  p r a c t i c a l  t r ansmiss ion  l i n e s .  
A smal l  f r a c t i o n  of t h e  common mode c u r r e n t  u s u a l l y  s p l i t s  up i n t o  d i f f e r e n -  
t i a l  mode c u r r e n t  because of t h e  system imbalance. Since  t h e  v a l u e  of in- 
duced common mode c u r r e n t  is u s u a l l y  l a r g e ,  even t h e  convers ion of a smal l  
f r a c t i o n  i n t o  d i f f e r e n t i a l  mode c u r r e n t  can cause  s i g n i f i c a n t  problems. 

I n  t h i s  appendix t h e  c a s e  of an unbalanced l i n e  due t o  t h e  p resence  of 
a  smal l  lumped r e s i s t a n c e  i n  one of i ts  conductors  is  d i scussed .  T h i s  
lumped r e s i s t a n c e  can be t h e  c o n t a c t  r e s i s t a n c e  of a  so ldered  j o i n t .  It 
should be noted t h a t  t h e  d . c .  r e s i s t a n c e  of a  p r a c t i c a l  t r ansmiss ion  l i n e  is  
on ly  of t h e  o r d e r  of a  few ohms Ce.g. t h e  d .c .  r e s i s t a n c e  of a  1 6  A.W.G. 
s i n g l e  copper conductor of 1000 mete r s  l e n g t h  is about 3.73). I n t u i t i v e l y ,  
then one might expect  t h a t  even t h e  presence of a  one ohm c o n t a c t  r e s i s t a n c e  
can cause  s i g n i f i c a n t  f r a c t i o n  of t h e  c u r r e n t  t o  s p l i t  up. A t r ansmiss ion  
l i n e  has  a s s o c i a t e d  d i s t r i b u t e d  inductance and capac i t ance ,  and t h e  exac t  
a n a l y s i s  of t h e  convers ion of t h e  comm'on mode c u r r e n t  i n t o  d i f f e r e n t i a l  mode 
c u r r e n t  is  complicated and is no t  d i scussed  here .  I n  s e c t i o n  C.2 a  d . c .  
analog of t h e  t r ansmiss ion  l i n e  c i r c u i t  i s  cons idered ,  t o  i l l u s t r a t e  how t h e  
imbalance can r e s u l t  i n  c u r r e n t  f low i n  t h e  t e r m i n a l s  of t h i s  d .c .  ana log  
c i r c u i t .  

C . 2 .  D . C .  Ana lys i s  of an Unbalanced Transmission Line 

F igure  C . 1  shows t h e  d.c. analog c i r c u i t  of a  t r ansmiss ion  l i n e .  
The r e s i s t a n c e  R r e p r e s e n t s  t h e  d .c .  r e s i s t a n c e  of each of t h e  conductors  
of t h e  t r ansmiss ion  l i n e  and r i s  a  lumped r e s i s t o r  i n s e r t e d  i n  one of i t s  
conductors .  T y p i c a l l y ,  t h e  r e s i s t o r  r may be a  c o n t a c t  r e s i s t o r  of a  
so ldered  j o i n t  i n  one of t h e  conductors  o r  i t  may be any o t h e r  type  of 
r e s i s t a n c e ,  causing imbalance. Z1 and Z 2  r e p r e s e n t  t h e  l e f t  hand and 
r i g h t  hand t e r m i n a t i n g  impedances r e s p e c t i v e l y .  Impedances Z r e p r e s e n t  
t h e  impedances 'of t h e  t r ansmiss ion  l i n e  t o  ground. I n  an a c t u a l  l i n e  t h e y  
may be most ly  c a p a c i t i v e  but  f o r  t h e  purposes of t h i s  d i s c u s s i o n  they a r e  
considered a s  r e s i s t i v e .  The d .c .  v o l t a g e  source  of F igure  C . l  produces 
c u r r e n t s  I1 and 12. These c u r r e n t s  a r e  analogous t o  t h e  common mode cur- 
r e n t s  induced i n  a  p r a c t i c a l  t r ansmiss ion  l i n e  due t o  e x c i t a t i o n  by e x t e r n a l  
e lec t romagne t ic  f i e l d s .  Because of t h e  lumped r e s i s t o r  i n  one of t h e  
conductors ,  c u r r e n t s  I1 and I2 d i f f e r  i n  magnitude s l i g h t l y .  This  d i f f e r -  
ence r e s u l t s  i n  a  n e t  c u r r e n t  f low i n  impedances Z1 and Z2. This  c u r r e n t  
f low can be r e a d i l y  c a l c u l a t e d  by t rans forming  t h e  A-configuration BDG and 
ACF of F igure  C . l  t o  Y-configurations represen ted  by B1N2, D1N2, GIN2 and 
A I N 1 ,  C ' N 1 ,  FIN1, i n  F igure  C . 2 .  I n  F igure  C.2, 



Figure C.1. D.C. Analog Circuit of a Transmission Line 

Figure C.2. D.C. Analog Circuit of a Transmission Line 

after A-Y Transformation 



The c u r r e n t s  I ,  11, and I2 of F i g u r e  C . 1  a r e  t h e r e f o r e  g iven  by t h e  fo l low-  
i n g  e q u a t i o n s  : 

By w r i t i n g  t h e  loop equa t ion  i n  loop BGD and t h e  node e q u a t i o n s  a t  
nodes B y  G and D ,  t h e  r e c e i v i n g  end c u r r e n t  i can b e  d e r i v e d .  Thus, R 

S u b s t i t u t i o n  o f  I1 and I from (C-6) and (C-7) y i e l d s :  2 

Under t h e  assumptions 

Z > > R + r  



and 

e q u a t i o n  (C-9) r educes  t o :  

The r e s u l t  shows t h a t  t h e  c u r r e n t  iR r e s u l t i n g  from t h e  imbalance i s  
dependent  upon t h e  r a t i o  ~ / r  and its magnitude can  v a r y  from z e r o  t o  V/Z. 
R e s u l t s  ob ta ined  from t h e  e x a c t  a n a l y s i s  can  be expected  t o  be  similar. 

\ 
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APPENDIX D 

COMMON MODE CURRENT IN A TRMSIYISSION LINE HAYING ITS DISJOINT 
S EMENTS ILLUNINATED BY LNCORRELATED UNIFOKY FIELDS 

3.1. Introduction 

It was discussed in previous sections, that in practical transmission 
lines, the value of the Common ?lode Current induced due to external electro- 
magnetic fields can be large. If a mall fraction of this current splits up 
into the differential mode current due to the system imbalance, it can cause 
serious noise problems. Therefore it is of concern to be able to calculate 
the value of the induced common mode current, fairly accurately. An expres- 
sion for the calculation of the common mode current was given in Appendix B, 
equation (.B-3) for a single wire transmission line, when such a line is in 
the proximity of a perfectly conducting ground plane, and is illuminated by 
a uniform field along its entire length. However in a mining environment, it 
is not likely that a transmission line will be illuminated by the sane uni- 
form field throughout its length. It is reasonable to assume that different 
sections of a line will be illuminated by either unifom or nonuniform fields. 
In this appendix, an equation is derived for the comon mode current in a 
line whose various sections are illuminated by different fields. If the seg- 
ments are chosen small enough, any field may be considered uniform within a 
segment length. Therefore the derivation of the equation in Section A.2., is 
limited to the case where the'various segments of a line are illuminated by 
uniform fields only. A portion of the discussion in the following section 
is taken from Smith [I]. 

D.2. Derivation of the Equation 

Figure D-l(a) shows a single wire transmissian line. It is of length 
S and terminated at both ends to a perfectly conducting ground plane. The 
terminating impedances are Z1/2 and Z2/2 as is shown in the Figure. The wire 
is of diameter 'a' and the distance between the wire and the ground is chosen 
to be b/2. It is illuminated by a uniform plane wave traveling in the z- 
direction and having its electric field component oriented in the x-direction. 
An expression for the comon mode current can be derived using the transmis- 
sion line equations and using the image theory to take the effect of ground 
into consideration. Figure D.l(b) shows the ground plane r e ~ l ~ c e d  by an 
image of the wire and its terminations. The necessary inage field is also 
shown in the same figure. Assuming the line to be lossless, the expression 
for the common mode current I(z+,w) at any point zk along the line can be 
expressed in the integral form as [19]. 



Direction of Propagation 

a) Physical Representation 

a 
1 

b )  Image Problsm 

z 
0 

Plane 

i * 

Figure D .l. Nire Qver a Ground Plane. 

b / 2 

\ f 

z=s z 
Ground 



where,  

Z o  = Z / Y  = c h a r a c t e r i s t i c  impedance of e q u i v a l e n t  two-wire l i n e  ( - i . e .  
t h e  w i r e  and i t s  image) 

Z = d i s t r i b u t e d  s e r i e s  impedance of  t h e  e q u i v a l e n t  two-wire l i n e .  

d i s t r i b u t e d  s h u n t  admi t  t anc  e  e q u i v a l e n t  two-wire l i n e .  

i: 
E  (x,y,w) = i n c i d e n t  f i e l d  i n  z - d i r e c t i o n  a l o n g  t h e  w i r 2  

Z 

3- = 2.rr/X, phase  c o n s t a n t  

f  = f r e q u e n c y ,  h e r t z  

Equa t i on  (D-1) c an  b e  e a s i l y  mod i f i ed  t o  o b t a i n  t h e  r e q u i r e d  e q u a t i o n  f o r  
t h e  common mode c u r r e n t  i n  a t r a n s m i s s i o n  l i n e  whose d i f f e r e n t  segments  a r e  
i l l u m i n a t e d  by d i f f e r e n t  f i e l d s .  F i g u r e  D-2 shows a s h o r t  segment of l e n g t h  
Pz ( S / A Z  i s  a n  i n t e g e r )  i l l u m i n a t e d  by some f i e l d  E ; ( X , ~ , U ) .  I t  i s  assumed 
t h a t  t h e  s e g n e n t  i s  s h o r t ,  s o  t h a t  E : ( X , ~ , U )  c a n  b e L c o n s i d e r e d  u n i f o r m . a l o n g -  

1 
t h e  segment  l e n g t h .  F u r t h e r ,  l e t  u/Az = rn and r/Az = m - 1, and l e t  E _ ( z , y ,  
w) b e  d e f i n e d  by t h e  e q u a t i o n  below: 

e l s ewhe re  

i 
For  z* 2 u ,  s u b s t i t u t i n g  t h e  v a l u e  o f  E z  from (9-2)  i n  (PI): 

YZ cosb ( s - z )  + jZ2  s i nb ( s - z ) ]  
' - 0  i 

I , ( z * , w )  = 2E I *  
m ZoDB z  

{ l o ( . s i n l u  - s i n ? r )  - j  Z 1 ( c o s i u  - c o s l ~ )  
% 
J 

(9-3) 

where  

I&(z*,w) = common mode c u r r e n t  a t  z" ( f o r  z" 2 u) due  :he i l l u m i n a t i o n  
of mth. segment .  



Similarly for z* 5 r, substituting (D-2) in (D-l) : 

Zo king(.s-Tl - sin8 (s-r)] + j Z2 rcosg - (s-u) - cosg ($-?)I 
0-4) 

where 

I,(.z*,a) = common mode current at z* (for z* - < r) due to the illumina- 
tion of mth segment. 

Combining 0 - 3 )  and 0-4) and substituting z* = z .  

Substituting r = (m-1)Az and u = mAz: 





I,(z,o) r e p r e s e n t s  t h e  common mode c u r r e n t  a t  any z  a l o n g  the l e n g t h  o f  
t h e  l i n e ,  due t o  t h e  i l l u m i n a t i o n  of t h e  m t h  segment of  t h e  l i n e .  

The above e q u a t i o n  (D-6) can  b e  used t o  c a l c u l a t e  t h e  c o m o n  mode c u r r e n t  
i n  t h e  g e n e r a l  ca se ,  when some o r  a l l  of t h e  n  segments of t h e  l i n e  may b e  
i l l u m i n a t e d  by s e p a r a t e  f i e l d s  (-Figure D e 2 ) ,  I f  t r a n s f e r  f u n c t i o n  T i s  

m d e f i n e d  as: 

t hen  

due 
... 

I(-z,u) i s  t h e  t o t a l  c o m o n  mode c u r r e n t  a t  any p o i n t  
t ?  t h e  i l l u m i n a t i o n  of its segments by uni form f i e l d s  
E l  e t c . ,  when some of t h e  E l  a r e  nonzero .  

zn ' zm 

z . a l o n g  t h e  l & n e ,  
1 

EZ1, ~ $ 2  . . . E l  
zm 



APPENDLX E 

TYPES OF DIGITAL TRANSHISSION SYSTMS 

E.1. Introduction 

The purpose of this Appendix is to consider various systems for the trans- 
mission of digital data and their relative performances. Before beginning, how- 
ever, consider the block diagram of a digital data transmission system, shown 
in Figure E.1. The focus of our attention will be on the portion of the system 
between the blocks labeled encoder and decoder. In order to gain a better per- 
spective of the overall problem of digital data transmission we will briefly 
discuss the operations performed by the blocks shown as dashed lines. 

While many sources result in message signals which are inherently digital, 
such as teletypewriter and computer signals, it is often advantageous to repre- 
sent analog signals in digital form (referred to as analog-to-digital conver- 
sion) for transmission and then convert them back to analog form upon reception 
(referred to as digital-to-analog conversion). Pulse code modulation (PCX), is 
an example of a modulation technique which can be employed to transmit analog 
messages in digital form. The signal-to-noise ratio performance characteris- 
tics of a PCN system, show one advantage of this syst2m to be the option of 
exchanging bandwidth for signal-to-noise rat io improvement [ 2 3 , 2 4 , 2 5 ]  . 

l-4 / Source  !J ha'0g/ digital W ~ n ~ o ~ s r  yad*:a:.; io ' ~ t a i n d  

Op clonal 
I 

a s e n ;  if C a r r i e r  
source is 
digital 

I I 
C a r t e r  r e £  Clock Optional Absent if 

(,cot.,erent (sync\. s i n k  ( u s e r )  
SYS:E~) SYS t en) needs d i g i -  

tal outpu: 

Figure E . 1 .  S l o c k  Diagram of a Dizital Data Systea. 
(a) Transiniccer . ( 5 )  3eceiver .  

The conversion of an znalog signal to a digital signal is becoming much 
nore common because once the signzl has been accurately converted to a digital 



v a l u e ,  t h e  accuracy of t h e  s i g n a l  i s  v e r y  easy  t o  main ta in  i n  t r ansmiss ion .  
Furthermore,  t h e  accuracy is  determined by t h e  number of b i t s  i n  t h e  d i g i t a l  
s i g n a l .  

Regardless  of whether a source  i s  p u r e l y  d i g i t a l  o r  an ana log  source  t h a t  
h a s  been conver ted t o  d i g i t a l ,  i t  may be  advantageous t o  add o r  remove redun- 
dant  d i g i t s  t o  t h e  d i g i t a l  s i g n a l .  Such procedures ,  r e f e r r e d  t o  as coding,  
a r e  performed by t h e  encoder-decoder b locks  of F igure  E . l  and w i l l  b e  con- 
s i d e r e d  l a t e r  [23,24,25].  

With t h e s e  p re l iminary  c o n s i d e r a t i o n s  over ,  we now r e t u r n  t o  t h e  b a s i c  
sys tem i n  F igure  E . 1  shown as t h e  b locks  w i t h  s o l i d  l i n e s .  I f  t h e  d i g i t a l  s i g -  
n a l s  a t  t h e  modulator i n p u t  t a k e  on one of only  two p o s s i b l e  v a l u e s ,  t h e  com- 
munication system is  r e f e r r e d  t o  as b i n a r y .  I f  one of M > 2 p o s s i b l e  v a l u e s  
is a v a i l a b l e ,  i t  i s  r e f e r r e d  t o  a s  M-ary. For long-dis tance t ransmiss ion  t h e s e  
d i g i t a l  baseband s i g n a l s  from t h e  source  may modulate a c a r r i e r  b e f o r e  t r a n s -  
miss ion.  The r e s u l t  is  r e f e r r e d  t o  as ampl i tude-sh i f t  keying (ASK), phase- 
s h i f t  keying (PSK), o r  f requency-sh i f t  keying (FSK) i f  i t  i s  ampli tude,  phase ,  
o r  f requency,  r e s p e c t i v e l y ,  which i s  v a r i e d  i n  accordance w i t h  t h e  baseband 
s i g n a l .  More complex d i g i t a l  modulation schemes a r e  a l s o  sometimes employed, 
b u t  we w i l l  l i m i t  ou r  a t t e n t i o n  t o  on ly  t h e s e  123,241. 

A d i g i t a l  system is r e f e r r e d  t o  a s  coherent  i f  a l o c a l  r e f e r e n c e  is a v a i l -  
a b l e  f o r  demodulation which is  i n  phase w i t h  t h e  t r a n s m i t t e d  c a r r i e r  (wi th  
f i x e d  phase s h i f t s  due t o  t r ansmiss ion  d e l a y s  accounted f o r ) .  Otherwise,  i t  
i s  r e f e r r e d  t o  a s  noncoherent.  Likewise,  i f  a p e r i o d i c  s i g n a l  i s  a v a i l a b l e  a t  
t h e  r e c e i v e r  t h a t  i s  i n  synchronism w i t h  t h e  t r a n s m i t t e d  sequence of d i g i t a l  
s i g n a l s  ( r e f e r r e d  t o  a s  a c l o c k ) ,  t h e  system i s  r e f e r r e d  t o  as synchronous;  i f  
a s i g n a l i n g  technique i s  employed where such a c lock  is unnecessary  t h e  system 
i s  c a l l e d  asynchronous. A t e l e t y p e w r i t e r  system i s  an example of an asynchro- 
nous system. 

The primary measure of system performance f o r  d i g i t a l  d a t a  communication 
systems i s  t h e  p r o b a b i l i t y  of e r r o r ,  pe. I n  t h i s  Appendix express ions  f o r  pe 
f o r  v a r i o u s  types  of d i g i t a l  communication systems w i l l  b e  given.  We a r e ,  of 
course ,  i n t e r e s t e d  i n  r e c e i v e r  s t r u c t u r e s  which g i v e  minimum pe f o r  g iven back- 
ground c o n d i t i o n s .  Synchronous d e t e c t i o n  i n  a w h i t e  Gaussian-noise background 
r e q u i r e s  a c o r r e l a t i o n  o r  a matched f i l t e r  d e t e c t o r  t o  g i v e  minimum pe f o r  
f i x e d  s i g n a l  and n o i s e  c o n d i t i o n s .  

E. 2. Baseband Transmission 

Consider t h e  b i n a r y  d i g i t a l - d a t a  communication system i l l u s t r a t e d  i n  
F igure  E.2 where t h e  t r a n s m i t t e d  s i g n a l  c o n s i s t s  of a sequence of cons tan t -  
amplitude p u l s e s  of e i t h e r  A o r  -A u n i t s  i n  ampl i tude and r seconds i n  dura- 
t i o n .  A t y p i c a l  t r a n s m i t t e d  sequence i s  shown i n  F igure  E.2(b).  We may t h i n k  
of a p o s i t i v e  p u l s e  a s  r e p r e s e n t i n g  a l o g i c  1 and a n e g a t i v e  p u l s e  a s  repre -  
s e n t i n g  a l o g i c  0 from t h e  d a t a  source .  Each r-second p u l s e  i s  c a l l e d  a b i t  
f o r  a b i n a r y  d i g i t .  

The channel i s  i d e a l i z e d  a s  s imply adding w h i t e  Gaussian n o i s e  w i t h  
double-sided power s p e c t r a l  d e n s i t y  1/2no t o  t h e  s i g n a l .  A t y p i c a l  r ece ived  



s i g n a l  is shown i n  F i g u r e  E .Z(c) .  I!: i s  assumed t h a t  t h e  s t a r t i n g  and end ing  
t i m e s  of e a c h  p u l s e  a r e  known by t h e  r e c e i v e r .  The problem of  a c q u i r i n g  t h i s  
i n f o r m a t i o n  i s  r e f e r r e d  t o  a s  s y n c h r o n i z a t i o n .  

The f u n c t i o n  of  t h e  r e c e i v e r  i s  t o  d e c i d e  whe the r  t h e  t r a n s m i t t e d  s i g n a l  
was A o r  -A d u r i n g  each  b i t  p e r i o d .  A s t r a i g h t f o r w a r d  way o f  a ccompl i sh ing  
t h i s  i s  t o  p a s s  t h e  s i g n a l  p l u s  n o i s e  t h rough  a  lowpass  p r e d e t e c t i o n  f i l t e r ,  
sample i t s  o u t p u t  a t  some t ime  w i t h i n  e a c h  T-second i n t e r v a l ,  and d e t e r m i n e  
t h e  s i g n  of  t h e  sample .  I f  t h e  sample  i s  g r e a t e r  t han  z e r o ,  t h e  d e c i s i o n  i s  
made t h a t  -i A was t r a n s m i t t e d .  I f  t h e  sample  i s  l e s s  t h a n  z e r o ,  t h e  d e c i s i o n  
i s  t h a t  -A was t r a n s m i t t e d .  S i n c e  t h e  s t a r t i n g  and end ing  t imes  o f  t h e  p u l s e s  
a r e  known, a  b e t t e r  p rocedu re  i s  t o  compare t h e  a r e a  of  t h e  r e c e i v e d  s i g n a l -  
p l u s - n o i s e  waveform ( d a t a )  w i t h  z e r o  a t  t h e  end o f  e ach  s i g n a l i n g  i n t e r v a l  by 
i n t e g r a t i n g  t h e  r e c e i v e d  d a t a  o v e r  t h e  T-second s i g n a l i n g  i n t e r v a l .  O f  c o u r s e ,  
a  n o i s e  component i s  p r e s e n t  a t  t h e  o u t p u t  o f  t h e  i n t e g r a t o r ,  b u t ,  s i n c e  t h e  
i n p u t  n o i s e  h a s  z e r o  mean, i t  t a k e s  on p o s i t i v e  and n e g a t i v e  v a l u e s  w i t h  e q u a l  
p r o b a b i l i t y .  Thus ,  t h e  o u t p u t  n o i s e  component h a s  mean z e r o .  The proposed  r e -  
c e i v e r  s t r u c t u r e  and a  t y p i c a l  waveform a t  t h e  o u t p u t  o f  t h e  i n t e g r a t o r  a r e  
shown i n  F i g u r e  E.3. For  obvious  r e a s o n s ,  t h i s  r e c e i v e r  i s  c a l l e d  an  i n t e g r a t e -  
and-dump d e t e c t o r .  

n Ct) : PSD = $no 
A 

T r a n s m i t t e r  a ' L '  
Y \ ' - /  

(+ A,  - A) Rece ive r  

F i g u r e  E . 2 .  System Xodel  and Waveforms f o r  Synchronous 
Baseband D i g i t a l  Data  Transmiss  i o n .  ( a )  Baseband D i g i t a l  

Data  Cornmunicat i o n  ,System. (b )  T y p i c a l  T r e n s n i t  t e d  Sequence. 
(c )  Rece ived  Sequence P l u s  Noise.  
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Figure  E.3. Receiver  S t r u c t u r e  and I n t e g r a t o r  Output. 
(a) Integrate-and-dump Receiver .  (b) Output From I n t e g r a t e -  

and-dump De tec to r .  
. - 

The integrate-and-dump r e c e i v e r  can be  shown t o  be  o?tinum f o r  a  baseband 
system. The a n a l y s i s  f o r  t h e  p r o b a b i l i t y  of e r r o r  pe w i l l  no t  b e  given and 
can be found i n  a  number of d i f f e r e n t  t e x t s .  The baseband system i s  c a l l e d  
u n i p o l a r  i f  t h e  two v o l t a g e  l e v e l s  are 0 and + A and b i p o l a r  i f  t h e  two v o l t -  
age l e v e l s  a r e  +A and -A. The p r o b a b i l i t y  of e r r o r  is  given i n  Table  E . 1 ,  
where S r e p r e s e n t s  t h e  s i g n a l  power, t h e  power d e n s i t y  spectrum of t h e  n o i s e ,  
N t h e  t o t a l  n o i s e  power, and r t h e  p u l s e  wid th ;  and B t h e  bandwidth of t h e  com- 
munica t ion  system. 

E . 3 .  D i g i t a l  Modulation Systems 

The use  of d i r e c t  d i g i t a l  t r ansmiss ions  is l i m i t e d  t o  low f r e q u e n c i e s  by 
t h e  swi t ch ing  speeds  a v a i l a b l e .  I n  communication systems f o r  v a r i o u s  r e a s o n s ,  
t h e  d i g i t a l  s i g n a l s  a r e  modulated on c a r r i e r  s i g n a l  b e f o r e  t r a n s m i s s i o n .  The 
t h r e e  b a s i c  forms of d i g i t a l  modulat ion,  a r e  known a s  ampl i tude - sh i f t  keying 
(ASK) , f r equency-sh i f t  keying CFSK) , and phase - sh i f t  key ing  (PSK) . The modu- 
l a t i o n  methods w i l l  b r i e f l y  b e  examined by t h e i r  p r o b a b i l i t y - o f - e r r o r  advan- 
t a g e .  Although d i g i t a l  systems us ing  more t h a n  two s i g n a l i n g  s t a t e s  a r e  some- 
t imes  used ,  most systems used a r e  b i n a r y  and t h e  emphasis i s  on b i n a r y  sys tems.  

E .3 .1  Amplitude-Shift Keying (ASK) 

I n  ampl i tude - sh i f t  keying,  t h e  ampl i tude  of  a  high-frequency c a r r i e r  s i g -  
n a l  i s  swi tched between two o r  more v a l u e s  i n  response  t o  t h e  d i g i t a l  i n p u t .  



For  t h e  b i n a r y  c a s e ,  t h e  u s u a l  c h o i c e  i s  on-off  k e y i n g  (sometimes a b b r e v i a t e d  
a s  O O K ) .  The r e s u l t a n t  ampl i tude-modula ted  waveform c o n s i s t s  o f  p u l s e s ,  c a l l e d  
marks ,  r e p r e s e n t i n g  b i n a r y  1, and  s p a c e s  r e p r e s e n t i n g  b i n a r y  0. An ASK wave- 
f o r m  i s  shown i n  F i g u r e  E.4 f o r  a  g i v e n  c o d e .  The minimum b a n d w i d t h  f o r  a n  ASK 
s i g n a l  c a n  b e  shown t o  b e  d o u b l e d  o v e r  a  b a s e b a n d  s y s t e m  [23]. 

The ASK waveform f o r  o n e  p u l s e  ( i . e . ,  a  b i n a r y  1 )  c a n  b e  w r i t t e n  a s :  

O < t < T  
C 

f ( t )  = t sin " ' o t h e r w i s e  

The f u n c t i o n  o f  t h e  r e c e i v e r  i s  t o  d e t e r m i n e  if a  p u l s e  was t r a n s m i t t e d  
o r  n o t .  The two most common methods o f  d e t e c t i o n  a r e  c o h e r e n t  and e n v e l o p e  
d e t e c t i o n .  The p r o b a b i l i t y  o f  e r r o r  i s  l e s s  w i t h  c o h e r e n t  t h a n  e n v e l o p e  d e t e c -  
t i o n ,  however  t h e  l a t t e r  i s  much c h e a p e r  t o  implement .  The p r o b a b i l i t y  o f  e r -  
r o r  f o r  c o h e r e n t  d e t s c t i o n  i s  

P e  = 1 1 2  e r f c  &E 

and  e n v e l o p e  d e t e c t i o n  is [ 2 3 , 2 4 , 2 5 ]  

E .  3 . 2 .  F requency-Sh i f  t Keying (FSK) 

I n  f r e q u e n c y  k e y i n g ,  t h e  i n s t a n t a n e o u s  f r e q u e n c y  o f  t h e  c a r r i e r  s i g n a l  i s  
s w i t c h e d  be tween  two ( o r  more) v a l u e s  i n  r e s p o n s e  t o  t h e  d i g i t a l  c o d e .  F i g u r e  
E.  4 shows a n  i d e a l i z e d  FSK s i g n a l .  T h i s  s u g g e s t s  t h a t  one  c a n  c o n s i a e r  t h e  
FSK waveform a s  composed o f  two ASK waveforms o f  d i f f z r i n g  c a r r i e r  f r e q u e n c i e s .  
Thus t o  convey e i t h e r  o f  t h e  b i n a r y  s y m b o l s ,  we h a v e  a  c h o i c e  o f  t h e  two wave- 
forms : 

0 
0 < t < T  

f l ( t )  = 
e l s e w h e r e  

O < t < T  
0 

f2(t) = 
e l s e w h e r e  



The r e c e i v e r  must determine i n  this c a s e  which of t h e  two f r e q u e n c i e s  was 
t r a n s m i t t e d .  Coherent d e t e c t i o n  may h e  used o r  two bandpass f i l t e r s  each 
tuned t o  t h e  two s e p a r a t e  f r e q u e n c i e s  and a comparator which samples t h e  o u t p u t  
of  b o t h  f i l t e r s  de te rmines  i f  a "0" o r  "1" was t r a n s m i t t e d .  The coheren t  de- 
t e c t o r  produces a p r o b a b i l i t y  of  e r r o r  

'e 
= 112 e r f c  fi 

w h i l e  t h e  two f i l t e r  d e t e c t o r s  g i v e  

The coheren t  d e t e c t o r  g i v e s  a b e t t e r  p r o b a b i l i t y  of  e r r o r ,  however t h e  two f i l -  
ter  method i s  much cheaper  t o  implement 123,24,25]. 

E . 3 . 3 .  Phase S h i f t  Keying 

I n  phase  s h i f t  keying,  t h e  phase of t h e  c a r r i e r  s i g n a l  is  swi tched between 
two ( o r  more) v a l u e s  i n  r esponse  t o  t h e  d i g i t a l  code. For  t h e  b i n a r y  c a s e  a 
180' phase s h i f t  i s  a convenient  c h o i c e  becuase  i t  s i m p l i f i e s  t h e  modula tor  de- 
s i g n  and hence i s  o f t e n  used.  The PSK s i g n a l  can b e  w r i t t e n  a s  

f l ( t )  = A sinw t 
C 

f 2 ( t )  = -A sinw t 
C 

where f l ( t )  corresponds  t o  l o g i c  "1" and f ( t )  corresponds  t o  l o g i c  "0" o r  2 
v i c e  v e r s a .  An example of PSK s i g n a l  is glven i n  F i g u r e  E. 4. 

The on ly  t y p e  of  d e t e c t o r  f o r  a PSK s i g n a l  must of n e c e s s i t y  b e  a coheren t  
t y p e ,  s i n c e  t h e  in fo rmat ion  is  con ta ined  i n  t h e  phase of  t h e  waveform. The 
p r o b a b i l i t y  of e r r o r  is 

'e 
= 112 e r f c  fi 

The complete t a b u l a t i o n  of each pe f o r  the d i f f e r e n t  systems is given i n  Tab le  
E . 1 .  There a r e  o t h e r  more s o p h i s t i c a t e d  modula t ion systems w i t h  improved per-  
formance, b u t  they  a r e  seldom seen  i n  t h e  mine environment and w i l l  n o t  b e  
examined. 
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F i g u r e  E . 4 .  Modulation Techniques 



PROBABILITY OF ElXROR 
DEMODULATION TECHNIQUE 

Baseband 

Unipolar-Nonoptimum 

- 
= + erfcJS pe = + erfc - 

2rl 2N 

ASK (OOK) 

- 
pe = erfc = + e r f c ~ s  

871 , N 

FSK 

Bipolar-Nonoptimum 

Unipolar-Optimum 

Bipolar-Optimum 

Coherent 

Noncoherent 

Coherent 

Noncoherent 

PSK 
- 

pe = 4 erfc JA =+erfc~z 
2q N 

Notation 

N = qB, q = power density spectrum, 8 = Bandwidth, N = Noise power 
T = signal interval, A = Level of signal 

Table 6.1. Probability of Error For Various Communication Systems 



ERROR DETECTION TECHNIQUES 

F.1. Introduction 

A number of different techniques for error detection are used to provide 
added protection for transmitted data. The hardware is sometimes called an 
encoder at the transmitter which adds redundant information and a decoder at 
the receiver to detect transmission errors. The most common technique is to 
add one extra parity bit which has the capability of detecting single bit 
errors. This system is used in the Powers-Conspec Communication System. The 
addition of a parity bit is a special case of the BCH Codes which will be 
treated in detail. 

The most extensive and powerful codes (with few exceptions) for random 
error detection and/or correction are the Bose-Chaudhuri-Hocquenghem (BCH) 
codes. These codes are very easy to implement for encoding at the source and 
for error detection at the destination. 

BCH codes as well as other codes such as Finite Projective Geometry codes 
(PG codes) and Euclidean Geometry codes (EG codes) are cyclic codes. PG and 
EG codes need more redundancy than BCH codes to provide the same random error 
detection and/or correction capabilities. PG and EG codes are easier to 
implement for random error correction at the receiver than BCH codes. How- 
ever, only error detection hardware ~ n d  codes will be considered. 

In system design, if a cyclic code of suitable natural length or suitable 
number of information digits cannot be found, it may be desirable to shorten 
a cyclic code to meet the requirements. The same number of information and 
total bits are eliminated and the resultant code is called a shortened cyclic 
code. A shortened cyclic code has the same error detecting capability as the 
code from which it is derived 128-311. The CRC-CCITT, CRC-16 and CRC-12 are 
in most cases shortened cyclic codes. Furthermore, they may be classified as 
shortened BCH cyclic codes in most cases. 

F.2. Notation 

It is assumed that anyone reading this is familiar with associating 
messages with coefficients of polynomials, and modulo two arithmetic involved 
in manipulating these polynomials. Otherwise, the following references are 
helpful [28-311. It is helpful to define certain symbols and polynomials. 
(These definitions are consistent with the literature.) 

k = number of binary digits (bits) in the message before 
encoding (sometimes called the number of information 
symbols). 

n = number of binary digits (bits) in the encoded message. 

n-k = number of check digits (bits) . 
b = length of a burst of errors. 



M ( x )  = Message polynomial (pf degree k-1) . 
G(x) = Generator polynomial (of degree n-k) . 

R(x) = Remainder on dividing xn-%(-XI hy G(-x) . R(x) is of 
degree less than n-k. 

T(.x) = Transmitted or encoded polynomial T(x) = xn-%(x) + 
R(x1 = G(x) Q(x). 

E(x) = Error polynomial (represents errors in transmission.) 

H(x) = Received encoded message polynomial H ( x )  = T(x) + E(x). 

[F(x) I = Number of non-zero coefficients in F(x) . 
F. 3. Princfples of Error Detection 

An encoded received message containing errors can be represented by 

where T(x) is the transmitted message and E(x1 is a polynomial which has a 
non-zero term (coefficient) in each erroneous position. Because the addition 
is modulo two, H(x) = T(x) + E(x) is the true encoded message with the 
erroneous positions changed. 

If the received message H(x) is not divisible by G(x), then clearly an 
error has occurred and retransmission is requested. If, on the other hand, 
H(x) is divisible by G(x), then H(x) is a code polynomial and we must accept 
it as the one which was transmitted, even though errors may have occurred. 
Since T(x) = G(x) Q(x), H(x) is divisible by G(X) if an only if E(x) is not 
evenly divisible by G(x). To insure an effective check, the generator poly- 
nomial G(x) must be chosen such that error patterns E(x) which occur the most 
often will not be divisible by G(x). For detection of random errors this is 
most effectively done by insuring all error patterns E(x) with d-1 or less 
non-zero coefficients are not divisible by G(x). (This is the same as in- 
suring all pairs of encoded polynomials differ in d or more coefficients or 
are of distance d apart). 

F.4. Error Calculations 

BCH and other cyclic and shortened cyclic codes can be designed to 
detect all random error patterns with the number of errors in each pattern 
being 1,2, etc., up to a selectable numb,er of errors d-1. Therefore, an 
error pattern E(x) will only be undetected if d or more errors occur (i.e., 
number of non-zero coefficients is d or more in E(x)). It is assumed that 
synchronism is maintained between the sending and receiving units in all 
calculations of error probabilities. 

To determine the probability of undetected errors in a random channel 
(sometimes called a binary symmetric channel) it is necessary to define 
some terms. Let p = probability of a transmitted bit is received in error, 



n = numher of bits transmitted, and m = number of bits in error. The prob- 
ability of a given error pattern of m bits in n bits (0 - < m 5 nl is 

where em(x) is a polynomial with a m non-zero coefficients 128,291. The 
total number of error patterns with a m non-zero coefficients is 

n! 
m! (n-m) ! 

which is commonly called the binomial coefficient. Thus, 

where I ~ ( x )  / represents the number of non-zero coefficients in E ( g ) ,  (i .e., 
the number of errors in the received message.) Therefore, to determine the 
probability of an undetected error, the probability of all error patterns with 
d or more errors are added to give 

P(undetected error) = P( I E(x) l~d) = 
m=d 

It must be understood that not all error patterns with d or more errors will 
be undetected. In certain cases G k )  can be constructed such that all error 
patterns with an odd number (>d) - of errors can be detected. Then 

n 
P(undetected error)=P( I ~(x) I= d,d - 2,. . .n) = 1 In'\ pm(l-p)n-m 

m-d \m, 
m even 

The BCH Codes are determined by their generator polynomial which are 
1 products of primitive polynomials that have a , a2,. . . ,ad-I as roots [28-311. 

Fortunately, tables exist for finding these polynomials. The generator poly- 
nomial for a number of protocols and various cases has been tabulated. Some 
protocols also call the BCH code a cyclic redundance code (CRC). The maximum 
length of the BCH Codes is znmk-l - 1,bits. If this length is exceeded, then 
the number of random errors detected will be less than the given values in 
Table F.1. The special case of parity checking can be represented by a 
special generator polynomial G(x) = x + 1. This error detection scheme is 
rather poor because not much data protection is given. Table F.1 also in- 
cludes this case. 

F.5. Burst Error Detection 

A burst is defined as an error pattern in which the errors tend to occur 
in groups. The burst is defined by a length b in which the first and last 
bits are in error and the b-2 bits between the end bits may or may not be in 
error. The burst errors usually come from large transients such as switching, 
lightning etc. Any burst of length h - < n - k is detected with a generator 



polynomial of degree n - k .  The f r a c t i o n  of b u r s t s  of l ength  b > n - k t h a t  
a r e  undetected i s  (28-311. 

and 

2 
Therefore,  i f  G(x) = x16 + x15 + x + 1 then a l l  b u r s t s  of l ength  16 o r  l e s s  
a r e  de tec ted .  This  information i s  a l s o  given i n  Table F.1. 
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APPENDIX G 

DATA COMMUNICATION PROTOCOLS 

G.1. Introduction 

The great majority of contemporary data communications applications in- 
volve electronic machines as the sources and/or sinks for information being 
transmitted. The industrial and mine conununication and/or control applications 
are also becoming very sophisticated. Therefore, it is necessary that stan- 
dard procedures and conventions govern the following: 

1. Message blocking and format organization 

2. Acknowledgment signalling and error control 

3. Terminal access to line 

4. Character synchronization between sources and sinks 

These procedures are called throughout the industry as communication line for- 
mats, conventions, line protocols, or line disciplines. Regardless of the de- 
scriptive term used, their objective is to provide for the systematic, 
unambiguous, orderly, reliable and generally automatic use of the communication 
links [36,371. 

The two most common new generation protocols are Digital Equipment Cor- 
poration's Digital Data Communications Message Protocol (DDCMP) and Interna- 
tional Business Machine's Synchronous Data Link Control (SDLC). These two will 
be covered in detail because most new equipment uses one of these. 

G.2. Digital Data Communications Message Protocol--DDCMP 

DDCMP is designed to operate over clocked (synchronized) full- or half- 
duplex channels, switched or direct links, point-to-point or multi-point net- 
works, and serial or parallel transmission facilities. Further, it will 
accommodate both synchronous and serial start-stop (asynchronous) modes. DDCMP 
is capable of controlling message transfers over standard existing hardware and 
can be implemented on many operating systems 1371. 

The format of a DDCMP transmission block is shown in Figure G.1. The only 
control character used in DDCMP is the first character in a message. It is 
used to distinguish between data, control, and bootstrap messages. SOH, ENQ 
and DLE are used, respectively. 

The header is required. It contains the count of 8-bit quantities (bytes) 
in the information field, some control flags, a response field for positive 
acknowledgment of received messages, a message sequence number (modulo 256), 
and an address. The latter field is mainly used for addressing tributary 
stations in multipoint configurations. The header is verified by having its 



ow~l CRC. The in fo rma t ion  f i e l d  is  o f  y a r i a b l e  l e n g t h  (up t o  16 ,383  b y t e s )  and 
i t  i s  fo l lowed by a  16  b i t s  c o n t a i n i n g  a CRC-16 c a l c u l a t e d  remainder .  

DDCMF' employs a r i g o r o u s  set of  r u l e s  f o r  e s t a b l i s h i n g ,  m a i n t a i n i n g ,  and 
t e r m i n a t i n g  a cormrmnications sequence .  However, because  i t  p rov ides  f o r  s imul-  
taneous  two-way t r a n s m i s s i o n ,  i t s  procedure  is too  e x t e n s i v e  t o  cove r  i n  t h i s  
appendix.  The p rocedure  o u t l i n e d  i n  F i g u r e  G . 2  o n l y  touches  upon i t s  s i m p l e s t  
b u t  l e a s t  e f f i c i e n t  method and from a u n d i r e c t i o n a l  p o i n t  of view. The same 
procedure  can  b e  o c c u r r i n g  i n  t h e  o p p o s i t e  d i r e c t i o n  i n  f u l l - d u p l e x  o p e r a t i o n .  

1 
COmT FLAG 

I 

2SC 2 I 1 14 BITS 2 3iTS , a sns  
i 1 I i 1 

F i g u r e  G.l--DDCMP Message Format 

D D W  u s e s  CRC-16 f o r  d e t e c t i n g  t r a n s m i s s i o n  e r r o r s .  When a n  e r r o r  occurs,  
D D W  sends  a s e p a r a t e  n e g a t i v e  acknowledgment (NAK) message. DDCXP does  n o t  
r e q u i r e  an  a c k n ~ w l e d ~ s n e n t  message f o r  a l l  messages.  The number i n  t h e  r e s p o n s e  
f i e l d  o f  a normal heade r  o r  i n  e i t h e r  t h e  s p e c i a l  N U  o r  p o s i t i v e  acknowledg- 
ment (ACK) message s p e c i f i e s  t h e  sequence number of t h e  l a s t  good message r e -  
ce ived .  For example, i f  messages 4 , 5 ,  and 6  have been r ece ived  s i n c e  t h e  l a s t  
t ime a n  acknowledgment was s e n t  and message 6 i s  bad,  t h e  NA.K message s p e c i f i e s  
number 5 which s a y s  "message 4 and 5 a r e  good and 6 i s  bad." h i e n  DDCm oper-  
a t e s  i n  t h e  f u l l - d u p l e x  mode, t h e  l i n e  does  no t  have t o  be tu rned  around.  The 
NAK i s  s imply  added t o  t h e  sequence  o f  inessages f o r  t h e  t r a n s m i t t e r .  

\?hen a  sequence  e r r o r  o c c u r s  i n  DDC3IP, t h e  r e c e i v i n g  s t a t i o n  does  n o t  r e -  
spond t o  t h e  message. The t r a n s m i t t i n g  s t a t i o n  d e t e c t s  from t h e  r e sponse  
f i e l d  of t h e  messages i t  r e c e i v e s  (or  v i a  t imeout )  t h a t  t h e  r e c e i v i n g  s t a t i o n  
is  s t i l l  look ing  f o r  a  c e r t a i n  message and sends  i t  a g a i n .  For example, i f  
t h e  n e x t  message t h e  r e c e i v e r  e x p e c t s  t o  s e e  i s  5 and i t  r e c e i v e s  6 ,  i t  w i l l  
n o t  change t h e  r e sponse  f i e l d  o f  i t s  d a t a  message which c o n t a i n s  a 4 .  This  
s a y s  "I a c c e p t  a l l  s e s s a g e s  up through message 4 and I ' m  s t i l l  look ing  f o r  
message 5." 

DDCMP u s e s  t h e  ASCII c o n t r o l  c h a r a c t e r s  SOH ( S t a r t  o f  Header) ENQ 
(Enqui ry) ,  and DLE (Data Link  Escape) t o  d i s t i n g u i s h  between t y p e s  of messages. 
The remainder of  t h e  message ( i n c l u d i n g  t h e  heade r )  i s  t r a n s p a r e n t .  Th i s  means 
t h e  d a t a  i n  t h e  in fo rma t ion  f i e l d  i s  encoded by some h i g h e r - l e v e l  p r o t o c o l  
acco rd ing  t o  i t s  d e s i g n  s t a n d a r d  f o r  i n fo rma t ion  i n t e r c h a n g e .  

D D W  a c h i e v e s  t r a n s p a r e n c y  by u s e  o f  a  count  f i e l d  i n  t h e  h e a d e r .  The 
header  is of  f i x e d  l e n g t h .  The count  i n  t h e  heade r  de t e rmines  t h e  l e n g t h  of  
t h e  in fo rma t ion  f i e l d  which can be  up t o  16 ,383  b y t e s .  To v a l i d a t e  t h e  header 
and count  f i e l d ,  i t  i s  fo l lowed by a 1 6 - b i t  CBC-16 f i e l d ;  a l l  header  charac-  
t e r s  a r e  i nc luded  i n  t h e  CXC c a l c u l a t i o n .  Once v a l i d a t e d ,  t h e  count  i s  used 



STATION A 
(SENDING DATA) 

-89- 
STATION B 
(RECEIVING DATA) 

@ SENDS A STRT (START) b@ RECEIVES STRT 
MESSAGE WHICH MESSAGE 
MEANS: "I WANT TO 
ESTABLISH A CON- @ SENDS A STACK 
NECTIONWITH YOU (START ACKNOWI,- 
AND THE SEQUENCE EDGE) MESSAGE 
NUMBER OF MY FIRST I C H  MEANS: "OK 
MESSAGE WILL BE 1." WITH ME; HERE I S  THE 

FIRST SEQUENCE NUM- 
BER ( 5 )  I WILL USE IN 

@ RECEIVES A STACK. e SENDING DATA MES- 
SAGES TO YOU." 

@ SENDS DATA MES- 
SAGES WITH A RE- @ RECEIVES DATA MES- 
SPONSE FIELD SET TO SAGE 1 AND CHECKS 
4 AND THE SEQUENCE I T  FOR SEQUENCE AND 
FIELD SET TO 1, WHICH CRC ERRORS. I F  THERE 
MEANS: "I AM LOOK- I S  A SEQUENCE 
ING FOR YOUR MES- ERROR, GO TO 1 2 .  I F  
SAGE 5 AND HERE I S  THERE I S  NO ERROR, 
MY MESSAGE 1." GO TO 9 .  
OTHER MESSAGES 
MAY BE SENT AT THIS a A CRC ERROR WAS 
TIME (.I.E., MESSAGES DETECTED. COMPUTER 
2 ,  3, ETC.) WITHOUT B SENDS A NAK MES- 
WAITING FOR A RE- SAGE WITH THE RE- 
SPONSE. SPONSE FIELD SET TO 

o , WHICH MEANS : I'ALL 
MESSAGES UP TO 0 

@ COMPUTER A RE- (MODULO 256)  HAVE 
CEIVES NAK, RETRANS- BEEN ACCEPTED AND 
MITS MESSAGE 1 AND MESSAGE 1 I S  IN  
ANY OTHER MESSAGES ERROR. 
SENT SINCE ( I .E . ,  2 ,  3, 
ETC.) . 9 SENDS ACK RESPONSE \ OF SEPARATE 1 EITHER ACK IN MES- A 

SAGE OR IN THE RE- 
@ RECEIVES ACK AND m SPONSE FIELD OF A 

RELEASES MESSAGE 1. DATA MESSAGE. 

@ SEQUENCE ERROR. 
SEND ACK RESPONSE 

CONTINUE SENDING -*?OF 0 IN  THE RESPONSE 
MESSAGES. FIELD OF THE NEXT 

DATA MESSAGE TO BE 

/ SENT ( I F  THERE I S  
@ TIMES OUT BECAUSE NONE, THERE I S  NO 

OF LACK OF RESPONSE RESPONSE). THIS 
FOR MESSAGE 1. RE- MEANS : t l ~ ~ ~ ~ ~ ~ ~  FOR 
TRANSMITS MESSAGE 1. MESSAGE 1." 

F i g u r e  G.2--DDCMP S i m p l e  H a n d s h a k i n g  P r o c e d u r e  (One ~ i r e c t i o n )  



t o  r e c e i v e  t h e  d a t a  and l o c a t e  t h e  second CRC-16 which i s  c a l c u l a t e d  on t h e  
d a t a  f i e l d .  

DDCMP u s e s  e i t h e r  fu l l -dup lex  o r  hal f -duplex c i r c u i t s  t o  t h e i r  f u l l e s t  
e x t e n t .  Both modes of o p e r a t i o n  a r e  de f ined  i n  a  p a r t  of t h e  p r o t o c o l .  I n  
t h e  fu l l -dup lex  mode, i t  o p e r a t e s  l i k e  two dependent one-way channe l s ,  each 
c o n t a i n i n g  i t s  own data-s t ream.  The only  dependency a r e  t h e  acknowledgments 
which must be s e n t  i n  t h e  d a t a  s t ream i n  t h e  o p p o s i t e  d i r e c t i o n .  To reduce 
t h e  response overhead,  s e p a r a t e  ACK messages a r e  unnecessary .  They a r e  simply 
placed i n  t h e  response f i e l d  of t h e  nex t  message f o r  t h e  o p p o s i t e  d i r e c t i o n .  
I f  s e v e r a l  messages a r e  rece ived  c o r r e c t l y  b e f o r e  i t s  t r a n s m i t t e r  i s  a b l e  t o  
send a  message (because t h e  previous  message was a  long  o n e ) ,  a l l  of them can 
be  acknowledged by one response .  Only when a t ransmiss ion  e r r o r ,  occurs  o r  i f  
t r a f f i c  i n  t h e  o p p o s i t e  d i r e c t i o n  is  l i g h t  (no d a t a  message t o  send) i s  i t  
necessa ry  t o  send a  s p e c i a l  NAK o r  ACK message, r e s p e c t i v e l y .  

I n  summary, DDCMP l i n e  u t i l i z a t i o n  f e a t u r e s  i n c l u d e :  

1. Th-e a b i l i t y  t o  run on f u l l  o r  hal f -duplex t ransmiss ion  f a c i l i t i e s .  

2 .  The a b i l i t y  t o  run on many e x i s t i n g  hardware i n t e r f a c e s .  

3. The a b i l i t y  t o  suppor t  point - to-point  and m u l t i p o i n t  l i n e s .  

4. Transmission mode independence Csynchronous, asynchronous,  o r  p a r a l -  
l e l ) .  

5 .  No s e p a r a t e  A C K 1 s  when t r a f f i c  i s  heavy. 

6. M u l t i p l e  acknowledgements p e r  ACK (up t o  255 messages i n  one acknowl- 
edgment). 

DDCMP a c h i e v e s  synchron iza t ion  through t h e  use  of t h e  two ASCII SYN char-  
a c t e r s  preceding t h e  SOH, ENQ, o r  DLE. It i s  no t  necessa ry  t o  synchronize  be- 
tween messages a s  long a s  no gaps e x i s t .  This  f e a t u r e  h e l p s  reduce t h e  c o n t r o l  
overhead because  each SYN t a k e s  8 -b i t  t imes .  Character  synchron iza t ion  is  
unnecessary  when DDCMP is  used f o r  s e r i a l  asynchronous and p a r a l l e l  channels .  

DDCMP can be  used f o r  s e r i a l  synchronous,  s e r i a l  asynchronous,  and p a r a l -  
l e l  f a c i l i t i e s .  This  i s  t o t a l  f a c i l i t y  t r ansparency .  

G.3. Synchronous Data Link Control--SDLC 

IBM1s SDLC (Synchronous Data Link Cont ro l )  was announced i n  1973 and op- 
e r a t i o n a l  on p roduc t s  i n  1974. Unlike DDCMP, i t  i s  b i t - o r i e n t e d  r a t h e r  than  
c h a r a c t e r - o r i e n t e d .  It is designed f o r  f u l l  and half -duplex o p e r a t i o n  [36] .  

The format of SDLC is  shown i n  F igure  G.3. The on ly  c o n t r o l  c h a r a c t e r  
used i n  SDLC i s  t h e  f l a g  c h a r a c t e r  which has  t h e  b i t  p a t t e r n  01111110. There 
i s  a  f i x e d  l e n g t h  24-bit header ,  a  v a r i a b l e  l e n g t h  in format ion  f i e l d ,  and a  
f ixed- leng th  24-bit  t r a i l e r .  I n  a d d i t i o n ,  t h e  t r ansparency  technique 



( exp la ined  below) can  i n c r e a s e  t h e  s i z e  of  any of  t h e s e  f i e l d s  excep t  f o r  t h e  
two 8 -b i t  f l a g s  t h a t  frame t h e  message. 

SYMBOL DENOTES 
START & END OF FRAME 

I 

F i g u r e  G .3--SDLC Message Format 
. - -  - ---. - .  - 

Like  DDCN?, SDLC may o p e r a t e  on f u l l - d u p l e x  f a c i l i t i e s  and u s e s  a n  e f f i -  
c i e n t  p rocedure  f o r  d a t a  exchange. The example i n  F i g u r e  G.4 p r e s e n t s  o n l y  a  
o n e - d i r e c t i o n a l  t r a n s f e r  of  d a t a  i n  a  f u l l - d u p l e x  o p e r a t i o n .  Equ iva len t  oper-  
a t i o n  i n  t h e  o t h e r  d i r e c t i o n  a l s o  o c c u r s  because  i t  i s  symmetr ica l .  

FLAG 
8 B I T S  

SDLC u s e s  CRC-CCITT t o  d e t e c t  t r a n s m i s s i o n  e r r o r s .  It hand le s  CRC w i t h  
an  i n v e r s i o n  t echn ique  t h a t  d i f f e r s  from methods used by c h a r a c t e r - o r i e n t e d  
p r o t o c o l s .  T h i s  t echn ique  improves t h e  r ange  of unde tec t ed  e r r o r s  i n  t h e  do- 
main of  p o s s i b i l i t i e s .  Like  DDCMP, SDLC h a s  a  r e sponse  f i e l d  (3  b i t s  i n  t h e  
c o n t r o l  f i e l d )  and s e p a r a t e  ACK and NAK messages.  Unl ike  D D W ,  SDLC does  n o t  
NAK t r a n s m i s s i o n  e r r o r s .  The way i t  hand le s  them i s  b e s t  exp la ined  by example: 
S t a t i o n  B r e c e i v e s  messages 2 ,  3 and 4  from S t a t i o n  A and message 4  i s  bad.  
S t a t i o n  B i n  i t s  n e x t  d a t a  message f o r  S t a t i o n  A ,  responds  w i t h  message 4  
which s a y s :  "I have r e c e i v e d  and accep ted  messages 2 and 3  and I am s t i l l  
l o o k i n g  f o r  message 4". S t a t i o n  A, knowing i t  has  s e n t  message 4 ,  must w a i t  a  
pe r iod  of t i m e  t o  s e e  i f  i t  w i l l  be  acknowledged ( t imeou t )  b e f o r e  i t  sends  t h e  
message a g a i n .  

Un l ike  D D W ,  SDLC responds  t o  sequence e r r o r s  w i t h  a  NAK message (a l e s s  
f r e q u e n t  occu r rence  t h a n  t r a n s m i s s i o n  e r r o r s ) .  The r e sponse  i s  s i n i l a r  t o  
DDCXP's hand l ing  of t r a n s m i s s i o n  e r r o r s  i n  t h a t  t h e  NAK acknowledges t h e  mess- 
ages  r e c e i v e d  i n  c o r r e c t  sequence  c o n d i t i o n ,  i . e . ,  " r ece ived  4 ,  5 c o r r e c t l y  
and look ing  f o r  6" when i t  r e c e i v e s  7 i n s t e a d .  

ADDRESS 
8 B I T S  

SDLC is  n o t  concerned w i t h  i n f o r m a t i o n  exchange codes .  The o n l y  c o n t r o l  
c h a r a c t e r  i s  t h e  f l a g  and i t  h a s  a f i x e d  p a t t e r n  (01111110) r e g a r d l e s s  of t h e  
exchange code used by t h e  s y s t e n .  L ike  DDCXP, a  h i g h e r - l e v e l  p r o t o c o l  d e f i n e s  
t h e  i n f o r m a t i o n  exchange code used t o  t r a n s f e r  meaningful  d a t a .  

SDLC i s  a  b i t - o r i e n t e d  p r o t o c o l  and o n l y  h a s  t o  be  s u r e  t h a t  a  f l a g  char -  
a c t e r  b i t  p a t t e r n  anywhere between frames does  n o t  a r r i v e  a t  t h e  r e c e i v e r .  

CONTROL 
8 B I T S  

The t echn ique  used by SDLC f o r  a c h i e v i n g  t r a n s p a r e n c y  may be  r e f e r r e d  t o  
a s  " b i t  s t u f f i n g . "  SDLC u s e s  a  c h a r a c t e r  a t  each  end of t h e  message c a l l e d  a  
" f l a g . "  The f l a g ' s  b i t  sequence i s  01111110. The o n l y  c o n t r o l  c h a r a c t e r s  a r e  
t h e  f l a g  c h a r a c t e r s .  To e n s u r e  t h a t  a  f l a g  c h a r a c t e r  does  n o t  appea r  i n  t h e  
d a t a  p o r t i o n  of t h e  message, a  ze ro  (-0) b i t  is  i n s e r t e d  whenever f i v e  one (1) 

INFORMATION 
ANY NUMBER 

OF BITS 

FW-W CHECK 
SEQUENCE 
16 BITS 

FLAG 
8 BITS 

I 

i 



STATION B 
(SENDING DATA) 

STATION B 
(RECEIVING DATA) 

SENDS AN SNRM (SET 
NORMAL RESPONSE a RECEIVES SNRIf. MODE) MESSAGE 
WHI CH MEANS : "YOU 
MAY NOW START UP. a SENDS AN NSA (NON- MESSAGES TO BE 

SEQUENCED ACK 
WHICH MEANS: 

SENT AND RECEIVED 
ARE NLPBERED 

RECEIVED YOUR STARTING AT 0 .  I' 

SNRM. " RECEIVES NSA 
RECEIVES DATA MES- 
SAGE 0 AND CHECKS 
THE MESSAGE FOR 

@ SENDS A MESSAGE SEQUENCE AND CRC 
WITH RESPONSE FIELD ERRORS. I F  THERE I S  A 
SET TO 0 AND THE CRC ERROR, GO TO 1 2 .  
SEQUENCE FIELD ST I F  THERE I S  NO 
TO 0 WHICH MEANS : ERROR, GO TO 9 .  
"I 'M LOOKING FOR A SEQUENCE ERROR 
YOUR MESSAGE 0 ,  WAS DETECTED. COM- 
AND HERE I S  MY PUTER B SENDS AN 
MESSAGE 0."  REJ  (REJECT) MES- 
OTHER MESSAGES SAGE WITH THE RE- 
CAN BE SENT AT THIS SPONSE FIELD SET TO 
TIME ( I  . E .  , MESSAGE 0. THIS MEANS: "I 
1, 2 ,  ETC.). WITHOUT HAVE ACCEPTED ALL 
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WAITING FOR A RE- MESSAGES PRIOR TO 
SPONS E . 0 (MODULO 8) AND I 

AM S T I L L  EXPECTING 
MESSAGE 0 . "  

@ COMPUTER A RE SENDS ACK RESPONSE 
CEIVES R E J ,  RETRANS- OF I EITHER I N  A 
MITS MESSAGE 0 ,  AND SEPARATE CONTROL 
ANY OTHER MESSAGES MESSAGE OR I N  THE 
SENT SINCE ( I . E . ,  1, 2 ,  RESPONSE FIELD OF 
ETC.) .  THE NEXT DATA 

MESSAGE TO BE 
SENT. THIS MEANS: 
" I ' M  LOOKING FOR 

@ RECEIVES ACK MESSAGE 1." GO TO 
RELEASES MESSAGE 0 .  6 EXPECTING MES- 

SAGE I. 
CRC ERROR. SEVD ACK 

@ CONTINUES SENDING - RESPONSE OF 0 I N  THE 
MESSAGES. RESPONSE FIELD OF 

THE NEXT DATA MES- 0 TIMES OUT BECAUSE SAGE TO BE SENT ( I F  
OF LACK OF RE- THERE I S  NONE, 
SPONSE FOR MESSAGE THERE I S  NO RE- 
1. RETRANSMITS MES- SPONSE) . THIS NEANS: 
SAGE 1 AND OTHER " I ' M  LOOKING FOR 
MESSAGES. MESSAGE O.I1 

F i g u r e  G.4--SDLC S i m p l e  H a n d s h a k i n g  P r o c e d u r e  ( O n e  D i r e c t i o n )  



bits appear in a row. Thus, a OllllllO bit pattern meant to be data would 
appear in the data stream as Ollll1010, or 9 bits. The receiver also counts 
bits, and if it detects five one's in a row followed by a zero bit, it removes 
the zero bit. If it was a one bit, it is a legitimate flag and the end of 
message has been received. 

SDLC uses transmission facilities with similar efficiency to DDCMP be- 
cause of the following features: 

1. The ability to transmit on full or half-duplex facilities. 

2. Low control character overhead 'flag, header, and check bits 
total 6 characters). DDCMP uses 10 characters 1281. 

3. No "character stuffing"; SDLC uses "bit stuffing". In contrast, 
DDCMP's transparency overhead is fixed because it used a count 
method. 

4. No separate ACK messages are necessary. 

5. Multiple acknowledgments per ACK Cup to 7 messages). 

6. The ability to support point-to-point and multipoint lines. 

SDLC synchronizes on the flag characters between messages. No SYN char- 
acters are required. 

Because of the "bit stuffing" requirement of SDLC, it cannot be used for 
serial asynchronous or parallel facilities. Asynchronous characters are fixed 
length and "bit stuffing" would destroy them. On parallel connections, a 
separate wire(-s) would be needed for the stuff bit (s) . SDLC is designed for 
efficient use of high speed serial synchronous full-duplex facilities. 

G.4. Other Protocols 

A number of national and international standards organizations have been 
cooperating over the past years to produce standard data communication proto- 
cols. These organizations include the American National Standards Institute 
CANS11 and the International Standards Organization CISO). 

The cooperative efforts of these organizations have resulted in the devel- 
opment of a variety of standard data communications control procedures and 
codes. Typical of these developments are the Advanced Data Communication Con- 
trol Procedures (ADCCP) developed by ANSI, and the High-Level Data Link Con- 
trols (-HDLC) developed by ISO. These protocols differ slightly from SDLC. 

A number of manufactures of communication equipment for control and moni- 
toring have developed relatively specialized protocols for their own equipment. 
Rarely can more than one manufactures equipment be tied into the communication 
system. Conspec Protocol supports asynchronous transmission, uses a parity bit 
for every 8 bits of data, and sends two characters during each transmission. 
This protocol is obviously not as comprehensive as DDCMP or SDLC. 



APPENDIX H 

KEY WORDS 

Asvnchronous transmission 

Transmission in which time intervals between transmitted characters may 
be of unequal length. Transmission is controlled by start and stop elements 
at the beginning and end of each character. 

Baud 

A unit of signalling speed equal to the number of discrete conditions or 
signal events per second. Baud is the same as bits per second if each signal 
event represents one bit. 

Bit transfer rate 

The number of bits transferred per unit time, usually expressed in Bits 
Per Second. 

Bit - 
In binary notation either of the characters 0 or 1. 

Block character check (BCC) 

The result of a transmission verification algorithm accumulated over a 
transmission block, and normally appended at the end. 

Carrier 

A continuous frequency capable of being modulated or impressed with a 
signal. 

Channel 

Part of a cormnunications system that connects a message source to a 
message sink. 

Coaxial cable 

Cable consisting of a conductor completely surrounding another conductor 
and separated from it by a solid dielectric or air with spacing insulators. 

Cyclic Redundancy Check CCRC) 

An error detection scheme in which the check character is generated by 
taking the remainder after dividing all the serialized bits in a block of data 
by a predetermined polynomial. 



Data Link 

An assembly of terminal installations and interconnecting circuits oper- 
ating according to a particular method that permits information to be exchanged 
between terminal installations. 

Field 

An area under the influence of an electromagnetic or electrostatic charge. 

Frequency Shift Keying (FSK) 

A modulation scheme in which the instantaneous frequency may take on only 
two possible values. 

Modulation 

The process of superimposing a signal on a carrier wave so that it may be 
transmitted. 

Noise 

Any undesirab-le disturbances in a communication system. 

Parallel transmission 

Method of data transfer in which all bits of a character or byte are 
transmitted simultaneously either over separate communication lines or on dif- 
ferent carrier frequencies on th.e same communication line. 

Phase modulation 

A method of transmission whereby the angle of phase of the carrier wave 
is varied in accordance with the signal. 

Protocol 

A formal set of conventions governing the format and relative timing of 
message exchange between two comunicating processes. 

Reverse channel 

A channel used for transmission of supervisory or error-control signals. 
The direction of flow of these signals is in the direction opposite to that in 
which. information is being transmitted. 

Serial transmission 

A method of transmission in which each bit of information is sent sequen- 
tially on a single channel rather than simultaneously. 



S i g n a l  t o  Noise Ra t io  

R e l a t i v e  power of t h e  s i g n a l  t o  t h e  n o i s e  i n  a  channel ,  u s u a l l y  measured 
i n  d e c i b l e s .  

Shie lded c a b l e  

A c a b l e  surrounded by a m e t a l l i c  s h e a t h  t o  decrease  the e f f e c t s  of s t r a y  
e l e c t r i c  f i e l d s .  

Synchronous 

The maintenance of one o p e r a t i o n  i n  s t e p  w i t h  ano ther .  

Twisted P a i r  

Two i n s u l a t e d  w i r e s  t h a t  a r e  wrapped around each o t h e r .  
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