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Abstract

Data from traditional public health surveillance systems can have some limitations, e.g., 

timeliness, geographic level, and amount of data accessible. Electronic health records (EHRs) 

could present an opportunity to supplement current sources of routinely collected surveillance 

data. The National Environmental Public Health Tracking Program (Tracking Program) sought to 

explore the use of EHRs for advancing environmental public health surveillance practices. The 

Tracking Program funded four state/local health departments to obtain and pilot the use of EHR 

data to address several issues including the challenges and technical requirements for accessing 

EHR data, and the core data elements required to integrate EHR data within their departments’ 

Tracking Programs. The results of these pilot projects highlighted the potential of EHR data for 

public health surveillance of rare diseases that may lack comprehensive registries, and surveillance 

of prevalent health conditions or risk factors for health outcomes at a finer geographic level. EHRs 

therefore, may have potential to supplement traditional sources of public health surveillance data.
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1. Introduction

Public health surveillance provides a foundation for public health programs and policies. For 

environmental public health, the ability collect and use data is an essential service in 

addressing community environmental public health problems [1]. However, the effort to 

systematically collect, manage, analyze, interpret, and disseminate data to those who can 

take action to improve the population’s health has traditionally relied on a patchwork of data 

sources. For many non-communicable and environmentally-related diseases and their risk 

factors, these may include disease and exposure registries, vital statistics data, national and 

local health surveys and administrative data systems such as hospital discharge data [2]. 

Despite recent advances in public health surveillance science and practice, challenges 

remain in availability and accessibility of data for specific diseases and risk factors; 

population coverage to better characterize burden, especially at geographic resolution 

needed for local action; and the timeliness, quality, and efficiency with which data is 

collected and made available [3,4]. Electronic health records (EHRs) provide an opportunity 

to address these challenges [5].

1.1. Electronic health records

An electronic health record (EHR) can be defined as a longitudinal electronic record of 

patient health information generated by one or more encounters in any care delivery setting, 

across more than one health care organization [6,7]. An EHR can contain information on a 

patient’s demographics, diagnoses, medications, medical history, immunizations, laboratory 

test results, and radiology reports and images [6,7]. Although some information may be 

incomplete or lacking (e.g., behavioral information) [8], ideally, an EHR can bring together 

all information about a patient’s health in one place [7]. Focus on the implementation of 

EHRs has increased since the Health Information Technology for Economic and Clinical 

Health (HITECH) Act of 2009, which incentivizes meaningful use of EHR technology in 

eligible health care providers, hospitals or organizations [9], and more recently, the Medicare 

Access and CHIP Reauthorization Act (MACRA) of 2015 and its Merit-based Incentive 

Payment System (MIPS), which requires participating health care providers to use certified 

EHR technology [10].

The assessment and use of EHRs for public health surveillance have also increased. Much of 

this use has focused on the surveillance of infectious diseases with fewer examples focusing 

on EHR data for chronic disease surveillance [11]. An example is New York City’s (NYC) 

Department of Health and Mental Hygiene (DOHMH) which is using EHR data to produce 

annual estimates of prevalence of diabetes, body mass index (BMI), smoking, and other 

population health indicators with the goal of informing municipal health policy [12]. 

Massachusetts Department of Public Health is using EHR data for surveillance of influenza-

like illness, asthma, and diabetes [13]. Colorado Health Observation Regional Data Service 
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(CHORDS) regional pilot project uses EHR data to monitor public health trends on obesity, 

tobacco use, mental health conditions and cardiovascular disease [14]. Other uses have 

focused on EHR data for public health surveillance of eye health [15], diabetes [16], and 

asthma [17]. These applications demonstrate the feasibility, varying levels of validity, and 

generalizability of using EHR data to quantify the burden of specific health outcomes and 

behavioral factors such as smoking, among populations. They show that EHRs can provide 

more timely data at a finer geographic resolution (e.g., at a city/town or neighborhood level) 

[12,13,17] compared to traditional population-based surveillance methods such as the 

National Health and Nutrition Examination Survey (NHANES) (national level) or the 

Behavioral Risk Factor Surveillance System (BRFSS) (state level) which have limited 

sample sizes and cannot provide measurements in small geographic areas [17]. Moreover, 

systems querying aggregate data from EHRs can help streamline the disease reporting 

process through automation, making it more simple and cost effective [5].

The objectives of this report are to describe the utility of EHRs for advancing environmental 

public health surveillance practices (such as increasing the amount and timeliness of data 

available) and to present case studies summarizing innovative uses of EHRs by state and 

local health departments funded by the National Environmental Public Health Tracking 

Program (Tracking Program).

1.2. Environmental public health tracking

The Tracking Program was initiated in 2002 to establish a network for the ongoing 

collection, integration, analysis, interpretation and dissemination of data on environmental 

hazards, human exposure to environmental hazards, and potentially related health outcomes 

[18]. The National Environmental Public Health Tracking Network (Tracking Network) was 

subsequently launched in 2009 to provide data to help understand the associations between 

environmental exposures and chronic diseases, which can be used to drive public health 

actions that improve the health of communities [18]. The Tracking Network currently 

receives data from 26 funded state and local health departments (grantees), and presents 

these data in a standardized manner on the Tracking Network portal (https://

ephtracking.cdc.gov/showHome.action) along with data from national partners such as the 

Environmental Protection Agency (EPA) [18]. These data cover environmental hazards, such 

as outdoor air quality; health outcomes, including asthma, cancer, and birth defects; 

biomonitoring results from childhood blood lead testing; chronic disease risk factors such as 

obesity; and population characteristics including socioeconomic measures [18].

Since 2002, the Tracking Program has greatly increased the capacity of grantee state and 

local health departments to perform environmental public health tracking, including 

expanding data collection and developing tools and standards for data analysis and 

dissemination [4]. Numerous public health actions resulting from state Tracking Programs 

have been reported [19]. Despite these successes, the effort continues to expand the utility of 

data on the Tracking Network portal by addressing certain challenges in obtaining and 

disseminating data that can be used to drive public health action. Some of these challenges 

are not having data from some states for some topics such as birth defects when no state 

registry exists, not having more timely data to facilitate rapid response, not having data at 
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finer geographic resolution (sub-county levels) to inform community-level public health 

actions, and not having data on specific health outcomes such as neurologic disorders, or on 

exposures to environmental hazards such as persistent organic pollutants [4]. EHRs could 

present an opportunity to supplement current sources of routinely collected surveillance data 

and mitigate some of these challenges; therefore, the Tracking Program sought to explore 

the use of EHRs to advance environmental public health tracking.

2. Case studies

In 2014, the Tracking Program funded state/local health departments in Massachusetts, New 

York City, California and Missouri to pilot the use of EHRs in their Tracking Programs. The 

health departments were tasked with obtaining EHR data, and addressing any of the 

following questions: (1) How can EHRs be used in Tracking? (2) What are the technical 

requirements for integrating EHR data into the state/local networks and the National 

Tracking Network? (3) What are core data elements needed to apply EHRs to Tracking? (4) 

What are the challenges and barriers to acquiring and processing EHRs? and (5) What are 

the innovative and emerging approaches to utilize EHRs within Tracking?

New York City, Massachusetts, and California addressed several of these questions while 

Missouri focused solely on the technical requirements and establishment of a secure data 

portal and data warehouse to enhance the ability to receive, validate, and process electronic 

health records data. The approach taken by each state varied based on existing infrastructure, 

partnerships with health care data providers, and data needs. New York City and 

Massachusetts’s projects built off ongoing work to develop and evaluate an EHR-based 

surveillance system, New York City Macroscope and MDPHnet respectively. California 

partnered with Kaiser Permanente Northern California and focused on a subset of EHRs, 

electronic laboratory records. Details of the New York City and California projects have 

been published elsewhere [20-22]. We summarize below the purposes, methods, and results 

of the California, New York City, and Massachusetts projects as Case Studies. Missouri was 

not able to finish the project within the funded period; however, lessons learned from this 

project are included in the Discussion section.

2.1. California Tracking Program: electronic health records as a resource for public health 
surveillance–case study of glycohemoglobin testing and diabetes surveillance

2.1.1. Objective and relevance to environmental public health tracking—
Diabetes affects an estimated 30.3 million people in the U.S. population; about 23 million 

diagnosed and 7.2 million undiagnosed [23]. Type 2 diabetes accounts for 90–95% of all 

diabetes cases [23]. Research is increasingly pointing to the role of environmental hazards in 

increased diabetes risks [24-26]. After diagnosis, diabetes status and control are monitored 

primarily through repeat testing of patient HbA1c. HbA1c, measured as a percentage of 

HbA1c in the sample of hemoglobin, provides measures of healthy (< 5.7%), pre-diabetes 

(5.7–6.4%), controlled or partially controlled diabetes (6.5–8.4%), and uncontrolled diabetes 

(8.5% and above), which are strong indicators of a patient’s ability to control their diabetes 

and subsequently avoid adverse health outcomes. The objective of this project was to pilot 

the use of electronic laboratory reports of blood glucose, hemoglobin A1c, as a proxy of 
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diabetes prevalence, for surveillance of type 2 diabetes that could inform community level 

public health intervention.

2.1.2. Methods and benchmark surveillance data—Data used as a benchmark/gold 

standard for type 2 diabetes surveillance is a clinical diagnosis as recorded in the Kaiser 

Permanente Northern California (KPNC) Diabetes Registry. A clinical diagnosis of diabetes 

may not be consistently available within varying providers’ EHR systems, presenting a 

barrier to diabetes surveillance. A laboratory measure of glycohemoglobin, also known as 

hemoglobin A1c (HbA1c), may be more readily accessible from both healthcare providers 

and laboratories, and may function as a proxy measure for type 2 diabetes surveillance.

The California Tracking Program partnered with KPNC, the largest healthcare provider in 

California, to evaluate the utility of HbA1c for type 2 diabetes surveillance. California 

Tracking Program and KPNC analyzed HbA1c results from electronic laboratory records of 

the 412,400 KPNC members who lived in Contra Costa or Solano counties any time during 

2010–2014, and were 18 years old or older as of January 1, 2010 (which represents about 

27% of the population 18 years and older in both counties) [20]. The research team 

calculated the lowest, average, and maximum HbA1c result for each patient and aggregated 

the data using a priori cut points of ≥6.5%, ≥7%, ≥7.5%, ≥8%, ≥8.5% and ≥9% [20]. Each 

HbA1c metric was then tested for sensitivity, specificity and positive predictive value when 

compared to a gold standard of type 2 diabetes (clinic diagnosis of type 2 diabetes). The 

measure with the highest correlation to actual diagnosis was used to examine type 2 diabetes 

by income and race at the census tract level.

2.1.3. Results—The 5-year highest glycohemoglobin ≥6.5% measure most closely 

correlated with the gold standard clinical diagnosis of type 2 diabetes [20]. Similar to known 

trends using population level-data for type 2 diabetes, this measure decreased with increase 

in median family income by census tract, and increased with proportion of residents who are 

either non-Hispanic Black or Hispanic [20].

2.1.4. Implications and limitations—The project demonstrated that glycohemoglobin 

laboratory test results are a practical and valid candidate for more geographically refined, 

ongoing public health surveillance efforts of type 2 diabetes and diabetes control in this 

geographic region, despite a market penetration of KPNC of 27% among those 18 years and 

older. However, more work needs to be done to address issues such as data quality (e.g., de-

duplication), the impact of membership tenures, and those with well-controlled type 2 

diabetes [20]. Questions remain about the generalizability of this result to geographic 

regions with lower market penetration, or where there are other health care providers with 

different standards of care than KPNC [20].

2.2. Massachusetts Tracking Program: electronic health records for public health 
surveillance of pediatric asthma

2.2.1. Objective and relevance to environmental public health tracking—
Asthma is a leading chronic health condition in children and adolescents in the United States 

[27]. Studies have reported an association between asthma (hospitalizations and emergency 
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department visits) and air pollution exposures, such as particulate matter and ozone [28]. 

The objective of this project was to explore the utility of EHRs to conduct surveillance of 

pediatric asthma.

2.2.2. Methods and benchmark surveillance data—Pediatric asthma in 

Massachusetts is tracked through a school-based asthma surveillance program. Current 

environmental public health tracking methods track asthma attacks using hospitalization 

discharge data, but methods to track overall asthma disease prevalence among children or at 

sub-county geographic levels may not be available for some states. In Massachusetts, the 

school-based asthma surveillance system is considered a benchmark for pediatric asthma 

and represents an opportunity for comparison and evaluation of EHR data.

The Electronic medical record Support for Public Health (ESPnet) provides the architecture, 

software, and governance rules that enable clinical practices to securely share population-

level aggregate EHR data with public health agencies [12]. The Massachusetts ESPnet is 

called MDPHnet; it connects ESPnet implementations in three large, independent, multi-

specialty group practices that collectively provide care for 1.3 million people or about 15% 

of the population in Massachusetts [12]. Using data queried from MDPHnet, the 

Massachusetts Tracking Program evaluated the prevalence of pediatric asthma in 12 towns 

across the state using two different candidate case algorithms. One algorithm was based on 

the International Classification of Diseases, Ninth Revision (ICD-9) coding for asthma and 

the other was based on the Healthcare Effectiveness Data and Information Set (HEDIS) 

definition for asthma, which incorporates ICD-9 coding and medication prescriptions. 

Asthma prevalence estimates were adjusted using U.S. Census data to account for 

differences in the race/ethnicity and sex distributions in each town compared to those in the 

MDPHnet population.

2.2.3. Results—Comparing the MDPHnet asthma prevalence estimates to the 

benchmark estimates, the MDPHnet definition that was based only on ICD-9 codes fared 

better than the one that included both ICD-9 code and drug prescription information 

(average absolute difference of 4% vs. 7% when compared to benchmark prevalence). 

MDPH also found that the concordance of MDPHnet based pediatric asthma prevalence 

estimates with the benchmark estimates was positively correlated with the percent of 

population coverage by MDPHnet in the 12 covered communities.

2.2.4. Implications and limitations—The project highlighted the ability of EHR-

based data to provide comparable surveillance results to those obtained by more established 

benchmark methods, though possibly dependent on sufficient population coverage of the 

EHR system. The project also brings to awareness the challenges of determining a 

standardized definition for the outcome of interest before EHR-based surveillance can be 

implemented, along with the need for a strong benchmark surveillance system for 

comparison.

Namulanda et al. Page 6

J Biomed Inform. Author manuscript; available in PMC 2020 January 14.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript



2.3. Massachusetts Tracking Program: electronic health records for public health 
surveillance of amyotrophic lateral sclerosis

2.3.1. Objective and relevance to environmental public health tracking—
Amyotrophic lateral sclerosis (ALS) is a neurodegenerative disorder that leads to gradual 

upper and lower motor neuron degeneration and eventual death, usually within five years 

[29]. Although the causes of ALS remain unknown, it has been associated with several 

genetic and environmental factors [29]. Studies have shown conflicting or inconclusive 

results of the association between ALS and chemicals such as pesticides and heavy metals 

[29]. The purpose of this project was to explore the utility of EHR data for the surveillance 

of ALS.

2.3.2. Methods and benchmark surveillance data—ALS is a rare disease that is 

currently tracked in Massachusetts by a specialized state-wide registry with mandatory 

physician reporting. The Argeo Paul Cellucci ALS Registry of Massachusetts is a resource 

intensive system and represents the gold-standard for disease surveillance with 

comprehensive annual case reporting, secondary catchment through vital records review, full 

medical record abstraction, and physician verification of each case [30]. It offers an ideal 

comparison for evaluating EHR-based ALS prevalence estimates.

Using data from MDPHnet, the Massachusetts Tracking Program evaluated five ALS 

algorithms to compare the accuracy of statewide prevalence estimates based on ICD-9 

diagnosis codes alone, prescription of the drug riluzole used to treat ALS, or a combination 

of the two.

2.3.3. Results—When comparing MDPHnet prevalence estimates to the benchmark 

estimate for crude ALS prevalence in Massachusetts, the algorithm that most closely 

matched the benchmark of 6.9 cases per 100,000 was that which required two or more 

medical visits with an ALS ICD-9 code in the past two years with or without a riluzole 

prescription. Giving a modest undercount of 5.9 cases per 100,000, this algorithm fared 

much better than the others whose estimates varied widely from 1.7 to 10.5 per 100,000. The 

algorithm identified 91 cases from the MDPHnet population for the years 2007–2011, years 

for which benchmark data were available. Of those, 78% had confirmed ALS diagnoses in 

the Massachusetts statewide registry, 10% were documented in the registry but had 

unconfirmed diagnoses, 5% were reported to the registry but did not have ALS (n = 4) or 

were not residents of Massachusetts (n = 1), and 7% were never reported to the statewide 

registry, leaving their diagnoses in question. Relaxing the definition to 1 encounter in 2 years 

would have captured 11 more confirmed ALS cases, but would also have included 9 more 

non-ALS patients and 17 more patients with no information in the statewide registry.

2.3.4. Implications and limitations—The project demonstrated that EHR-based 

surveillance may be possible for rare diseases but systems for verification of diagnoses may 

be needed, especially for conditions with complicated diagnostic criteria such as ALS. As 

with the Massachusetts asthma analysis, the project highlights the need for a strong 

benchmark surveillance system for comparison, and to inform selection of an appropriate 

case algorithm.
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2.4. New York City Tracking Program: evaluating the diagnostic validity of electronic 
health record-based surveillance indicators–the NYC Macroscope chart review study

2.4.1. Objective and relevance to environmental public health tracking—
Obesity and smoking are risk factors for several environmentally-related health outcomes 

including diabetes and hypertension [25,31]. The objective of this project was to assess the 

diagnostic validity of the following five NYC Macroscope indicators relative to population-

level estimates from the New York City Health and Nutrition Examination Survey (NYC 

HANES): smoking, obesity, hypertension, diabetes, and elevated cholesterol.

2.4.2. Methods and benchmark surveillance data—NYC HANES is a local 

version of the National HANES (NHANES) that assesses the health and nutrition status of 

NYC residents [32]. NYC HANES provides data on some conditions, e.g., diabetes, high 

blood pressure, high cholesterol, and depression, and environmental exposures such as 

second-hand tobacco smoke, lead, and mercury [32]. NYC HANES serves as a benchmark 

to compare EHR-based measurements of these conditions.

The New York City Macroscope electronic health record surveillance system obtains EHR 

data from the NYC Department of Health and Mental Hygiene Primary Care Information 

Project’s Hub Population Health Network (Hub). The Hub is a distributed query network 

that allows the health department to obtain aggregate data on patients from over 700 

ambulatory practices in NYC [33].

NYC Tracking Program identified patients represented in both NYC HANES and NYC 

Macroscope, who had signed medical record release forms addressed to their primary care 

provider, and had visited the provider within a year prior to the NYC HANES interview 

data. The NYC Tracking Program built a chart abstraction tool for secure data entry and data 

management of the EHR charts of these patients, reviewed the charts, classified them 

according to the five outcomes of interest, and calculated the prevalence for these indicators. 

The Program compared measures from NYC HANES and NYC Macroscope by assessing 

the percent agreement, sensitivity, specificity, and positive and negative predictive values.

2.4.3. Results—NYC Macroscope indicator definitions applied to data abstracted in the 

chart review for smoking, obesity, hypertension, and diabetes attained a high level of validity 

(sensitivity and specificity > 0.90) relative to the NYC HANES self- reported survey 

measures [21,22]. Diagnostic validity, based on a smaller age-restricted sample (men ≥ age 

40 and women ≥ age 45), was lower for cholesterol (sensitivity = 0.69 and specificity = 

0.75) [21].

2.4.4. Implications and limitations—The results suggest that NYC Macroscope 

definitions and measures for smoking, obesity, hypertension and diabetes can be useful for 

tracking the health of New Yorkers. These data are usually only available through self-

reported survey data. By accessing medical chart data directly, this pilot project provided a 

degree of rigor to the validation of EHR data for public health surveillance. However a 

limitation of this project was having a small sample size for analysis.
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3. Discussion

The results of these pilot projects, also summarized in Table 1, highlight the potential to use 

EHRs for environmental public health tracking and broader non-communicable disease and 

risk factor surveillance. The results also demonstrate the potential of using EHRs for 

surveillance of rare diseases that may lack comprehensive registries, and surveillance of 

prevalent health conditions or risk factors for health outcomes at a finer geographic level. A 

synthesis of results of all the funded projects with an emphasis on challenges and lessons 

learned, as well as future tracking efforts related to EHRs is described in the following 

sections.

3.1. Electronic health records for environmental public health tracking

The pilot projects demonstrated ways that EHR-based estimates can be used to fill current 

gaps in surveillance data. The California Tracking Program was able to demonstrate the use 

of EHR-based estimates to map the distribution of type 2 diabetes at census tract level, a 

more geographically refined level than is available using existing survey data. The California 

Tracking Program used these measures to map the spatial distribution of age-adjusted rates 

of glycohemoglobin results, which revealed disparities in type 2 diabetes prevalence in 

populations based on median family income and race/ethnicity. Massachusetts demonstrated 

the possibility of EHR-based surveillance of prevalent conditions such as pediatric asthma as 

well as rare diseases such as ALS. In states that do not have a specialized registry for rare 

health outcomes such as ALS or birth defects, EHRs could provide data to develop 

prevalence estimates for these outcomes. However, these pilots have demonstrated the need 

for validating EHR-based estimates, which would be a challenge without a population-based 

benchmark. New York City demonstrated the use of EHRs for surveillance of some common 

risk factors of adverse health outcomes, which are usually only available through self-

reported survey data. EHRs could be explored to provide less biased estimates using actual 

measurements of risk factors e.g., elevated cholesterol, though some risk factor data e.g., 

smoking, could also be self-reported in EHRs and therefore, may suffer the same bias as 

survey data.

3.2. Data elements needed and challenges in applying electronic health records data to 
environmental public health tracking

The several data elements available to develop EHR-based population estimates include 

demographics, diagnosis and co-diagnosis, prescription information, laboratory test results, 

social history, or information on risk factors for adverse health outcomes. Some challenges 

were identified in using these data to develop measures for public health surveillance. One 

challenge is identifying the correct definition of measures that can be used for public health 

surveillance. Massachusetts tested several algorithms with different combinations of 

diagnosis and medication prescription information to define prevalence measures of asthma 

and ALS. As a result, prevalence measures that closely matched the population-based 

estimates were identified based on different algorithms for each outcome using ICD-9 codes 

only for both asthma and ALS. An interesting observation was that medication information 

did not increase the validity of either the asthma or ALS measures. It is possible that 

algorithms suitable to develop measures for public health surveillance using EHR data may 
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differ for different health outcomes, therefore, more work will need to be done to identify 

and possibly standardize algorithms for health outcomes that are of interest to the Tracking 

Program. Interest has increased in exploring the potential of using EHR-based estimates to 

enable public health surveillance where no registry or population-based data exist. However, 

these pilot projects have demonstrated the need for population-based estimates to inform the 

validity of EHR-based estimates. More work will be needed to identify other methods of 

validating EHRs-based estimates, such as medical chart reviews.

Another challenge is the percent of the population covered in the electronic health records. 

The project results in Massachusetts showed that the accuracy of the EHR-based estimates 

were positively correlated to the percentage of the population covered by EHRs. For towns 

in Massachusetts with lower population EHR coverage, EHR-based asthma prevalence 

tended to underestimate asthma prevalence, while towns with higher EHRs coverage had 

asthma prevalence estimates closer to the population-based estimates.

3.3. Technical requirements and barriers to accessing electronic health records data

These pilot projects presented different models of storing, accessing, and protecting the 

confidentiality of EHR data. New York City’s Macroscope and Massachusetts’s MDPHnet 

distributed systems allow individual healthcare providers to house EHR data while allowing 

the state/local departments of public health access to only aggregate data through queries 

[12,13]. The distributed model protects the confidentiality of the patient and also limits the 

amount of data accessible by the public health programs [12,13]. The Missouri Tracking 

Program on the other hand is working on developing a common platform structure to store 

and access data. Missouri was also funded to pilot the use of EHR data within their Tracking 

Program, though they were not able to complete the pilot within the project period. The 

objective of the project was to develop an infrastructure to receive, validate, and process 

EHR data from Missouri’s Electronic System for the Early Notification of Community-

based Epidemics (ESSENCE) and from its Health Strategic Architectures and Information 

Cooperative (MOHSAIC) system. When complete, de-identified or aggregate EHRs and 

electronic laboratory data from ESSENCE and MOHSAIC respectively would be accessed 

from a central location. The California Tracking Program was able to access de-identified 

electronic laboratory data through partnership with the health care provider. These examples 

show that EHR data will likely be accessed via varied methods across Tracking states: a 

combination of distributed systems, direct collaboration with healthcare providers, and other 

implementations of health information exchanges (HIE).

HIEs facilitate the accessing, aggregating, sharing, and exchanging of EHR data. In 2014, 36 

out of 50 states had laws relating to a HIE or Health Information Organizations (HIO) (e.g., 

their implementation or regulation) [34]. Additionally, in 2015, 84% of non-federal acute 

care hospitals, an increase from 9% in 2008, had adopted basic EHRs systems, which 

include electronic clinical information with clinician notes, computerized medications order 

entry, laboratory and radiology reports/images, and diagnostic test results [35]. Tracking 

Program states with no HIEs may find it more challenging to access EHR data.

There are also non-technical challenges of accessing EHR data. With the increase of 

meaningful use of EHR technology, sharing of reportable health outcome data from EHRs to 
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public health agencies may soon become simpler and routine. Because laws regulating the 

reporting of health outcomes and conditions may differ among states [36], accessing EHR 

data for health outcomes and conditions not yet reportable may be more of a policy issue 

than a technical issue. Access to non-reportable chronic disease data, e.g., diabetes may be 

simplified by mandating reporting. Doing so would make it easier for public health agencies 

to access these data without, for example, lengthy institutional review board (IRB) approval 

processes.

3.4. Emerging approaches and opportunities to utilize electronic health records in 
environmental public health tracking

As demonstrated by the case studies presented above, successful implementation of EHRs 

for public health surveillance and environmental public health tracking is the result of a 

collaborative effort between state health departments and groups that develop systems which 

aggregate EHR data for public health access and use. Tracking Programs that are interested 

in using EHRs data could begin by identifying groups within their state, similar to NYC 

Department of Health and Mental Hygiene’s Primary Care Information Project or Harvard 

Medical School’s Department of Population Medicine in Massachusetts (and their 

collaborators), that aggregate clinical data for public health practice, so as to initiate 

collaborations with them. In states where these groups are yet to be established, Tracking 

Programs could take advantage of their existing collaborations with heath care providers and 

work toward expanding on them to include sharing of EHR data.

In addition to the different ways the pilot projects accessed EHR data, Tracking Programs 

could also consider other new and ongoing efforts focusing on interoperable solutions to 

facilitate access and sharing of EHR data, e.g., Fast Healthcare Interoperability Resources 

(FHIR). FHIR is a standard and architecture for exchanging health information 

electronically between healthcare applications [37,38]. FHIR interoperability resources 

provide a common way to define the information contents and structure for the core 

information that is shared by systems [37]. This enables sharing of data between diverse 

EHRs system technologies, and also aggregating of data from several EHRs [39]. FHIR is 

still a draft standard.

As discussed earlier, the recommended elements required to develop EHR-based estimates 

may depend on the selected health outcome and algorithm. More pilot projects are needed to 

define the best algorithm to develop EHR-based public health estimates for different health 

outcomes of interest to the Tracking Program, including defining the best combination of 

different data elements accessible through EHRs. The pilots could also help determine if 

these algorithms can be standardized across states to facilitate national comparisons of 

public health surveillance measures. Tracking Programs could also consider how they would 

validate the EHR-based estimates, which includes selecting appropriate benchmark data and 

methods for validating EHR-based estimates against population-based estimates, and 

additional methods such as medical chart reviews.

More work is also needed to identify other uses of EHRs for environmental public health 

tracking. For example, EHR data could be used to obtain more timely health outcome data to 

support responses to public health incidents such as wildfires, extreme heat or other extreme 
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weather events. EHR data may also be useful in developing estimates of exposure to 

environmental hazards (e.g., pesticides and lead) among population groups. Exposure data 

for several hazards are not available for most states, underscoring a need for exploring how 

EHR data can supplement the surveillance of exposures to hazards.

Finally, the Public Health Informatics Institute EHR toolkit for planning an EHR-based 

surveillance program is a resource that could be useful to state public health programs in 

their efforts to use EHR data for public health surveillance. The toolkit includes a set of 

field-tested tools to help programs plan public health surveillance systems using EHRs [40].

4. Conclusions

These pilot projects have demonstrated the use of data from EHRs for public health 

surveillance of health outcomes and risk factors of adverse health outcomes that are of 

interest to environmental public health tracking. More work needs to be done to define the 

best algorithms for public health surveillance measures using EHR data. More work is also 

needed to determine if these algorithms and their implementation could be standardized 

across states to provide comparable measures nationally. Other potential uses of EHR data, 

e.g., for the surveillance of exposure to environmental hazards need to be explored.
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