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Abstract

Objective: Emergency management and operations (EMO) personnel require up-to-date
information to make informed decisions during natural and man-made disasters. However,
information gaps present challenges for accessing human health risk assessment and risk
management strategies for dermal exposure. This article describes the development of a decision
support system, the Dermal Exposure Risk Management and Logic (DERMalL) eToolkit.

Design: The DERMaL eToolkit provides information on key resources used in emergency
incidents. Resources were classified according to response phase, resource categories, and
information category and evaluated on reliability, accessibility, and preference by subject matter
experts in emergency management fields. These rankings were used to generate a value of
information score, unique for each resource, which aids in developing reference lists for users
during each incident phase.

Results: This tool will identify and prioritize information resources on dermal risks, and can
readily find the most relevant information to suit EMO needs.

Conclusion: The DERMaL eToolkit can be used as an aid in finding information resources
targeted to scenario-driven needs by providing well-vetted and prioritized resources related to
dermal hazards, exposure, and risk assessments for EMO.
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INTRODUCTION

Emergency management and operations (EMO) personnel require timely and up-to-date
information to make informed decisions during both natural and man-made disasters. Much
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of the guidance for the EMO community is hazard based. There are dermal risk assessment
guidance documents available from the US Environmental Protection Agency (USEPA) and
other agencies,12 and this guidance may be applied to multiple scenarios and emergency
incidents. Figure 1 illustrates the top-down model for guidance for EMO, where the majority
of information and guidance identified can be applied to any incident,34 followed by
information on specific scenarios (man-made or natural disasters),>9 hazard type,”-11-17 and
the domain (environmental, occupational, and community).16:18-21 For example, the Federal
Emergency Management Agency (FEMA) created the National Incident Management
System and Incident Command System to provide a comprehensive national approach to
incident management.34 Initiatives managed by the National Library of Medicine (NLM),
Centers for Disease Control and Prevention (CDC), and the USEPA are designed to serve as
resources applicable to specific scenarios (ie, transportation incidents, industrial accidents,
and terrorist attacks) or hazards (ie, chemicals, radiation, and biological agents).>23-25
Despite availability of such information, detailed resources geared to specific hazards
(chemical, biological, radiological, nuclear, environmental, and psychological stressors), 16
or routes of exposurel22.23 continue to be needed.

There are limited data on the contribution of dermal uptake in risk assessment and risk
management strategies. Risk assessment characterizes risk associated with a specific hazard,
and risk management focuses on the application of these findings to make decisions to
control the risk.28 Information gaps in human health risk assessment and risk management
strategies for the dermal route of exposure may result in significant health risks during
chemical incidents.2” For example, responders or other EMO personnel may be exposed to
chemicals via spills, contact with contaminated materials, or off gassing or vapors absorbed
by the skin and may not have the information needed to address such exposures.28-30 The
traditional focus in occupational risk assessment on inhalation exposures does not fully
address first responders’ needs. This gap could cause responders and the public to be
vulnerable to chemical threats that can elicit toxicological responses through skin contact.
For example, a common hazard assessment resource, such as the qualitative skin hazard
notation, as documented in resources such as skin notation profiles! is available for only a
limited number of chemicals. Dermal contact is often perceived to be a secondary exposure
route; however, this route may present significant health risks during a chemical incident.
29.31 The potential for dermal exposures during EMO necessitates a systematic approach
designed to collect, organize and process relevant data that can be readily applied during
chemical emergencies involving dermal exposures.32

The purpose of this article is to describe the development of the Dermal Exposure Risk
Management and Logic (DERMaL) eToolkit (/zips.//dermal.nlm.nih.gov/) based on the
decision support system (DSS) described in Dotson et al.32 This effort was initiated and led
by the National Institute for Occupational Safety and Health (NIOSH), an Institute of the
CDC. The DERMaL eToolkit provides information on key resources that can be used in any
emergency incident. It addresses the need of EMO personnel for information such as
selection of appropriate chemical protective clothing (CPC), decontamination, medical
counter treatments, and symptoms diagnosis. The DERMaL eToolKkit is currently hosted and
supported by the NLM. Other tools that are available for EMO that provide critical decision-
making information during mass casualty events include the NLM’s Chemical Hazards
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Emergency Medical Management (CHEMM) and Wireless Information System for
Emergency Responders (WISER),2533 and the USEPA Computer-Aided Management of
Emergency Operations.34 The DERMaL eToolkit supplements such resources by providing
dermal-specific information for EMO activities.

Conceptual model

Dotson et al.32 outlined a DSS for characterizing dermal exposure during EMO. The
outlined DSS facilitates dynamic decision making during the life cycle of an emergency
incident (ie, preparedness, response, and recovery) and comprises two modules: (1) resource
compilation and (2) prioritization. Figure 2 illustrates the primary components (ie, scenario
planning, risk assessment and risk management, and multicriteria decision analysis
[MCDA]) of the DSS as applied in EMO. For each component, numerous elements are
included to aid users in identifying critical considerations that will affect the overall incident
management.

The DSS combines scenario planning, MCDA, and risk analysis and provides the
architecture for these key elements to be included in the tool so that EMO personnel may
utilize the dermal risk resources based on their needs.

Scenario planning has been described as the part of the strategic planning methods that
manages uncertainties in the future by using various tools and technologies,3%:36 and may
also be used to evaluate alternative strategies when there are multiple scenarios.3” Using
narratives to depict a plausible future is how scenario planning is most commonly
depicted3’; however, the DERMaL eToolkit simplifies this process by using three scenario
options (eg, preparedness, response, and recovery) that mirror the capabilities in the mission
areas in an emergency response identified by the National Preparedness Goal.38 For
example, the preparedness scenario addresses needs for the prevention, protection, and
mitigation mission areas, the response scenario addresses needs for the response mission
area, and the recovery scenario addresses needs for the recovery mission areas. This results
in a tool that is versatile and can be used in the five mission areas, as described by FEMA, of
an incident where there is potential for dermal exposure to chemicals.

Risk assessment has been effective in evaluating public health and environmental concerns
for most public health agencies and organizations.2% In response to decision-making
challenges, risk assessment has been paired with MCDA to form a comprehensive
framework for environmental management.3® MCDA provides a method to help evaluate
alternatives using systematic analysis that integrates risk levels, uncertainty, and valuation,3°
and has been successfully used for emerging environmental threats*0 and can be used in
strategic planning.#1.42

Literature review (resource compilation)

To build the comprehensive database for the DERMaL eToolkit, resources were identified,
collected, and organized by (1) incident phase, (2) information categories, and (3) resource
types. The literature review comprised several database searches, including Doody’s Core
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Titles, Worldcat, NLM’s LocatorPlus, google scholar, and governmental databases such as
the Hazardous Substance Data Bank, NIOSHTIC-2 publications search, and the National
Technical Information Service. Peer-reviewed articles from databases such as PubMed were
excluded since they were beyond the scope of the eToolkit. Search terms used included:

L] dermal OR skin AND personal protective equipment;
L] dermal OR skin AND emergency responder;

L dermal OR skin AND hazmat;

L] dermal OR skin AND first responder; and

L] dermal OR skin AND ppe.

The identified resources were compiled in an Microsoft Excel™ spreadsheet for review by
three subject matter experts (SMEs), two reviewers were from NIOSH and one reviewer was
from the University of Cincinnati. The resources were reviewed for relevancy and content.
Resources were removed from the list if there was a newer edition or version of that resource
or if the resource was not relevant to dermal exposure. In addition, new resources were
added if identified by the literature review team or other SMEs. This effort yielded a final
list that comprise 164 resources listed in the Appendix of Dotson et al.32 Each of the
resources was “tagged” with information regarding the scenario for which the resource
would be of most use (preparedness, response, and recovery), information category (ie,
health effects, exposure assessment, exposure control measures, and medical management),
and resource type (ie, government document, reference or textbook, on-line resource, and
databases).

Value of information scoring (prioritization)

For the DSS, the method to evaluate alternatives is a value of information (VOI) score. Each
of the resources in the DERMaL eToolkit was evaluated on reliability, accessibility, and
preference, which is a measurement based on personal use. Each of the 164 individual
resources in the DERMaL eToolkit was assigned a VOI score, which facilitated
prioritization of the resources based on EMO needs.

Additional SMEs with a breadth of expertise in EMO were recruited to rate the resources in
the DERMaL eToolkit resource library. Each resource was reviewed and rated by up to 15
SMEs. Professional disciplines for SMEs included certified industrial hygienists,
toxicologists, HAZMAT specialists, physicians, fire fighters, national laboratories, and law
enforcement officials from local, state organizations, and federal organizations. The SMEs
ranked each resource from the literature review with a value from 1 to 5 (with 1 being the
lowest and 5 being the highest scores) for three qualities including:

1 Quality defined as the level of value to the EMO audience;
2. Accessibility defined as the level of ease to obtain or refer to the resource; and

3. Preference defined as the level of personal use or something the SME viewed as
essential.
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These criteria are more fully explained in Dotson et al.32 Application of the VOI scores in
the DSS ensures that prioritization of information resources is based on critical needs of
EMO personnel.

The crude VVOI can be determined by calculating the average of ratings for quality,
accessibility, and preference. The overall prioritization process can be further refined to
address specific user needs by customizing the weights of the different criteria and factors.
To provide a dynamic range in the process, modifying factors were included to further refine
resource prioritization. Table 1 depicts how the algorithm would work for a range of
resources receiving quality, availability, and preference scores from 1 to 5 for the response
and recovery scenarios. The final VOI scores based on SME rankings were determined using
the following formula:

VOI=(Q+A+P)/3+[(Q+A+P)/3]xM

where VOI, Value of Information; Q, Quality; A, Accessibility; P, Preference; M, level of
detail.

The modifying factor (M) in the DERMaL eToolkit is the level of detail in a resource. Each
resource was assigned a categorical score of 1-3, where a score of 1 indicated the resource
had minimal detail and a score of 3 had detailed information that would be most useful to
EMO personnel. The value assigned to the scoring is as follows: a score of 1 was assigned
-0.25, a score of 2 was assigned 0, and a score of 3 was assigned +0.25. As such, sources
that do not have detailed comprehensive information or which may only contain links to
other resources would receive a score of 1 (valued at —0.25) whereas a comprehensive and
detailed source would receive a score of 3 (valued at +0.25).

Programming

The DERMaL eToolkit is a Web-based application that communicates with a structured
query language database. It was developed using asp.net 4.5, entity framework 6, and model-
view-controller architecture. The code for the DERMaL eToolkit was written in C# and uses
standard window membership role-based security. The Web site was created using
responsive design, so that the eToolkit has easy reading and navigation with minimum
resizing, panning, and scrolling across a range of devices including personal computers,
tablets, and smart phones.

RESULTS: APPLICATION AND OVERVIEW OF TOOL

The DERMaL eToolkit is organized by (1) scenario, (2) information categories, and (3)
resource types. By doing so, EMO personnel can readily find the most relevant information
to suit their needs. To demonstrate the use of the DERMaL eToolkit, one of the case studies
from Dotson et al.32 is highlighted. In this scenario, an uncontrolled release of benzene
(CAS# 71-43-2) from a tanker truck occurs arising from a traffic accident. The responding
EMO personnel note that dermal exposure may occur via contact with the spilled benzene
liquid and vapor emissions and are concerned about appropriate CPC. Figure 3 displays the
homepage of the DERMaL eToolkit. On this page, the responder would select the “hot
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button” PPE from the response phase, depicted in Figure 3, box A. The buttons for the
response phase stand out so that they are easily differentiated from the preparedness and
recovery phase buttons for use of the eToolkit under highly stressful conditions. The “hot
buttons” were chosen for the response phase because searches related to PPE, DECON, and
health information were determined to be the most likely to be used during the response
phase. Other tools on the homepage that could be utilized include a dermal checklist for
assessing risks during response activities, as shown in Figure 3 box B, adapted from Dotson
et al.32 A link to open CHEMM-IST, a decision tool developed by the US Department of
Health and Human Services for the rapid identification of possible chemical exposures and
syndromes, is also included on the DERMaL homepage, as shown in Figure 3 box C.

Figure 4 displays the search results for the response phase PPE hot button. The search can
also be edited on this page by selecting from drop down menus for /ncident phase,
information category, and resource. More than one item can be selected in each search box.
Additionally, if there is a specific resource(s) the responder needs, the responder can find the
resource(s) by typing a key word or phrase in the Word or Phrase box. For example, the
responder may narrow the search by entering “WISER” or “Pocket Guide” in the word or
phrase box.

The level of information displayed on the search page is customizable. In the default view of
the DERMaL eToolkit, the responder will be able to select the link for the resource in a new
window or tab and view the title, description, and relevance. In the DERMaL eToolkit, there
are several options for customizing visual display of information. By selecting the “Select
column” button displayed in Figure 4 box D, the responder will be able to customize the
information display. The available selections are shown in Figure 5.

The DERMaL eToolkit search may be exported into an Excel table by clicking the “Export
Table” button in Figure 4 box E, so that the responder may review the resources later if
needed. The Excel table includes information such as the Resource 1D, Resource,
Description, Source, Date, URL, phases, and categories. The exported file is shown in
Figure 6.

In this scenario, the search contained resources that the responder would find useful. More
specifically, the responder chose the NIOSH Emergency Response Safety and Health
(ERSH) database. By clicking the button in Figures 4 and 7, box F, the responder is able to
go to the resource page (Figure 7), which contains a variety of information including the
description, resource type, source, and the review date. If the responder decides to continue
with this resource, selecting box G in Figure 7 will direct the responder to the ERSH home
page where information on PPE can be obtained.

If the information that the responder is not contained within the DERMaL eToolkit, the
Google search displayed in Figure 4 box H on the results page of the DERMaL eToolkit
provides a contextual Web search that can be used to conduct a predefined Google search
such that the most relevant resources will be at the top of the Google search page (Figure 8).
In this example, the top items in the predefined search included the “HAZWOPER 40 HR
Manual—Environmental Response Training” and the “Personal Protective Equipment Guide
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for Military Medical Treatment Facility Personnel Handling Casualties from Weapons of
Mass Destruction and Terrorism Events.” Additionally, once the contextual Web search has
been performed, the responder is able to edit the search field to further explore by including
additional terms (ie, chemical name) or removing terms already populating the search box.
For example, entering the term “benzene” to the Google search depicted in Figure 8 yielded
“OSHA Technical Manual (TM) Section II: Chapter 2 Surface Contaminants, Skin
Exposure, Biological Monitoring and Other Analyses” (/ttps.//www.osha.gov/dts/osta/otm/
otm_ii/otm_ii_2.html) and “Occupational Safety and Health Administration Chemical
Sampling Information: Benzene” (/Attps.//www.osha.gov/dts/chemicalsampling/data/
CH_220100.html). Further modification of the search terms to “benzene skin dermal
chemical exposure” yielded “ATSDR- Medical Management Guidelines (MMGs): Benzene”
(https.//wwwi.atsdr.cde.gov/mmg/mmg.asp2id=35&tid=14).

The relevance score, as depicted in Figure 4 (1) on the DERMaL results page, uses the VOI
scoring and algorithm described in the methods. The VOI determines the relevance of the
resource to the specific search initiated by the responder. The first five resources have the
same relevance/shading, and each would be a good resource for the responder to select for
information on PPE. These results include the NIOSH Pocket Guide search page, the
NIOSH ERSH Database, the Emergency Response Guidebook and mobile app, and OSHA’s
occupational chemical database. The brief description included in the default view Figure 4
should assist the responder in determining which resource to utilize.

DISCUSSION

This article describes the design and intended uses of a Web-based tool to support
information needs related to making decisions regarding dermal exposure to, and potential
health risks associated with, chemical hazards for EMO. The DERMaL eToolkit was
developed by NIOSH/CDC and is hosted as an on-line resource by the NLM and is included
in the CHEMM Resource page (/tips.//chemm.nlm.nih.gov). The eToolkit is expected to
provide immediate utility for identifying and prioritizing information resources on dermal
hazards and risks. The use of a systematic and SME-driven process to identify and catalog
resources improves the likelihood that EMO decision makers will identify the most useful
information. Key features of the eToolkit designed to improve its impact include:

L] provision of well-vetted and prioritized resources related to dermal hazards,
exposure, and risk assessments for EMO;

L] addition of a supplemental optimized Google search feature to enhance
resources with evergreen on-line content that can add chemical-specific
searching ability; and

L] linkage to other user tools for EMO, including the dermal risk assessment
checklist tool and the CHEM-IST tools for toxidrome-based chemical
identification.

The DERMaL eToolkit in its current form is intended primarily to aid the technical specialist
in EMO in finding information resources targeted to scenario-driven needs. One challenge
faced in developing the eToolkit was the absence of a ready mechanism to include chemical
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specificity in the top layer of the output. This limitation is due in part to the fact that many of
the most valuable resources are books or databases that have individual chapters or
dedicated pages to chemical-specific information that are not individually electronically
tagged with a chemical-specific keyword. These resources were included in the eToolkit as
the whole resource, and not individual chapter or page content. To offset this limitation, the
eToolkit resource output is also supplemented with an optimized Google search that can be
modified to include chemical-specific terms. A second limitation of the eToolkit is that it
pulls from a dedicated bibliography of vetted resources. While the publication of new
dermal hazard and risk-related resources will likely occur at a slow pace, a mechanism to
maintain the eToolkit with current content is required.

The DERMaL eToolkit has potential to provide decision support to inform EMO relating to
dermal hazards. Figure 9 is modified from Dotson et al.32 and extended to show module 3 of
the DERMaL eToolkit. In this figure, module 1 is the resource compilation and module 2 is
data integration. The current configuration of the DERMaL eToolkit meets the intent of
modules for problem formulation, resource identification, and prioritization. A future design
goal is to narrow the output of the DERMaL eToolkit such that it can be used as a decision
assist tool. In this case, module 3 would represent a potential decision analysis approach
using weight of evidence methods. This module would use both qualitative and quantitative
information on dermal risks to support risk management strategies and other EMO needs to
answer questions such as: “Which glove material is best for an exposure scenario?” “What
medical management is needed?” And “What are the appropriate decontamination
procedures?” To be able to arrive at these decisions, the module first must consider the
problem formulation (ie, PPE, decontamination, and medical management). Much like the
prioritization module, the response phase, resource type, and information category are taken
into consideration. However, in module 3, the information is integrated to give an
assessment to support the decision based on a set of predetermined SME answers.
Developing expert rules to enable module 3 will identify data gaps, such that future studies
can focus on filling these knowledge gaps and provide actionable information for the EMO
community.
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Figure 1.
Information model on EMO guidance.

The top-down model of guidance for EMO personnel. Much of the information is broad in
scope (ie, incident, scenario, and domain) and hazard specific, and narrows down to route of
exposure.
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Primary components of a DSS.

aThe DSS incorporates different components, so that the tool is versatile and can be used in
any phase of an incident where there is potential for dermal exposure to chemicals. The DSS
assists in characterizing and managing risk during chemical emergencies involving dermal
exposures and uses the three principles of (1) scenario planning, (2) MCDA, and (3) risk

assessment and management strategies.

bScenario planning is commonly done by using a narrative to depict a possible future. This

strategy manages uncertainties in the future, and can be used to evaluate alternative
strategies when there are multiple scenarios.

CMCDA is a method applied to understand complicated decisions and assists in choosing
among alternatives via systematic analyses of risk levels, uncertainty, and valuation based on

multiple criteria.

dRisk assessment characterizes risk associated with a specific hazard, and risk management
focuses on the application of these findings to make decisions and policies to control the

risk.
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DERMAL i

Contact Us About

The DERMaL eToolkit provides emergency preparedness responders, incident
commanders, and other emergency management professionals a resource library of
references and information related to dermal (skin) exposure to chemicals.

Each resource was reviewed and rated by a team of subject matter experts in the
. emergency management field, This ensures the most relevant resources (according to
o | selected criteria) are displayed at the top of the list.

oo
=
Decon ' E To begin, click on the Incident phase you are currently in, or choose...
—
oo

- - Browse All Resources

I:.!&m more about the DERMaL eToolkit, by viewing these publications. A dermal
checklist for assessing risks during response activities involving chemicals (PDF,
205KDb) (adapted from Dotson et al) contains key questions 10 ask during a risk
analyses (i.e., risk assessment, risk management).

L% Open CHEMM-IST 2

Figure 3.
Homepage of the DERMaL eToolkit.

This figure displays the DERMaL eToolkit homepage. Box A displays the “hot buttons” for
the response phase, and boxes B (a dermal checklist for assessing risk during response
activities) and C (a link to CHEMMIST, a decision tool for the rapid identification of
possible chemical exposures and syndromes) highlight different resources that can be used
during an emergency response.
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Figure 4.
Search results for PPE in the response phase of the DERMaL eToolkit.

This figure displays the search results for the DERMaL eToolkit response PPE hot button.
Different features on the search page includes the ability to customize what information is
available (box D), the export function (box E), the resource link (box F), the contextual web
search (box H), and the VVOI scores, titled Relevance (box I).
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Figure5.
DERMaL viewer customizability.

This figure depicts the customizability options for the search page display in the DERMaL
eToolkit when “Select Columns” is selected.
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Figure®6.

DERMaL resource export.
This figure depicts data exported to excel when using the export function of the DERMaL
eToolkit. The Excel database contains comprehensive information for each resource,
including the VVOI scores, phases, and categories.
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Figure7.
DERMaL resource page.

This image displays the resource page of the DERMaL eToolkit once it has been selected
from the search results, and how to navigate to the homepage of the resource. In this
example, the resource is the NIOSH ERSH database.
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weseencs
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Al News images Shopping Videos More » Search lools

About 126 resuits (0.80 seconds)

FOIHAZWOPER 40 Hr manual - Environmental Response Tr...
hitps ffertpvu.orgl. . /ERTP%20HAZWOPER %2040%20Hr3%620manual pdf
Hazardous Waste Operations and Emergency Response (HAZWOPER) ... Select and
use dermal and respiratory protective equipment. ... required to wear chemical
protective clothing, which may be stressful to ... CFR 1010.134 is necessary in order to
participate in this course. ... ABIH Certification Maintenance points: 5D ...

o personal Protective Equipment Guide for Military Medical...
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Figure8.
DERMaL predefined contextual Google Web search.

This image displays the contextual Web search option used to conduct a predefined Google
search so that the most relevant resources will be at the top of the Google search page. This

contextual Web search was created using the DERMaL eToolkit search for PPE in the

response phase of an emergency event.
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Figure.
Future module for the DERMaL eToolkit.

This image illustrates the conceptual framework to expand the DERMaL eToolkit by
including a decision module. The decision module integrates information using a weight of
evidence approach and gives a qualitative or quantitative assessment to support the decision
(ie, what are the appropriate decontamination procedures, what medical management is
needed).
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