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Abstract

The ability of wireless systems—e.g., voice communication, proximity detection, tele-remote
operation, telemetry, etc.—to function satisfactorily (coexist) in the presence of other wireless
systems is critical to the safety and health of mine workers. The failure of wireless systems to
coexist could result in the delay, corruption, or outright loss, of critical data, voice, or video
information. However, no mining-sector-specific regulations, standards, or guidelines exist to
ensure the safe coexistence of wireless systems. This paper introduces the concept of wireless
coexistence, implications in the mining industry, and the National Institute for Occupational Safety
and Health’s (NIOSH’s) research approach to develop guidelines and recommendations to ensure
safe wireless coexistence.

INTRODUCTION

Complex electronic systems are becoming commonplace in the mining industry. The need
for these systems to function properly is often critical to miner safety and health. The ability
of electronic systems to function properly in the electromagnetic environment in which they
operate is known as electromagnetic compatibility (EMC) [1-3]. However, all electrical

and electronic systems, whether intentionally or unintentionally, transmit and may receive
electromagnetic energy. The intentional or unintentional transmission or unintentional
reception of electromagnetic energy that adversely affects the ability of systems to function
acceptably is a phenomenon known as electromagnetic interference (EMI) [1-3].

As a result of the evolving complexities and applications of systems using wireless
technologies, the ongoing reallocation of radio frequency (RF) spectrum, and the increased
use of unlicensed and shared spectrum, the ability of wireless systems to coexist has

been identified as a requirement to ensure overall EMC [4]. Focusing specifically on
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RF transceiver systems, wireless coexistence differs from EMI in that, as the National
Institute of Standards and Technology (NIST) states, “Coexistence implies measuring the
mutual interaction between multiple communications systems simultaneously. Interference
Is focused on only the impacted system and may cause both communication and basic
operation disruptions.” [4].

At the simplest level, wireless coexistence can be defined as the ability of wireless systems
to function satisfactorily in the presence of other wireless systems. The Institute of Electrical
and Electronics Engineers (IEEE) more specifically defines wireless coexistence as the
ability of one wireless system to perform a task in a given shared environment where other
systems have an ability to perform their tasks and might or might not be using the same set
of rules [5].

However, ensuring wireless system coexistence is challenging and implies “...allowing and
measuring the mutual interaction between multiple communications systems”[4, 6]. As
such, defining a failure of wireless systems to coexist is complex, and the application

of wireless systems must be carefully considered when defining failure metrics [4]. The
allowable amount of performance degradation due to a mutual interaction of wireless
systems could vary dependent upon the application. Furthermore, coexistence testing is

not simply about the unit-under-test or system-under-test but “..sow much impact the
unit-under-test (UUT) or system-under-test (SUT) causes to other users of the spectrum”
[6]. In essence, a wireless system cannot be tested for coexistence on its own because the
mutual interaction with other wireless systems in its intended operational environment must
be tested [4].

WIRELESS COEXISTENCE IN INDUSTRIAL AND MEDICAL SECTORS

The industrial and medical sectors have recognized the need for wireless coexistence with
U.S. Federal agencies taking a proactive approach to the problem in the medical sector.

The International Society for Automation (ISA), NIST, SINTEF, and VDI/VDE-2185

all discuss the importance of wireless system coexistence [7—10]. Numerous standards
involving wireless system coexistence have been developed and continue to evolve [11-15].
However, whitepapers, conference proceedings, and peer-reviewed publications continue to
present concerns regarding the ability of wireless systems operating in unlicensed or shared
spectrum to coexist [16-22].

Three federal agencies, the National Institute for Standards and Technology (NIST), the
Food and Drug Administration (FDA), and the Federal Communications Commission
(FCC), have taken proactive approaches in recognizing the risks and acknowledging
concerns regarding wireless coexistence. NIST states, “Coexistence concerns are driven

by the increase in the use of wireless technology to connect critical equipment, the

higher density of sensitive equipment (e.g., health care facilities) and the intensive use

of unlicensed or shared spectrum. ”’[4]. In a joint statement, the FDA and FCC assert in
part, “Developing and integrating wireless and broadband communications technology with
medical devices and applications requires agencies to assure that such devices operate in
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a safe, reliable and secure manner.”[23]. In 2013, the FDA assumed a leadership role

by recommending “..addressing such risks through testing for coexistence of the device
wireless system in the presence of the number and type of in-band sources expected to be
in proximity to the device” as part of a wireless technology guidance document for industry
and Food and Drug Administration staff [24].

IMPLICATIONS IN MINING

The need for wireless system coexistence in the mining sector has already become apparent.
For example, a global computer network equipment provider states as part of its guidance

on wireless network requirements for an autonomous vehicle underground mining system
that no other systems should be using the 2.4 GHz industrial, scientific, and medical (ISM)
spectrum in the area where their system is to be deployed [25]. In addition, mines employing
Wi-Fi based solutions often prohibit the use of specific channels (blacklisting) by other
wireless systems to prevent potential life-threatening malfunctions of safety-critical systems
[26].

Coexistence issues on mine sites may be created by unexpected or unknown wireless
sources. As has been shown in demonstrations of self-driving vehicles, the presence of
unexpected wireless signals can cause critical systems to malfunction [27]. The addition

of wireless signals, such as 4G or 5G cellular systems, in an area neighboring a mine

site could potentially cause intermittent and difficult-to-troubleshoot coexistence issues. A
similar situation recently occurred in the aviation industry with the introduction of 5G
cellular systems near airports which negatively impact RADAR altimeters of airliners upon
landing approach [28, 29].

The automotive industry has raised coexistence concerns regarding cross-technology
interference with in- or on-vehicle wireless systems [30, 31]. Cross-technology interference
is a term used to describe the inability of low-power systems operating in ISM frequency
bands to coexist [16]. Cross-technology interference is extremely relevant to the mining
industry when retrofitting older equipment with wireless systems used for proximity sensing,
vehicle telemetry monitoring, tele-remote operation, etc. Wireless systems from varying
vendors operating in close proximity on mining equipment have a much higher probability
of causing a malfunction in unrelated wireless systems that could result in death or injury.

In addition to the potential for injuries or fatalities, the inability of wireless systems to
coexist can result in unreliable operation of systems that are very complex in nature, time
consuming to troubleshoot, and most often require highly specialized skillsets to determine
appropriate resolutions [32]. For these reasons, ensuring wireless system coexistence is best
approached proactively rather than reactively.

In the U.S. mining industry, the concern regarding the ability of wireless systems to coexist
is compounded by at least two factors. First, mine operators and smaller wireless system
mining technology and equipment manufacturers may not be fully aware of the crucial
need for the coexistence of wireless systems. Second, the FCC does not regulate frequency
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(spectrum) allocation or usage for tunnel (underground) radio systems, thus significantly
increasing the risk for wireless system coexistence issues [33].

Similar to the industrial and medical sectors, the ongoing adoption of wireless technology—
particularly for automated and autonomous systems—in the mining industry will likely lead
to systems with an inability to coexist, possibly posing unnecessary risks to miner safety,

if corrective measures are not taken. In addition, as coexistence issues become apparent in
the mining industry, mines may be hesitant to adopt wireless technologies, including those
systems designed to improve miner safety and health.

NIOSH RESEARCH

Recognizing that coexistence is critical to the safe application of wireless systems in the
mining industry, NIOSH has started a research project titled “Coexistence and Safety of
Wireless Systems in Mining.” The project will take a diverse research approach with the
goal to provide the mining industry with specific guidelines, recommendations, and test
methodologies to ensure safe coexistence of wireless systems.

First, NIOSH researchers will become actively involved in guidelines- and standards-settings
working groups to stay abreast of emerging wireless technology and coexistence trends in
nonmining industrial sectors and provide input on mining-related concerns.

Second, focusing on the industrial automation, oil and gas, and medical sectors, NIOSH
researchers will perform an extensive literature review of existing and proposed standards,
guidelines, and recommendations to better understand best practices adopted in other
industrial sectors to ensure wireless system coexistence. NIOSH researchers will also

attend relevant wireless and mining conferences to obtain information on emerging wireless
technologies and to better understand the types of wireless systems and technologies that are
being introduced to, and adopted by, the mining industry.

And third, in partnership with NIST, NIOSH researchers will use the information gathered
through the participation in standards-settings groups, literature reviews, and conference
attendance to identify wireless systems with potential inabilities to coexist that have been
or could be adopted by the mining industry. Experiments will then be performed on the
identified wireless systems to demonstrate how unsatisfactory wireless system performance
would pose safety hazards to miners. In addition, researchers will use the information

to identify key performance metrics necessary to define satisfactory wireless system
performance and develop mining-sector-specific methodologies to test for wireless systems
coexistence.

RESEARCH OUTCOMES

Researchers will develop mining-sector-specific guidelines and recommendations on
identifying key wireless system performance metrics needed to test for coexistence.
Researchers will also develop methodologies to test for wireless system coexistence based
on the identified key performance metrics. These guidelines, recommendations, and test
methodologies will allow mine owner/operators and wireless technology innovators to
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proactively test wireless systems’ abilities to safely coexist before life-threatening problems
arise. In addition, to ensure overall wireless system reliability, researchers will develop

and disseminate guidelines and recommendations for mine owner/operators to develop and
implement wireless plans for mine sites.

SUMMARY

The ability to coexist is and will become increasingly critical to the safe application of
wireless systems in the mining industry. However, no mining-sector-specific regulations,
standards, or guidelines exist to ensure safe coexistence. NIOSH’s Coexistence and Safety
of Wireless Systems in Mining project will help overcome this problem by providing the
mining industry with guidelines, recommendations, and test methodologies needed to test
wireless systems for safe coexistence.

REFERENCES

. Mardiguian M, EMI troubleshooting techniques. 2000: McGraw Hill Professional.
. Ott HW, Electromagnetic compatibility engineering. 2011: John Wiley & Sons.
. Paul CR, Introduction to electromagnetic compatibility. 2006: John Wiley & Sons.
. Koepke G, Young W, Ladbury J, and Coder J, Complexities of testing interference and coexistence
of wireless systems in critical infrastructure. 2015: U.S. Department of Commerce, National
Institute of Standards and Technology.
5. IEEE, 802.15.3-2016 - IEEE Standard for High Data Rate Wireless Multi-Media Networks
(Revision of IEEE Std 802.15.3-2003) 2016. p. 1-510.

6. Young WF, Coder JB, and Gonzalez LA A review of wireless coexistence test methodologies. in
2015 IEEE Symposium on Electromagnetic Compatibility and Signal Integrity. 2015. IEEE.

7. Candell R, Hany MT, Lee KB, Liu Y, Quimby JT, and Remley CA, Guide to industrial wireless
systems deployments. 2018.

8. ISA, ISA-TR100.00.03-2011 Wireless User Requirements for Factory Automation. 2011.

9. Petersen S and Aakvaag N, Wireless instrumentation for safety critical systems. technology,
standards, solutions and future trends. 2015.

10. VDI/VDE, 2185 Blatt 1 Part 1 Radio-based communication in industrial automation -
Requirements and Principles. 2020, Deutsches Institut fur Normung E.V. (DIN).

11. CTIA, The Wireless Association (CTIA) and Wi-Fi Alliance (WFA), Test Plan for RF Performance
of Wi-Fi Mobile Converged Devices. 2009.

12. IEC, IEC 62657 - Industrial communication networks - Wireless communication networks - Part 2:
Coexistence management. 2013.

13. IEEE, Std 802.19.1™ - IEEE Standard for Information technology-- Telecommunications and
information exchange between systems -- Local and metropolitan area networks -- Specific
requirements -- Part 19: TV White Space Coexistence Methods. 2014.

14. IEEE, Std 802.15.2™ - IEEE Recommended Practice for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area
networks—Specific requirements Part 15.2: Coexistence of Wireless Personal Area Networks with
Other Wireless Devices Operating in Unlicensed Frequency Bands. 2003(R2009).

15. IEEE, Std 1900.2™ - IEEE Recommended Practice for the Analysis of In-Band and Adjacent Band
Interference and Coexistence between Radio Systems. 2008.

16. Pulkkinen T, Nurminen JK, and Nurmi P Understanding wifi cross- technology interference

detection in the real world. in 2020 IEEE 40th International Conference on Distributed Computing

Systems (ICDCS). 2020. IEEE.

B W DN e

SME Annu Conf Expo. Author manuscript; available in PMC 2025 December 03.



1duosnuen Joyiny 1duosnuey Joyiny 1duosnuen Joyiny

1duosnuep Joyiny

Jacksha et al.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Page 6

Hithnawi A, Shafagh H, and Duquennoy S Understanding the impact of cross technology
interference on IEEE 802.15. 4. in Proceedings of the 9th ACM international workshop on
Wireless network testbeds, experimental evaluation and characterization. 2014.

Farshad A, Marina MK, and Garcia F Experimental investigation of coexistence interference
on multi-radio 802.11 platforms. in 2012 10th International Symposium on Modeling and
Optimization in Mobile, Ad Hoc and Wireless Networks (WiOpt). 2012. IEEE.

Wang M, Ma X, Wang Z, and Guo Y, Analysis of Co- Channel Interference in Connected Vehicles
WLAN with UAV. Wireless Communications and Mobile Computing, 2022.

Wang J, Yang D, Zheng R, and Zhang X Interference analysis and coexistence studies between
E-UTRA and UTRA systems. in 2010 IEEE 71st Vehicular Technology Conference. 2010. IEEE.

Wang S, Yin Z, Kim SM, and He T Achieving spectrum efficient communication under cross-
technology interference. In 2017 26th International Conference on Computer Communication and
Networks (ICCCN). 2017. IEEE.

Grimaldi S, Mahmood A, Hassan SA, Gidlund M, and Hancke GP, Autonomous Interference
Mapping for Industrial Internet of Things Networks Over Unlicensed Bands: Identifying Cross-
Technology Interference. IEEE Industrial Electronics Magazine, 2020. 15(1): p. 67—-78.

FDA. Joint Statement on Wireless Medical Devices - U.S. Food and Drug Administration,

Federal Communications Commission. 2010 12/04/2017 [cited 2022 Feburary 11]; Available
from: https://www.fda.gov/medical-devices/news-events-medical-devices/joint-statement-wireless-
medical-devices-us-food-and-drug-administration-federal-communications.

FDA. Radio Frequency Wireless Technology in Medical Devices - Guidance for Industry and
Food and Drug Administration Staff.2013 [cited 2022 February 11]; Available from: https://
www.fda.gov/media/71975/download.

Cisco Systems | Wireless Networks Enabling Autonomous Vehicles for Underground Mines. 2020
[cited 2022 Aug 23]; Available from: https://www:.cisco.com/c/en/us/td/docs/solutions/Verticals/
Industrial_Automation/IA_Verticals/Mining/Miningl_5/1A-Mining-DG.pdf.

Kotsiou V, Papadopoulos GZ, Zorbas D, Chatzimisios P, and Theoleyre F, Blacklisting-based
channel hopping approaches in low-power and lossy networks. IEEE Communications Magazine,
2019.57(2): p. 48-53.

carscoops.com. Mobileye Self-Driving Prototype Runs Red Light On Press Demo. 2018 [cited
2022 February 11]; Available from: https://www.carscoops.com/2018/05/mobileye-self-driving-
prototype-runs-red-light-press-demo/.

Son H. k. and Chong Y.-j. Interference Analysis for Compatibility between 5G system

and Aeronautical Radio Altimeter. in 2020 International Conference on Information and
Communication Technology Convergence (ICTC). 2020. IEEE.

Solkin M, Electromagnetic interference hazards in flight and the 5G mobile phone: review of
critical issues in aviation security. Transportation research procedia, 2021. 59: p. 310-318.

Liu W, Xia 'Y, Xu M, Xie J, Luo R, and Huang D Distributed and Accurate Packet Reception
Rate Estimation under Cross-Technology Interference. in GLOBECOM 2020-2020 IEEE Global
Communications Conference. 2020. IEEE.

Tavakoli R, Nabi M, Basten T, and Goossens K An experimental study of cross-technology
interference in in-vehicle wireless sensor networks. in Proceedings of the 19th ACM International
Conference on Modeling, Analysis and Simulation of Wireless and Mobile Systems. 2016.

Wetzker U, Splitt I, Zimmerling M, Boano CA, and Rémer K Troubleshooting wireless coexistence
problems in the industrial internet of things. in 2016 IEEE Intl Conference on Computational
Science and Engineering (CSE) and IEEE Intl Conference on Embedded and Ubiquitous
Computing (EUC) and 15th Intl Symposium on Distributed Computing and Applications for
Business Engineering (DCABES). 2016. IEEE.

Title 47 United States Code of Federal Regulations Part 15: Telecommunication - Tunnel

radio systems. [cited 2022 February 11]; Available from: https://www.govinfo.gov/content/pkg/
CFR-2013-title47-vol1/pdf/CFR-2013-title4 7-vol1-sec15-211.pdf.

SME Annu Conf Expo. Author manuscript; available in PMC 2025 December 03.


http://carscoops.com

	Abstract
	INTRODUCTION
	WIRELESS COEXISTENCE IN INDUSTRIAL AND MEDICAL SECTORS
	IMPLICATIONS IN MINING
	NIOSH RESEARCH
	RESEARCH OUTCOMES
	SUMMARY
	References

