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Abstract

IMPORTANCE—Health information technology, such as electronic health records (EHRs), has 

been widely adopted, yet accessing and exchanging data in the fragmented US health care system 

remains challenging. To unlock the potential of EHR data to improve patient health, public health, 

and health care, it is essential to streamline the exchange of health data. As leaders across the US 

Department of Health and Human Services (DHHS), we describe how DHHS has implemented 

fundamental building blocks to achieve this vision.

OBSERVATIONS—Across DHHS, we have implemented 3 foundational building blocks called 

for by the 2016 21st Century Cures Act to create a unified approach for secure, high-quality, and 

timely exchange of health data across the health care system. The United States Core Data for 

Interoperability provides a minimum baseline for data elements that must be available in federally 

regulated health information technology systems such as certified EHRs. These data elements 

now must be accessible using Fast Healthcare Interoperability Resources—a secure, flexible, 

and open-industry standard for health data exchange. The Trusted Exchange Framework and 

Common Agreement provides a network to securely exchange health data across the country. The 

3 building blocks of United States Core Data for Interoperability, Fast Healthcare Interoperability 

Resources, and Trusted Exchange Framework and Common Agreement are now in place thanks to 

diligent public and private sector work over 2 administrations. Across DHHS, we are working to 

refine these building blocks and increase their adoption through regulatory authorities, grants, and 

public-private partnerships.

CONCLUSIONS AND RELEVANCE—The technological building blocks described in this 

article are creating a unified approach to health data exchange for patient access, clinical 

care, quality improvement, scientific research, public health, and other uses of health data. 

Collaborations between the public, nonprofit, and private sectors are needed to maximize their 

potential. By unlocking the potential of health data, these building blocks are the foundation of a 

21st-century digital health care system that will improve the experience of patients and clinicians 

and result in better health outcomes.

Electronic health data have become a transformative force in health care. Over the past 

decade, federally certified electronic health records (EHRs) have been adopted in many parts 

of the US health care system, including 97% of hospitals and 78% of physician offices, 

thanks in part to $35 billion in incentives through the Health Information Technology for 

Economic and Clinical Health Act (HITECH Act) of 2009.1,2 While these investments 

represent a critical first step to enable digital health care, it is now up to all in the public and 

private sectors to enable the full transformative potential of these data to improve care and 

outcomes.
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As leaders from across the US Department of Health and Human Services (DHHS), we 

believe that it is critical to build on this progress by improving the ability to capture, access, 

exchange, and use health data while continuing to protect patient privacy and data security, 

as envisioned in the 21st Century Cures Act of 2016.3 Over 2 administrations, we have 

worked to promote a set of foundational building blocks that create a common baseline for 

health data exchange across the US health care system spanning health care delivery, human 

services, and public health. The goal of this unified approach to health data is to create a 

vibrant, competitive ecosystem for innovation, so that all patients, regardless of where they 

receive care, can benefit from improved care quality and better health outcomes. Here, we 

describe the technological building blocks to enable this vision, the actions DHHS has taken 

to implement and promote their use, and the challenges and opportunities ahead.

The Potential of Electronic Health Data

Electronic health data can unlock clinical insights to support better patient care when 

captured and aggregated in EHR systems. For example, software for clinical decision 

support, increasingly enabled by artificial intelligence, assists physicians to provide safer 

and higher-quality care. When implemented responsibly, these tools improve care outcomes 

and empower patients. However, given the relationship between clinician burnout and 

documentation burden, these tools must provide value for health care professionals to 

justify their use (eg, enabling them to spend more time listening to patients and less time 

on documentation). Electronic health data can also be aggregated for research, powering 

studies that identify and test new treatments, enable rapid detection of novel threats, guide 

response to bioincidents, and support health services research that improves care delivery. To 

ensure the algorithms developed and insights gained from health data apply to all patients, 

it is essential to improve the ability to capture data from diverse populations in terms of 

geography, income, sex, age, race, and ethnicity.4,5

Accessing and exchanging health data in this highly fragmented health care system is 

very challenging. Health care data are not consistently standardized and require manual 

curation and transformation. Data exchange frequently relies on custom tools for sending 

and receiving data that are inflexible beyond the intended use case. We are now poised 

for a more unified and standardized approach to health data that will enhance the utility 

and representativeness of clinical data not only to improve care, but also to better support 

research, human services, and public health activities on issues that affect the health and 

well-being of the public.

The Building Blocks

Through collaborations across the department, DHHS has supported the development of 

foundational technological building blocks that streamline data exchange while respecting 

patient privacy and improve data security (Figure). The building blocks include a common 

baseline for data elements (United States Core Data for Interoperability [USCDI]), a 

standard for exchange (Health Level 7 Fast Healthcare Interoperability Resources [FHIR]), 

and a connected trust network to enable broad exchange across health care entities (Trusted 

Exchange Framework and Common Agreement [TEFCA]). With these building blocks, 
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health care data exchange is shifting away from inefficient customized approaches to a more 

streamlined and unified data flow.

USCDI: Capture Minimum Common Data Elements

Different health care professionals commonly capture and code data using different 

terminologies. During the early years of EHRs, a primary data element—such as a 

blood pressure measurement or hemoglobin level—could not be accessed by sending 

the same electronic request to 2 different health systems, even if both used the same 

EHR vendor. To bridge this gap, DHHS has developed the USCDI,6 which establishes 

a standardized set of data elements and classes that must be available for exchange in 

most certified health information technology (IT) using standard mechanisms such as 

structured documents (eg, using the Consolidated Clinical Document Architecture format), 

data-level application programming interfaces (APIs), and patient portals. Defined and 

updated annually through collaboration with industry and agency partners by the DHHS 

Assistant Secretary for Technology Policy and Office of the National Coordinator for Health 

Information Technology, the USCDI allows for the consistent capture and coding of many 

data elements and standardized exchange across different EHR and health IT platforms.

FHIR: Common Standards for Data Transfer

Transferring health data between different health IT systems requires formats that both 

the receiving and sending systems can decipher. Historically, this has been accomplished 

by permitting multiple different data standards and formats. While this approach offers 

flexibility, it also introduces inefficiencies because it requires separate data pipelines 

for each use case, which generates redundant systems and information loss with data 

transformation. Fortunately, health care now has a common format for exchanging health 

information, known as FHIR.7 FHIR is becoming the consensus-based standard for sharing 

health data across various domains and purposes because it is a flexible open-industry 

approach, supports a wide range of data types, and features a modular design where data are 

categorized into resources that can be combined and extended to fit various types of health 

data through use-case–specific profiles. Most important, FHIR enables app-based exchange 

that allows health IT systems to operate more like interactive platforms akin to smartphones 

rather than closed systems.

Key to enabling FHIR-based exchange across health care systems is the Health Level 7 US 

Core Implementation Guide, which specifies how to represent USCDI-defined data elements 

in FHIR profiles.8 The US Core Implementation Guide is like a cookbook, putting together 

“recipes” (ie, profiles) for how to use the USCDI data (“ingredients”) to perform health 

care functions using FHIR. For example, the USCDI specifies that laboratory results should 

be encoded in Logical Observation Identifiers Names and Codes (LOINC) terminology, 

and the US Core Laboratory Result Observation Profile shows how to represent these 

laboratory results as FHIR resources. Through ongoing public-private collaboration, FHIR 

is supporting a growing range of use cases, including quality measures, adverse event 

reporting, and public health outbreak monitoring.
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TEFCA: Enabling Secure Data Exchange Across Health Care Systems

Sharing data among clinicians is essential to coordinating and improving care. Over the past 

decade, health systems have joined interoperability networks to facilitate health information 

exchange. While providing value for network participants, this approach has not scaled to 

seamless nationwide exchange because different networks are not connected to each other, 

use different technical approaches, require unique legal contracts, have spotty participation, 

and do not support exchange for purposes other than clinical care.

In 2023, DHHS completed a goal specified in the 21st Century Cures Act by facilitating the 

launch of TEFCA,9 which designates Qualified Health Information Networks to voluntarily 

connect through a common agreement, enabling secure, nationwide sharing of health 

information for various authorized purposes. Seven Qualified Health Information Networks 

are live (with 3 more to come), connecting more than 400 hospitals, 5000 physician 

offices, 200 long-term postacute care and behavioral health facilities, and more than 100 

000 individual clinicians. Sixty public health agencies are already receiving electronic case 

reports through TEFCA, some of which can also securely query clinicians for missing data 

using TEFCA, eliminating the requirement for additional collection through telephone or fax 

and reducing the reporting burden on resource-strapped clinicians and public health agencies 

while improving the secure availability and timeliness of data for public health response. 

As of July 2024, TEFCA participants (including patients) can securely exchange data using 

Consolidated Clinical Document Architecture (an older data format) or via FHIR-based 

exchange.

The Road Map to Unified Health Data Exchange

To ensure that health data used for care delivery, public health, human services, and 

scientific research represent and serve all of the public, investments in health IT adoption 

and these building blocks must be leveraged to enable a common baseline for health data 

exchange based on competition-enhancing principles and nonproprietary standards for all 

patients and care environments. The building blocks are the foundation for achieving this 

vision, but more work remains to be done.

Ongoing Development of the Building Blocks

DHHS agencies are working together on opportunities to continue developing these 

building blocks. For example, TEFCA does not currently allow data exchange for clinical 

research because there is not yet nationwide digital standards for informed consent 

or de-identification. This use case is currently under active development, led by the 

Assistant Secretary for Technology Policy in collaboration with federal partners, academic 

researchers, industry, and health systems.

In addition, USCDI lacks many data elements that are needed for secondary health data 

uses such as scientific research, quality measurement, or public health response. To close 

these gaps, the Assistant Secretary for Technology Policy is actively developing USCDI 

plus (USCDI+) standards with agency partners and industry for specific use cases.10 For 

example, the USCDI+ cancer domain is developing implementation guides to facilitate 
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exchange of essential oncologic data such as staging information that could streamline 

clinical trials, cancer registry reporting, adverse event detection, and clinical care for 

patients with cancer. These implementation guides will serve as expansion packs to the 

US Core Implementation Guide. Developer communities support these initiatives through 

FHIR accelerators that bring together government, private sector, and nonprofit partners 

to develop, test, and implement FHIR implementation guides and help facilitate public 

feedback to the USCDI+ process and domains. Other USCDI+ initiatives include quality 

measurement, public health, behavioral health, research, and health center reporting.

Increasing Adoption of the Building Blocks

DHHS is working to accelerate nationwide adoption of the building blocks, as outlined 

by the DHHS Data Strategy11 and the 2024–2030 Federal Health IT Strategic Plan.12 To 

accelerate adoption, DHHS agencies are deploying the building blocks in their programs: 

the DHHS Health IT Alignment Policy requires all DHHS agencies to ensure that grants, 

contracts, cooperative agreements, and rulemaking activities that involve the adoption or 

use of health IT align with standards such as FHIR and USCDI where applicable and to 

the extent permitted by law.13 Illustrative examples of how these building blocks are being 

deployed in programs across DHHS agencies are listed in the Table.14–19 Of course, the 

building blocks will not replace all other health care data exchange standards. In some cases, 

other data standards may be more appropriate or required by law or regulation, but the goal 

is to create a common minimum baseline for health data exchange across the entire health 

care system that will remove barriers to competition and catalyze innovation.

Federal investments are also ensuring that actors across the health ecosystem have the 

support necessary to implement technologies and processes that align with these building 

blocks. For example, through its Public Health Infrastructure Grant, the Centers for Disease 

Control and Prevention awarded funding to national partners to stand up and expand the 

capacity of 4 implementation centers. These centers will provide technical assistance to 

state, tribal, local, and territorial health departments to improve public health data exchange 

between public health jurisdictions and health care professionals using these building 

blocks.14

HHS agencies have also collaborated on rulemaking to require or encourage using USCDI, 

FHIR, and TEFCA. The 21st Century Cures Act final rule (Cures Act Rule)20 adopts 

USCDI and FHIR APIs as required standards for certified health IT. It prohibits information 

blocking, defined as interfering with, preventing, or discouraging access, exchange, or use 

of health information. The Centers for Medicare & Medicaid Services’ Interoperability and 

Patient Access Final Rule, released in January 2024, identified FHIR as the chosen standard 

for interoperability and required payers to establish Patient Access APIs using FHIR.21 

The Centers for Medicare & Medicaid Services’ Interoperability and Prior Authorization 

Final Rule requires that impacted payers give clinicians and health systems access to claims 

information and automate prior authorization via standard FHIR APIs.22,23 The Assistant 

Secretary for Technology Policy’s Health Data, Technology, and Interoperability: Patient 

Engagement, Information Sharing, and Public Health Interoperability (HTI-2) proposed 

rule released in June 2024 proposes to add voluntary certification programs for health IT 
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used by payer and public health IT systems, which would support greater efficiency and 

effectiveness of Centers for Disease Control and Prevention and Centers for Medicare & 

Medicaid Services programs, and create greater transparency and innovation across the 

health care delivery, payment, and public health domains.24

As DHHS agencies continue to maximize the use of USCDI, FHIR, and TEFCA, actors 

across the health care systems can increase efficiency and avoid redundancy by using these 

technologies wherever possible. For example, health systems are now able to channel more 

activities through standardized FHIR APIs and TEFCA access instead of using custom data 

portals and bespoke point-to-point interfaces. Research sponsors and investigators can use 

FHIR and USCDI to extract standardized data from the EHR, using custom case report 

forms only to fill in the gaps. Private payers and clinicians can leverage FHIR APIs to 

streamline administrative functions for patients and clinicians, such as more efficiently 

facilitating prior authorization.

Challenges and Opportunities Ahead

While the foundational technological and regulatory building blocks are in place, additional 

opportunities exist to enable and encourage using these blocks across the care continuum. 

HITECH Act incentives to adopt certified health IT did not extend to public health 

jurisdictions, nor to nearly 60 000 clinicians and facilities, including skilled nursing 

facilities, long-term acute care hospitals, inpatient rehabilitation facilities, and home health 

agencies, as well as inpatient, outpatient, and residential psychiatric facilities. As a result, 

most of these entities have not adopted certified health IT, which can impact their ability to 

participate in health information exchange essential for ensuring coordinated care transitions 

and protecting the country from public health threats.25–27 Modernizing health IT requires 

resources—both financial and workforce—that many facilities and jurisdictions lack. As 

a first step toward closing these gaps, President Biden’s fiscal year 2025 budget proposal 

included more than $1 billion in incentives to advance health IT adoption and engagement in 

interoperability for certain behavioral health providers.28

Although the building blocks described here are foundational for data exchange, they do 

not directly address the continuing challenges of data quality, completeness, and complexity. 

Most health systems capture data in terminology and structures that are rarely consistent 

with other health systems: for example, health systems may select different LOINC codes 

for the same test or variations of a similar test.29 As a result, even when the building blocks 

function as intended, data may not have the same meaning in the receiving system as it did 

in the sending one, reducing the accuracy of interpretation or analysis. Public and private 

partnerships will continue to be essential to improve data standardization at the source.

The building blocks on their own also fail to address the documentation burden experienced 

by clinicians, which EHRs can even exacerbate due to “note bloat” (notes containing 

excessive or irrelevant information) and workflow challenges. As the EHR increasingly 

becomes the primary source of truth for clinical care and secondary data uses, it is essential 

to reimagine the role of the EHR as a platform to enable person-centered care—a platform 

where the goals of care are captured and care processes are aligned to achieve these goals 

across the entire spectrum of care using a variety of native and integrated tools. By adopting 

Abbasi et al. Page 7

JAMA. Author manuscript; available in PMC 2025 March 26.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript



this approach, EHR platforms will more easily adapt to clinical workflow instead of the 

infrastructural data flow and return value to clinicians through more personalized user 

experience and enhanced decision support and care coordination.

While the building blocks alone are not sufficient to solve these challenges, they are 

a necessary prerequisite. A health care system in which high-quality her data serve 

as the criterion standard source of truth cannot be realized if data remain trapped in 

individual EHR systems. Seamless health data exchange is of fundamental importance to 

ensure that health data can power both care and secondary data uses, such as business 

operations, research (with appropriate consent), and public health reporting, without 

imposing additional burdens on the health care workforce. A unified approach to health 

data exchange through the building blocks will create fertile ground for innovations such 

as artificial intelligence–powered technologies that can begin to address the challenges of 

patient experience, clinician workload, and data quality.

Conclusions

Building on the progress that has been made with the adoption of EHRs, DHHS is creating 

a unified approach for secure data capture, access, and exchange to enhance the innovative 

potential of health data. Through the 21st Century Cures Act, DHHS has played a key 

role putting in place foundational building blocks, which open opportunities for public and 

private sector innovation to directly enhance patients’ lives. With these building blocks in 

place, we are poised to harness the transformative power of artificial intelligence–based 

technologies and build a 21st-century digital health care system that works for patients 

and clinicians seeking better care, learning health systems working toward continuous 

improvement, researchers developing the next generation of therapies, and public health 

agencies protecting from outbreaks. The health and well-being of all the public is at stake.
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Figure. 
The Building Blocks for a Unified Approach to Health Data

The building blocks create common baseline capabilities for health data exchange across 

the health care system. USCDI provides the minimum data elements that have to be 

accessible through standardized electronic requests in the electronic health record. The US 

Core Implementation Guide describes how the data elements in USCDI can be represented 

in using FHIR resources, which provide a flexible, open-industry data format for transfer 

and exchange. TEFCA has created a nationwide system of interconnected networks for 

health data interoperability, which supports exchange in Consolidated Clinical Document 

Architecture (a structured document format) or FHIR.
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