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Abstract

Despite interest in collecting occupational health and safety data to protect high-risk workers such as firefighters, there is
limited research on public policies governing this data. We reviewed policies impacting firefighter occupational health and
safety data. We identified laws, regulations, and union contracts at the federal level, and in Maryland and Virginia. We collected
data using secondary sources and Westlaw (March—May 2023). We reviewed 20 laws and regulations: nine federal, three in
Maryland, and eight in Virginia, and | | union contracts. We developed a framework for evaluating each policy: permissiveness
of data collection, data use/purpose, storage conditions, and sharing/access privileges. We found few policies directly related
to occupational health and safety data privacy, and only two fire service-specific laws. Union protections varied, with many
limiting data access, while others authorized electronic surveillance. The current legal structure provides some protection,

but additional policymaking is needed to further safeguard firefighter data.
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Introduction

Firefighters provide essential public services. Despite experi-
encing high rates of injury and their important societal role,
they remain an understudied worker population from an
occupational safety and health perspective. In 2023, the
National Fire Protection Association reported over 60,000
on-duty firefighter injuries and 89 on-duty fatalities.'?
There are ongoing efforts to leverage firefighter health and
safety data to understand and prevent injury and fatality.
This includes individual research studies, national surveil-
lance systems, and employer-led initiatives that could
collect more and higher-quality firefighter occupational
health and safety data.

Fire service researchers consistently highlight the need for
more sophisticated data collection and analysis,”® and
propose using new software platforms or wearable technol-
ogy.”® Government agencies are leading efforts to strengthen
national surveillance. In 2023, the National Institute for
Occupational Safety and Health (NIOSH) launched the
National Firefighter Registry for Cancer, the largest ever
national system for tracking and studying cancer in the fire

service.” In 2023, the U.S. Fire Administration announced
that it will create a new data analytics platform that could
improve tracking of firefighter injuries.'® In addition to
these surveillance efforts, there are calls for studies examin-
ing specific health outcomes, such as cancer, reproductive
health, and mental health.!! Fire service leaders have
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encouraged individual fire departments to collect and lever-
age data on exposures, injuries, and general health or
fitness information to improve the health and safety of their
personnel, via internal health and safety programs or
through adopting wearable technology.'*"?

The introduction of these new data initiatives has been
accompanied by concerns about firefighter data privacy.>'
Firefighters may resist sharing personal information with
government agencies, their employers, or researchers. In
2022, OSHA proposed publishing some deidentified elec-
tronically reported injury data online and received many
comments discussing employee privacy concerns. While
this regulation did not specifically address firefighters, it sug-
gests that employees may have concerns about national
injury surveillance.'>'® The National Firefighter Registry
has put forth extensive guidance on its confidentiality protec-
tions to mitigate firefighter privacy and confidentiality
concerns.'’

Within fire departments, employers could use a wearable
device to collect biometric data on firefighters responding to
a fire, providing insights on exertion and temperature that
could be used in real time and for post-incident analysis.?
However, firefighters might oppose sharing this kind of infor-
mation with their employers based on concerns that it could
be used to place them on light duty (which is viewed as
punitive to many firefighters, as it often requires shift
changes and removes firefighters from fire stations) or
even result in termination. Other data collection might
take place through individual research studies that collect
identifiable information, biospecimens, or health informa-
tion to examine a specific occupational exposure or health
outcome of interest. While these studies might be conducted
independently of a firefighter’s employer, research partici-
pants’ privacy concerns are well documented, and there is
long running debate about the best strategies for protecting
participant privacy.'®2!

Fire service researchers recognize these privacy concerns®
but there is relatively little research on data privacy in the fire
service. Studies examining views towards wearable devices
document divergent views between firefighters who feared
that the use of wearables—and the data generated—would
have adverse impacts on their work, autonomy, and
privacy, and leadership who identified safety benefits.”**
This is consistent with the broader literature on health and
safety data in employment settings, which typically examines
attitudes towards new technologies. Researchers have identi-
fied broad support for health and safety-oriented technology
among employers, while employees express privacy con-
cerns about how wearable data would be used and
accessed.”*?’

Firefighters are an important occupational group with
whom to examine occupational health and safety data
privacy issues. They are an understudied worker population
experiencing high rates of injury, illness, and fatality while
providing critical services to the public. New data initiatives

have the potential to improve the health and safety of fire-
fighters, but prompt serious privacy concerns. There are com-
pelling health and safety arguments for why firefighters
should consider sharing sensitive personal information with
an employer, researcher, or government agency, but the
best way to balance these imperatives with privacy protec-
tions is unclear.

Our study focuses on the policies governing career fire-
fighter occupational health and safety data. The new data
efforts described above are being introduced in an opaque
policy environment. It is unclear how occupational health
and safety data are currently regulated, and whether existing
policies adequately protect against disclosure of personal
health and safety data. Privacy scholars have criticized the
lack of policies protecting workers from monitoring and sur-
veillance and called for additional data privacy policies spe-
cifically addressing worker data.”**’ However, there is little
to no research that comprehensively examines the policies
dictating how occupational health and safety data are col-
lected, used, stored, and shared. It is important to understand
how these new firefighter health and safety data would be
governed and to assess whether existing protections are
sufficient.

Our study examined two key questions related to (1) how
occupational health and safety data are currently regulated
and (2) whether current policies sufficiently protect fire-
fighter data. In this paper, we identify a subset of the
current laws and regulations governing firefighter occupa-
tional health and safety data at the federal level and in
Maryland and Virginia, as well as state and local union con-
tracts in Maryland and Virginia fire departments. We include
a range of data provisions with an emphasis on data policies
with privacy implications. We use these findings to develop a
framework for understanding the nature of data policies and
assessing the policies in each jurisdiction. To our knowledge,
this is the first study to assess the policy environment for this
topic and population. Our findings offer an initial overview
of the regulatory landscape for firefighter health and safety
data and can be utilized to identify gaps and opportunities
for future policymaking.

Methods

Because of our emphasis on workplace data, we defined fire-
fighters as career (sometimes referred to as paid) firefighters.
Of the approximately 1 million firefighters in the United
States, one-third are career firefighters who are employed
full-time by a fire department or district.”® Two-thirds are
volunteers. While career firefighters are smaller in number,
they cover a disproportionate share of the U.S. population
and are largely concentrated in urban and suburban locations.
We chose to focus on career firefighters because of our inter-
est in occupational health and safety data. While volunteer
firefighters experience similar occupational hazards and are
often eligible for similar benefits (e.g., workers’
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compensation coverage for injuries), they are not employed
by fire agencies. In addition, many career firefighters are
unionized—the International Association of Fire Fighters
membership includes over 350,000 firefighters and emer-
gency medical service providers across the United States
and Canada.” For unionized firefighters, negotiated con-
tracts or collective bargaining agreements may include addi-
tional policies covering health and safety data.

We examined laws and regulations in three domains:
labor, health and safety, or data (i.e., laws or regulations
addressing the collection, storage, use, or sharing/access of
employee or firefighter information). We chose to focus on
policies enacted by legislatures or relevant regulatory
bodies and to maintain a reasonable scope that would allow
us to conduct in depth examination of these policies and
union contracts. As a result, guidance documents that are
not legally enforced and state case law were not included.
We conducted a two-stage data collection process using the
Westlaw legal database to identify laws and regulations. In
the first stage, we queried secondary sources in Westlaw to
identify law review articles that discussed relevant laws
and regulations, using search terms related to data privacy,
health and safety, and labor or employment.”®*%*' We also
relied on the Westlaw Practical Law Employee Privacy
Law resources for Maryland and Virginia.*>**

In the second stage, we conducted targeted searches of
laws and regulations. For each jurisdiction, we used standard-
ized search strings that covered at least two of our three
domains: labor, health and safety, or data (see
Supplemental Appendix 1 for search terms). We conducted
searches specific to firefighters and the fire service, as well
as searches using general employment terms to capture
other labor policies that would apply to firefighters. As we
reviewed each law or regulation, we added policies that
were referenced and met the inclusion criteria. We excluded
proposed legislation and rulemaking, laws or regulations spe-
cific to non-fire service sectors, those related to surveillance
of non-health or safety information (e.g., email), laws that
did not address data, and narrowly scoped laws (e.g., those
applying to voluntary protection programs). Regulations
inherently flow from laws, and so in some cases, we included
both a law and an associated regulation if both addressed our
topic of interest. In other cases, if a statute did not specifically
address data privacy but authorized a broad scope of rule-
making that ultimately led to regulations addressing data
privacy topics, we included the regulation but not the law
so that we could focus on policies relevant to occupational
health and safety data privacy.

To aggregate union contracts, we first identified state and
local fire departments reporting “career’” or “mostly career”
staffing to the U.S. Fire Administration’s National Fire
Department Registry.34 We included unionized departments
that negotiate contracts with the state of Maryland or
Virginia, or counties or cities within each state. We then
searched for the most recent publicly available contracts (in

some cases, expired contracts which had not been renegoti-
ated). In cases where we could not find the most recent con-
tract online, we contacted union leaders and local officials.
For one jurisdiction, Annapolis, Maryland, we were unable
to obtain a recent contract and excluded it from our analysis.
We will refer to “policies” when describing our collective
findings.

After identifying relevant policies, we developed a data
abstraction tool to examine features such as jurisdiction,
covered entities, covered data, and data privacy factors
(data collection, data use or purpose, data storage, and data
sharing or access). This tool was created in an iterative
fashion based on a preliminary review of the documents
and existing data privacy frameworks.”>® Within each
data privacy factor, we generated subcategories capturing
additional nuance on privacy-oriented provisions and other
data management provisions. We reviewed each policy
using the data abstraction tool and aggregated the findings
across jurisdictions. Data collection took place between
March 2023 and May 2023. This study was approved by
the Johns Hopkins Bloomberg School of Public Health
Institutional Review Board.

Results

Data Privacy Policy Framework

While there were variations in the nature of each policy, they
typically related to one of four data-related considerations:
collection, use or purpose, storage, and sharing or access.
Differences within each of these categories reflect the
varied design, strength, and breadth of policies across and
within jurisdictions. Data collection provisions fell into
four subcategories: restrictive, permissive, mandated, or pre-
sumed. Some policies limited the collection of medical, dis-
ability, or genetic information (restrictive), whereas others
required the collection of injury or fatality data (mandated).
In other cases, laws allowed for the collection of information
under specific circumstances (permissive), or inherently pre-
sumed data collection occurred (presumed). Data use or
purpose provisions described appropriate uses of data and
reflected the intent of each policy: anti-discrimination,
employment benefits, injury surveillance, or data privacy.
Anti-discrimination laws prevented data from being used to
distinguish prejudicially in employment. Benefits-related
policies allowed data to be used to process benefits such as
workers’ compensation or presumptive firefighter benefits,
which are intended to ease access to benefits for work-related
diseases such as cancer.’” Injury surveillance policies were
designed to track worker illness, injuries, or fatalities in a
population, and data privacy policies were explicitly aimed
at privacy considerations.

Data storage considerations addressed the location or
retention of data. This might include storing medical, disabil-
ity, or genetic information separately from personnel records,
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or mandating that data be kept for a specific number of years.
Data sharing and access provisions included those that are
limiting, required, or encouraged. Some limited access to
or sharing of disability, medical, injury, or fatality informa-
tion, whereas others required reporting of injuries and fatali-
ties to government agencies, and/or required that employees
may access their own data. A small number of policies
encouraged data sharing in aggregate form for educational
or prevention purposes.

We used this framework to analyze the strength and
breadth of policies we identified. Some policies addressed
all four parent categories, whereas others addressed only a
few. Subcategories are not mutually exclusive: a law might
address both the location and duration of data storage, or
limit sharing while maintaining individual employees’
access to their own data.

Importantly, while the framework captures the breadth of
data policies and can offer insights into the strength of data
protections, there is nuance within and across categories.
For example, a policy might offer strong protections
against unauthorized individuals accessing firefighter data
but not address the collection of these data. We seek to
capture this nuance in describing the policies we identified
and offer examples of how data might be governed by differ-
ent policies.

Overview Across Jurisdictions

We identified 20 laws and regulations that impact the occu-
pational health and safety data of career firefighters: nine at
the federal level, three in Maryland, and eight in Virginia;
we also identified nine union contracts in Maryland and
two in Virginia. Across jurisdictions, there were three laws
or regulations directly aimed at occupational health and
safety data privacy, and only two laws directly related to
the fire service. Federal laws and regulations more compre-
hensively addressed each data privacy factor than Maryland
and Virginia laws and regulations (Table 1).

All nine of the federal policies addressed data collection,
use or purpose, and storage, and eight addressed sharing
and access. The two states have enacted policies that are
more limited in scope. While all addressed data use or
purpose, only one Maryland law highlighted data storage,
and we did not identify Virginia laws or regulations within
our scope of firefighter occupational health and safety data
privacy that explicitly discussed data storage. However,
while federal policies addressed a range of privacy factors,
we did not identify any federal data privacy legislation,
whereas the two states have both passed data privacy laws.
We found only one federal regulation directly aimed at
data privacy in occupational health and safety contexts, but
it narrowly applied to OSHA employee access to medical
data.’® On the state level, Maryland had a law requiring
secure storage of information, including health and biometric
data®; in 2023, Virginia passed a law authorizing broad

Table I. Nature of Data Privacy Laws and Regulations by
Jurisdiction.

Federal Maryland Virginia

Overall
Collection
Restrictive
Permissive
Presumed
Mandated
Use/Purpose
Anti-discrimination
Injury surveillance
Benefits
Data privacy
Storage
Location
Duration
Access
Limited access, sharing
Required reporting, access
Encouraged sharing
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Note: Some policies address more than one subcategory. “Restrictive”
policies limit the collection of data. “Permissive” policies allow data
collection. “Presumed” indicates that the policies do not explicitly address
data collection, but presume it has or will take place. “Mandated” requires
data collection.

future data privacy rulemaking.*® Table 2 provides an over-
view of each data privacy policy provision.

At the union level, we identified more collective bargain-
ing agreements in Maryland than in Virginia (Table 3).
Union contracts varied in scope, with most addressing the
collection of injury, exposure, or sick leave information for
injury surveillance or benefits. Three Maryland contracts
limited the sharing of and access to medical or injury infor-
mation, and two required firefighters have access to their
own information.*'™* In Virginia, Alexandria’s contract
required that employees report injury information and that
the department share personal exposure reports with employ-
ees. In Arlington, the contract included a range of provisions
limiting access to sick leave, medical, and injury information
while requiring that employees have access to their own data.
Both Virginia contracts authorized electronic monitoring for
health and safety purposes without imposing storage or
sharing limits.*>*® Table 4 details each contract’s data
privacy provisions. Supplemental Appendix 2 contains
detailed summaries of all policies.

Overview by Jurisdiction

The bulk of federal laws and regulations we identified either
established injury and fatality reporting requirements or pre-
vented sensitive data from being used in a discriminatory
fashion in employment. Five of the nine federal policies
required reporting of injury or fatality data, including the
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Table 2. Overview of Data Privacy Laws and Regulations.

Data
Collection Data Use and Data Storage Data Access
Permissions Purpose Parameters  Provisions Notes
Federal
Americans with Disabilities Restrictive Anti-discrimination  Location Limited access, Bars discriminatory collection,
Act, 42 US.C. § 12101 et limited sharing use of disability information;
seq. storage location; limits
sharing to key people
Genetic Information Restrictive Anti-discrimination Location Limited access, Bars discriminatory collection,
Nondiscrimination Act, 42 limited sharing use of genetic information;
U.S.C. § 2000ff et seq. storage location; limits
sharing to key people
Family and Medical Leave Act, Permissive Benefits Location, Limited access, Allows employers to collect
42 US.C. § 2601 duration limited sharing medical information for
FMLA; storage length and
location; limits sharing to key
people
Federal Fire Prevention and Mandated Injury surveillance Location Encouraged Requires creation of National
Control Act of 1974, 15 aggregate Fire Data Center to collect
U.S.C. § 2201 et seq. sharing fatality, injury data;
encourages sharing in
aggregate
Occupational Safety and Health Mandated Injury surveillance, Duration Required Authorizes DOL to collect
Act of 1970, 29 U.S.C. § 651 benefits reporting, fatality, injury, illness,
et seq. required exposure data; requires
employee individual sharing with DOL,
access employees. Applies to MD,
VA firefighters due to state
OSHA plans
29 CFR § 1602 Recordkeeping Mandated Benefits Duration N/A Requires state, local employers
regulation to retain all personnel,
employment records for at
least two years; one year for
unions
29 CFR § 1910.1020 Access to Mandated Injury surveillance Duration Required Requires employers to
employee exposure and reporting, maintain exposure, medical
medical records employee records; storage length;
access requires individual sharing
with employee, OSHA.
Applies to MD, VA
firefighters due to state
OSHA plans
29 CFR § 1904 OSHA Mandated Injury surveillance Duration Required Requires employers to
Recordkeeping Rules reporting, maintain fatality, injury,
aggregated illness records; storage
sharing, length; requires aggregate
employee sharing. Applies to MD, VA
access firefighters due to state
OSHA plans
29 CFR § 1913.10 Rules of N/A Injury surveillance, Location, Limited access, Limits circumstances in which
Agency Practice and data privacy duration sharing OSHA may access employee

Procedure Concerning
OSHA Access to Employee
Medical Records

medical records, imposes
privacy-oriented
requirements

(continued)
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Table 2. Continued.

Data
Collection Data Use and Data Storage Data Access
Permissions Purpose Parameters  Provisions Notes
Maryland
Personal Information N/A Data privacy Location Limited access Requires secure destruction;
Protection Act, Md. Code (security) treatment of data as
Ann. Comm. Law § 14-3504 confidential; requires
individual notification in case
of data breach
Inquiries Regarding Medical Restrictive Anti-discrimination ~ N/A N/A Bars discriminatory collection
History, Md. Code Ann. Lab. of disability information
& Empl. 3-701
COMAR 09.12.21 Employee Presumed Injury surveillance N/A Required Requires employers to report
Injury and lliness Records reporting fatalities, injuries, illnesses;
and Reports requires MOSH reporting
Virginia
Va. Code Ann. § 8.01-413.1 Presumed Injury surveillance, N/A Required Requires employers to share
Labor and Employment— benefits employee individual injury data with
Records and Recordation— access employee if requested
Disclosure
Va. Code Ann. § 40.1-28.7:1 Restrictive Anti-discrimination ~ N/A N/A Bars collection of genetic
Genetic Testing or Genetic information in employment
Characteristics as a
Condition of Employment
Genetic Data Privacy, VAST § N/A Anti-discrimination ~ N/A Limited sharing Bars DTC companies from
59.1-593 through 59.1-602 sharing genetic information
without consent
Va. Code Ann. § 65.2-900(A)  Mandated Benefits N/A Required Requires employers to
Records and reports of reporting maintain injury, fatality
accidents records; required to report
to workers comp, insurers,
DLOI
Va. Code Ann. § 40.1-51.1(D)  Presumed Injury surveillance N/A Required Requires employers to report
Duties of employers reporting injuries, fatalities to DLOI
Va. Code Ann. § 2.2-203.2:4 TBD Data privacy TBD TBD 2023 law authorizes creation of
Office of Data Governance chief data officer. May
and Analytics; Chief Data develop data storage, sharing
Officer; creation; report. policies
Presumption as to death or Permissive Benefits N/A N/A Allows employers to collect
disability from respiratory firefighter medical
disease, hypertension or information for presumptive
heart disease, cancer, VA ST benefits
§ 65.2-402
16VAC25-60-80 Access to Presumed Benefits, injury N/A Limited access Imposes privacy safeguards on

employee medical and surveillance

exposure records

health professional, labor
commissioner access to
records

Note: “Restrictive” policies limit collection of data. “Permissive” policies allow data collection. “Presumed” indicates that the policies do not explicitly address
data collection, but presume it has or will take place. “Mandated” requires data collection.

Federal Fire Prevention and Control Act of 1974, which
established epidemiologic surveillance of firefighter injuries
and fatalities.*’ " This law mandated the creation of the
National Fire Data Center to conduct voluntary reporting of
firefighter fatality and injury data. The law required that the
Data Center collect information on serious fatalities (those

requiring medical treatment by a doctor), deaths occurring
while preparing for work or a test, and injuries and deaths
from motor vehicle and aircraft accidents. A smaller
number of federal laws restricted the collection of medical,
disability, or genetic information to prevent discrimination
in employment,”>> and one allowed for the collection of
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Table 3. Nature of Union Data Privacy Policies by Jurisdiction.

Maryland Virginia

Overall
Collection
Restrictive
Permissive
Presumed
Mandated
Use/Purpose
Anti-discrimination
Injury surveillance
Benefits
Data privacy
Storage
Location
Duration
Access
Limited access, sharing
Required reporting, access
Encouraged sharing
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Note: Some policies address more than one subcategory. “Restrictive”
policies limit the collection of data. “Permissive” policies allow data
collection. “Presumed” indicates that the policies do not explicitly address
data collection, but presume it has or will take place. “Mandated” requires
data collection.

medical information to process Family and Medical Leave
Act (FMLA) benefits.’* All of the policies addressed the
location and retention of data; the Americans with
Disabilities Act (ADA) and Genetic Information
Nondiscrimination Act (GINA) required that medical and
disability information be stored separately from personnel
files.’>® Four of the policies limited access to and sharing
of medical and disability information,*®>?>->* whereas three
encouraged or required reporting of injury and fatality infor-
mation (including individual employees’ access to their own
data).*®%! The lone fire service law encouraged the sharing
of aggregated firefighter injury and fatality data collected by
the National Fire Data Center.*’ These federal laws and reg-
ulations also applied at the state level. While federal OSHA
does not necessarily cover state and local employees like fire-
fighters, if states voluntarily enact their own OSHA plans, as
Maryland and Virginia have, then federal standards apply.>

Of Maryland’s three statewide policies, two were similar
to federal laws. One law barred the discriminatory collection
of disability information in employment contexts, although,
unlike the ADA, it did not contain storage, sharing, or
access stipulations.’® A regulation addressing employee
injury and illness records required that employers report ill-
nesses, injuries, and fatalities to Maryland’s OSHA office
(MOSH) but similarly lacked storage requirements. The
Personal Information Protection Act, a data privacy law,
emphasized data security, requiring secure storage (generally
defined) of employee information, including health and

biometric information; it also required that employees be
notified if their information is breached.*

Virginia’s eight statewide policies encompassed a range
of data provisions, including injury and fatality reporting,
benefits, limiting data access, and ensuring employees’ data
rights. Two statutes required reporting of injury and fatality
data to the state Department of Labor and Industry (DOLI)
and/or workers’ compensation commission for injury surveil-
lance or to process benefits.””>® A fire-specific bill establish-
ing presumptive benefits for firefighters allowed employers
to collect medical information to confirm eligibility.”
Several other policies addressed access to employee health
and injury data, including a regulation that imposed limits
on health professionals and the labor commissioner accessing
employee records® and a law granting employees the right
to access their own injury data.®’ These protections are
echoed in a consumer genetic testing law specifying that
direct-to-consumer (DTC) companies cannot disclose con-
sumer data to entities making decisions about employment
without the consumer’s consent.® Virginia also laid the
groundwork for future data privacy rulemaking: a 2023 law
authorized the creation of a state Chief Data Officer and
authorized extensive rulemaking, specifically around data
collection, use, storage, sharing, and other privacy concerns
related to data collected or maintained by state, regional, or
local public entities.*’

Several collective bargaining agreements in Maryland
addressed data related to physical exams, medical exams,
or injuries, for the purposes of certifying leave or encour-
aging health and fitness. However, over half did not
address storage or access/sharing,“’&_67 whereas three
placed limits on who can access medical information and
required that employees be able to access their own
data.*'~* Montgomery County had the most comprehen-
sive contract, which covered sick leave, injury, and
medical information, but also specified that the department
must collect fitness records. It also included detailed
access and sharing provisions, mandating that fitness
data must be treated as confidential and not shared
outside of the fitness team, and that employee assistance
program (EAP) information must not be shared without
written consent from an employee.*’

As in Maryland, Virginia’s two union contracts addressed
recordkeeping requirements for injury and exposure data, as
well as regular physical examinations.***® However, both
contracts authorized broad use of electronic monitoring
device data, with Arlington specifically allowing such data
to be used for health and safety purposes. The Arlington con-
tract authorized Arlington County’s use of video, audio, or
other electronic monitoring. Employees must be notified of
audio and video recording, and the county cannot proactively
use this data to identify policy violations. However, the con-
tract specifically stated that “The County shall utilize video,
audio, and data streams to ... improve the health and safety of
employees, conduct training and professional development,
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Table 4. Overview of Union Data Privacy Policies.

Data
Collection Data Storage Data Access
Permissions Data Use and Purpose  Parameters Provisions Notes
Maryland
Anne Arundel Presumed N/A N/A N/A Requires the Safety Committee to
County and IAFF make recommendations
1563 (2022 regarding a Personal Exposure
2023) Recording Program to document
exposures
City of Baltimore Mandated, Injury surveillance Location Limited access The department must include
and IAFF 734 permissive, (employer); exposure reporting to injury
(2022-2024) presumed required reports and share injury reports
employee access with the union. Medical file access
is limited to select department
employees and individual
employee access
Baltimore County  Permissive Injury surveillance N/A Limited access The department will offer hearing
and IAFF 1311 tests, medical exams, and
(2021-2023) physicals, and explore medical
screening. Medical exam and
physical data will be kept
confidential
State of Maryland  Presumed Benefits N/A N/A Employees may take temporary,
and |IAFF 1742 unpaid medical leave if it is
(2022-2024) medically documented; return to
work based on the State Medical
Director’s declaration
Cumberland and Permissive Benefits N/A N/A Requires medical certification from
IAFF 1715 a treating physician or other
(2017-2020) health care provider to obtain
sick leave benefits beyond one
shift in length
Hagerstown and Mandated Injury surveillance N/A Required reporting Requires a fitness for duty physical,
IAFF 1605 but does not address storage or
(2018-2022) access, aside from reporting a
lack of fitness for duty to HR
Montgomery Mandated Anti-discrimination, Location Limited access, Comprehensive guidance requiring
County and IAFF benefits, injury required documentation of medical or
1664 (2022— surveillance employee access fitness information to provide
2024) benefits, promote health and
safety, and prevent injury. Limits
access to medical and fitness
information and requires
employee access to certain
records
Ocean City and Permissive Benefits, injury N/A N/A The department may require a
IAFF 4269 surveillance physical fitness assessment and
(2019-2024) medical exam annually. May also
require a medical exam to
facilitate return to duty following
injury or illness
Prince George’s Presumed, Benefits, injury N/A Required access Requires annual medical physicals,
County and IAFF mandated surveillance accident reviews, and
1619 (2022— recordkeeping. Allows for
2024) medical information to be used in

(continued)
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Table 4. Continued.

Data
Collection Data Storage Data Access
Permissions Data Use and Purpose  Parameters Provisions Notes
certifying benefits, but data
provisions are vague
Virginia
Alexandria and Presumed, Injury surveillance N/A Limited access, Requires exposure recordkeeping,
IAFF 2141 mandated, required injury reports, and authorizes
(2023-2026) permissive reporting, broad electronic monitoring.
required Allows for voluntary disclosure
employee access of injury or fatality to the union.
Requires employee access to
exposure records
Arlington and IAFF  Mandated, Anti-discrimination, Location, Limited access, Allows for the collection and
2800 (2023- restrictive, benefits, injury duration required maintenance of injury, fatality,
2026) permissive surveillance reporting, iliness, accident, and exposure
required information. Authorizes

employee access electronic monitoring for health
and safety purposes, but does not
address storage or access/sharing

for this data

Note: “Restrictive” policies limit collection of data. “Permissive” policies allow data collection. “Presumed” indicates that the policies do not explicitly address
data collection but presume it has or will take place. “Mandated” requires data collection.

facilitate promotional examinations, and perform research or
investigations.”*> While both Virginia contracts addressed
access and sharing more generally, they did not include spe-
cific language regarding how this kind of electronic surveil-
lance data might be accessed, shared, or stored within fire
departments.

Examples Within Jurisdictions

Here we present examples of how firefighter data would be
governed in different jurisdictions under the policies we iden-
tified. We provide examples of how injury and fitness data
would be governed in Montgomery County, Maryland, and
Arlington County, Virginia, which have unique union con-
tracts and distinct state statutes that illustrate a range of
data privacy policies. These examples are meant to be illus-
trative, but not exhaustive, examples of how firefighter data
might be governed.

Injury data would be governed similarly in Montgomery
County and in Arlington County. In both Maryland and
Virginia, if a firefighter was injured, fire departments would
be required to report injuries and would be able to use
injury information to inform health and safety programs,
although there were slight differences in how injury data
would be handled. In both states, serious injuries that
involved hospitalization, amputation, or loss of an eye must
be reported within 24 hours to state agencies (both states
were also covered by OSHA recordkeeping requirements
because they have state OSHA plans). For firefighters in

both Montgomery and Arlington County, the union contracts
authorized the use of injury information by the department’s
Health and Safety Committee to inform health and safety
recommendations.

In Virginia, state law required injury recordkeeping and
sharing of these records with the state workers’ compensation
commission and the employer’s insurance carrier within 10
days of an incident. If an injured firefighter requested his or
her injury data, fire departments would be required to
provide them copies of their records within 30 days. The
Arlington County contract required that the department
provide copies of injury documentation to employees and
notify the union about serious injuries or fatalities. In
Montgomery County, injury data would be subject to addi-
tional protections through the Maryland Personal Information
Protection Act, which required that employee and former
employee records be treated as confidential information. If
injury information was breached, employers would be required
to contact affected individuals. For Montgomery County fire-
fighters, the union contract also required that injury information
be redacted to protect firefighter confidentiality.

Fitness data would be governed differently in Montgomery
and Arlington Counties. The Montgomery County union
contract included detailed provisions about fitness data,
including limits on how it could be used, whereas the
Arlington County contract had looser protections for this
data. The Montgomery County contract required the depart-
ment’s Exercise Physiologist to maintain firefighter fitness
records and detailed specific kinds of data to be collected,
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such as capacity, body composition, flexibility, muscular
strength, and endurance. The contract included descriptions
of acceptable and unacceptable uses for this data, explicitly
barring this information from being used to evaluate fire-
fighter performance, for disciplinary purposes, to evaluate
workers’ compensation or disability claims, or other person-
nel decisions, while allowing it to be used to help maintain
fitness for duty. There were also specific limits on data
storage and data access, as only the Exercise Physiologist
and Peer Fitness Trainers performing a fitness assessment
were allowed to access the data. Fitness data in this depart-
ment would also be subject to Maryland and federal policies,
such as the Maryland Personal Information Protection Act,
which required that employee data be stored and treated as
confidential information.

By contrast, the Arlington County contract included pro-
visions about fitness data but had fewer protections surround-
ing the use of such data. The contract authorized the
department to refer a firefighter for a fitness evaluation and
notify the Fire Chief if a firefighter could not perform job
functions. However, the contract did not prohibit the use of
these data for performance evaluations or disciplinary pur-
poses, as in Montgomery County, leaving the potential for
fitness information to be used to make personnel decisions
or evaluate performance and fitness for duty. A general pro-
vision of the Arlington contract required that test results be
retained for 30 years, whereas the Montgomery County con-
tract only addressed the location of data.

Discussion

Our research identified a range of policies governing occupa-
tional health and safety data, highlighting strengths and gaps
in the existing regulatory framework protecting firefighters
federally and in Maryland and Virginia. We identified only
one narrowly scoped federal regulation specifically address-
ing employee occupational health and safety data privacy: 29
CFR § 1913.10 Rules of Agency Practice and Procedure
Concerning OSHA  Access to Employee Medical
Records.®® This regulation applied only to OSHA staff, and
did not apply to employers, researchers, or commercial enti-
ties that frequently obtain employee data. Although we iden-
tified several federal-level policies that required the
collection of serious injury and fatality data, laws and regu-
lations requiring the reporting of injuries and fatalities
failed to address access or sharing concerns, instead encour-
aging the sharing of aggregated data. While publishing injury
and fatality trends is essential for understanding and improv-
ing workplace health and safety, public policies should
ensure that the reporting of such information does not
threaten worker privacy. These safeguards will become
even more essential as technology advances. With the
advent of sensors and wearable devices, employers could
begin to collect highly sensitive data, including biometric
information, in greater quantities than ever before.?

On the federal level, our review included GINA but
excluded the Health Insurance Portability and
Accountability Act (HIPAA). These two laws are commonly
cited in data privacy discussions>>*® but we found that they
have limited applicability to our topic of interest. HIPAA
applied only to covered entities and their associates;
HIPAA covers neither employers nor employee data col-
lected in an occupational context.”>*” GINA has implications
for employee health and safety data, as its provisions
addressed genetic information broadly defined (e.g., informa-
tion from genetic tests of the employee or family member,
and family medical history). This offers some protections
for employee health and safety data, such as firefighters’ per-
sonal or family medical histories, which might arise during
annual physicals or fitness for duty assessments. However,
GINA included several exceptions through which employers
may collect genetic information, including through voluntary
workplace wellness programs and when monitoring toxic
substances.*>>® Employers might gain access to sensitive
information depending on the circumstances under which
they obtain genetic information, although in these cases,
employers would still be prohibited from using such informa-
tion in a discriminatory fashion. This emphasis on preventing
discriminatory use of genetic information might be sufficient
for ensuring such data is not used inappropriately, but
employees might prefer stronger prohibitions on the collec-
tion of such data in the first place. And while GINA protected
a broad array of genetic information, it may not address the
full range of health information covered in other contexts
(e.g., HIPAA in health care settings), reflecting gaps in
federal data privacy policies in occupational settings.

The path to future federal rulemaking to protect firefighter
data privacy is uncertain. For instance, in the early months of
the Trump Administration, the National Firefighter Registry
for Cancer was taken offline for several weeks before being
reinstated.’® While federal support for firefighter data initia-
tives is unclear, our findings highlight the need for strength-
ened firefighter privacy protections at the federal level. State
policies such as those we identified in Maryland and Virginia
could serve as models to inform future federal policymaking.
From a fire service standpoint, in May 2023, the U.S. Fire
Administration announced that it will transition from its
legacy injury surveillance system, the National Fire
Incident Reporting System (NFIRS), to a modernized plat-
form, the National Emergency Response Information
System (NERIS).'® NERIS, which fulfills statutory require-
ments of the Federal Firefighting Control Act, will modernize
and streamline the fire service’s data procedures and expand
its data capabilities. Policymakers should consider how to
design this platform in ways that respect firefighter data
privacy and incorporate input from a diverse array of fire
service stakeholders on appropriate data protections.

On the state level, Maryland and Virginia serve as two dis-
tinct examples. Virginia’s occupational data privacy laws and
regulations appeared to be stronger in quantity and quality,
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but it had fewer collective bargaining agreements, and they
authorized broad electronic monitoring of firefighters.
Despite the breadth of Virginia’s existing policies, we did
not identify laws or regulations addressing the storage of
occupational health and safety data, and only Arlington’s
contract addressed storage. Virginia may want to consider
enacting uniform policies for where and how employee occu-
pational health and safety information is stored. The small
number of union contracts is likely due to historic labor
laws in the state. Virginia is a right-to-work state, and until
2021, public employees were banned from engaging in col-
lective bargaining.”"’* In 2023, Alexandria ratified the first
firefighter contract in the state in over 40 years, quickly fol-
lowed by Arlington.”*’* While Arlington’s contract prohib-
ited the department from conducting proactive searches of
electronic monitoring data for discipline or retaliation, both
contracts allowed for review of such data as part of an inves-
tigation. Neither contained specifications for how such data
should be stored or for who may access or share the data.
These unions, and unions attempting to negotiate for the
first time in Virginia, could advocate for stronger data protec-
tions in future contracts.

Maryland’s firefighter data privacy protections were pri-
marily found in union contracts. Maryland’s data privacy
law included general requirements that data be stored
securely, and was amended to specifically cover health and
biometric information, which could serve as a model for
sophisticated biometric data storage policies.”® However,
this legislation did not address other key data considerations,
such as data collection or sharing. The state should consider
adopting public policies that address these factors or, like
Virginia, emphasize employees’ rights to access and/or dis-
close their data. Several of Maryland’s collective bargaining
agreements build on state and federal policies by limiting fire
department personnel’s access to sensitive information such
as medical, injury, or fitness data; jurisdictions without
these protections may wish to incorporate them in future
negotiations. While none of Maryland’s contracts explicitly
authorized the kinds of electronic surveillance included in
Virginia’s contracts, in Maryland, leadership of local union
affiliates of the International Association of Fire Fighters
(IAFF) should consider raising surveillance issues to
protect firefighters’ privacy in future negotiations.

Our findings are consistent with the conclusions of data
privacy law experts who criticize the lack of federal data
privacy legislation and call for the development of
privacy-oriented labor laws.*® There is robust debate about
the best regulatory approach towards data privacy, as future
laws and regulations should protect privacy across multiple
populations while not imposing unreasonable administrative
burdens. Some scholars have argued that privacy should be
viewed as an instrumental good—something valuable as a
means to other non-privacy goals—meaning that future leg-
islation or rulemaking should also account for non-privacy
objectives, such as enhanced worker safety.?®>>° The path

towards comprehensive privacy legislation is complex, as
lawmakers could opt for laws applying across worker popu-
lations, in the consumer space, or based around kinds of data
or technologies. Alternatively, regulators might promulgate
new privacy-oriented rulemaking within the bounds of exist-
ing legislative mandates, strengthening OSHA'’s injury sur-
veillance data protections or incorporating privacy
safeguards into the Fire Administration’s NERIS system.
National-level reforms could secure data for large swaths
of workers and minimize patchwork protections across
states and localities. But national-level policymaking, partic-
ularly if aimed at large and diverse populations, faces a host
of challenges, both conceptual and practical. Advancing
federal policy is challenging due to the complexity of defin-
ing and gaining recognition for a problem, developing an
appropriate policy solution, and navigating complex political
dynamics.” Advancing firefighter data privacy policies at the
federal level seems particularly challenging at the time of this
writing, given the highly polarized political environment and
shifting landscape for federal firefighter data initiatives.

In highly unionized workforces like the fire service,
unions may be the most effective advocates for enacting
occupational health and safety policies in individual work-
places. Legal scholars have begun to debate the merits of col-
lective bargaining as a pathway for securing privacy
protections for the use of wearable technology.35 Some
believe unions are best positioned to negotiate for these
reforms, while others point out that this route excludes non-
unionized employees and industries. There are few examples
of unions addressing wearable technology. Unions represent-
ing professional athletes have begun to consider wearable
data privacy, although experts suggest that most contracts
fail to address core privacy issues.”>’’

In both states we examined, union contracts contained the
most granular protections for firefighter data and reflected
unique department characteristics and cultures. Union-led
privacy reforms are not without challenges. Not all depart-
ments are unionized, contracts are renegotiated frequently,
and contracts can vary significantly, as we observed in our
sample in two neighboring states. The collective bargaining
process is unique in that unions negotiating a contract face
different pressures and priorities compared to the public pol-
icymaking process. While unions might be best equipped to
negotiate on behalf of their members, they bear responsibility
for other priorities such as obtaining pay raises, insurance
benefits, and leave allowances. Public policy making,
which could cover a broader range of employees, offers a
more comprehensive pathway towards securing data
privacy protections, and might result in stronger and more
equitable protections across worker populations and employ-
ers. However, policymaking is often a slow process, and
there may be tradeoffs between covering a larger array of
employees and addressing concerns specific to individual
sectors such as the fire service. In the absence of federal or
state legislation or rulemaking, unions can serve as
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firefighters’ best advocates for appropriate data privacy pro-
tections. Collective bargaining agreements can also serve as
examples of what occupational health and safety data protec-
tions should look like in the fire service, and as test cases for
ensuring such policies are not overly burdensome. Union
leaders preparing for future collective bargaining negotia-
tions should anticipate increased monitoring or surveillance
and be prepared to negotiate provisions that protect their
members’ data privacy and prevent discriminatory use of
such data.

Beyond unions, our findings have implications for other
stakeholders with an interest in firefighter occupational
health and safety data. Researchers, who may not actively
engage in bargaining, can help establish an evidence base
on firefighters’ data privacy preferences. And as OSHA and
the U.S. Fire Administration attempt to modernize injury sur-
veillance systems, researchers whose work relies on such
data can serve as advocates for expanding access to important
data while maintaining the privacy of workers. As we
described above, the outlook for federal firefighter data initia-
tives and any associated privacy considerations remains
uncertain in the current political environment. However,
our study documents existing policies and policy gaps that
researchers and advocates can attempt to strengthen in the
coming years. More generally, our study highlights the
need for greater consideration of occupational health and
safety data in data privacy discussions. Our findings contrib-
ute an exploratory analysis of this topic to the growing liter-
ature on worker data and can serve as a starting point for legal
experts and privacy advocates to consider as they seek policy
reforms.

Limitations

Our study has several limitations. We did not conduct a com-
prehensive review of federal, Maryland, or Virginia guidance
documents, nor did we include a review of federal, Maryland,
or Virginia case law. Our scope was narrowly defined to
identify the laws, regulations, and union contract provisions
oriented around firefighter health and safety data, but did not
necessarily capture all of the policies that might govern this
data (e.g., state laws dictating how personnel data should
be handled more generally). While we examined union con-
tracts, we did not include municipal, county, or fire depart-
ment policies or procedures that might cover firefighter
data. Put simply, our findings are not an exhaustive legal
analysis of all the potential policies that could govern fire-
fighter health and safety data. However, to our knowledge,
this is the first study to examine this topic and establish an
overview of the policy environment surrounding firefighter
health and safety data. This exploratory analysis sheds light
on existing occupational health and safety data policy protec-
tions and highlights opportunities for future research, advo-
cacy, and policymaking. Policy researchers and legal
scholars should examine this topic in other states and

localities and for additional worker populations.
Researchers can also build upon this work by exploring the
impact and enforcement of these policies in practice settings.

Conclusion

Our study found that career firefighter health and safety data
is governed by a patchwork of laws, regulations, and local
policies at the federal level and in Maryland and Virginia.
While our analysis is preliminary, it demonstrates that
these policies address a range of data privacy considerations,
including data collection, use, storage, and sharing or access,
but few are oriented around data privacy. This research lends
support to calls for additional policymaking to ensure that
worker data is adequately protected and highlights opportuni-
ties for advocates and researchers to more effectively engage
with the policymaking process. Policies that appropriately
safeguard health and safety data may bolster employees’ con-
fidence in injury prevention efforts and ensure that they work
in inclusive, healthy, and safe environments.
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