
https://doi.org/10.1177/1460458219832048

Health Informatics Journal
2020, Vol. 26(1) 461–473

© The Author(s) 2019
Article reuse guidelines:  

sagepub.com/journals-permissions
DOI: 10.1177/1460458219832048

journals.sagepub.com/home/jhi

Information security climate and  
the assessment of information 
security risk among healthcare 
employees

Stacey R Kessler
Montclair State University, USA

Shani Pindek
University of Haifa, Israel

Gary Kleinman
Montclair State University, USA

Stephanie A Andel and Paul E Spector
University of South Florida, USA

Abstract
Since 2009, over 176 million patients in the United States have been adversely impacted by data breaches 
affecting Health Insurance Portability and Accountability Act–covered institutions. While the popular press 
often attributes data breaches to external hackers, most breaches are the result of employee carelessness 
and/or failure to comply with information security policies and procedures. To change employee behavior, 
we borrow from the organizational climate literature and introduce the Information Security Climate Index, 
developed and validated using two pilot samples. In this study, four categories of healthcare professionals 
(certified nursing assistants, dentists, pharmacists, and physician assistants) were surveyed. Likert-type items 
were used to assess the Information Security Climate Index, information security motivation, and information 
security behaviors. Study results indicated that the Information Security Climate Index was related to better 
employee information security motivation and information security behaviors. In addition, there were 
observed differences between occupational groups with pharmacists reporting a more favorable climate and 
behaviors than physician assistants.
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Introduction

Despite both legislation and sophisticated technology designed to safeguard patients’ electronic 
health records, data breaches have been on the rise1–4 with over 2100 reported data breaches affect-
ing Health Insurance Portability and Accountability Act (HIPAA)-covered US healthcare providers 
since 2009. These breaches exposed the data of over 176 million patients, with the pace of breaches 
ramping up in recent years. Importantly, this figure represents a significant underestimate of data 
breaches and of the number of patients impacted as US federal reporting guidelines only apply to 
data breaches affecting over 500 patients. Moreover, a recent study by the Ponemon Institute5 indi-
cated that the majority of breaches reported affected under 500 patients.6,7 In addition, the costs 
associated with rectifying the effects of data breaches are substantial, as each breach is estimated to 
cost over US$2.2 million with total costs to the US healthcare industry of US$6.2 billion annually.5 
While the media and popular press often attribute data breaches to external “hackers,” research 
indicates that approximately 70 percent of data breaches are either directly or indirectly the result of 
employee carelessness and/or failure to comply with existing information security (IS) regulations, 
policies, and procedures.8 In a survey of software development personnel, 69 percent believed that 
the lack of the appropriate culture, attitude, and mind-set accounted for numerous data security–
related issues.9 Indeed, healthcare industry experts seem to concur with this assessment and have 
even argued that data security practices are far below that of other industries.10 Specifically, in a 
recent JAMA editorial, Dr David Blumenthal highlighted the vulnerability of patients’ health infor-
mation and argued that preventing data breaches involves fundamentally changing behavior within 
the field—both that of the healthcare providers and of healthcare institutions.10,11

Based on this research and answering a recent call12 for research on information security within 
healthcare, we directly target employees’ attitudes and behavior surrounding IS, by taking an 
organizational climate approach, a concept which is distinct from but often used interchangeably 
with organizational culture. Organizational climate, “the shared perceptions of and the meaning 
attached to the policies, practices, and procedures employees experience and the behaviors they 
observe getting rewarded and that are supported and expected,”13 approaches have been used suc-
cessfully to change employees’ domain-specific attitudes and behaviors. Examples include but are 
not limited to ethics climate,14 safety climate,15 diversity climate,16 and service climate.17 Common 
across these areas is that while relevant rules, policies, procedures, and training often existed, they 
were not sufficient to change corresponding behavior. Therefore, organizational climate approaches 
were employed to highlight social aspects of the work environment, making certain characteristics 
more salient to employees, thus cueing a change toward desired behaviors.18 The goal of this study, 
therefore, is to provide healthcare researchers and practitioners with a validated, parsimonious tool 
to assess the climate surrounding IS throughout their organizations. As such, it would provide 
practitioners with information regarding where IS interventions should be targeted.

A contextual approach: organizational culture/climate

There has been a growing body of research that focuses on the use of environmental cues to encour-
age employee compliance with existing IS policies and procedures.19–30 Most research in the area 
takes an organizational culture approach over that of organizational climate (exceptions25,26). 
Although similar, these two constructs differ along several key points.
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First, since organizational culture has both sociological and anthropological roots, it is under-
stood at a deeper, almost unconscious level.31 As such, it is most often studied qualitatively, 
allowing researchers a more in-depth examination of these embedded processes.13,31 Indeed, most 
efforts to study organizational culture quantitatively have been unsuccessful in the organizational 
studies literature.32 These difficulties extend to the IS literature where in order to measure key 
components of Schein’s33 model, one instrument27 consisted of 85 items assessed across seven 
dimensions. This makes for a lengthy organizational survey, especially when trying to assess 
additional variables. These challenges in quantifying organizational culture are consistent with 
Schein’s33 explanation that

culture is best revealed through interaction … [and that] this process of deciphering [culture] cannot be 
standardized because organizations differ greatly in what they allow the outsider to see. Instead you have 
to think like the anthropologist, lean heavily on observation, and then follow up with various kinds of 
inquiry.

Second, values, a key component of Schein’s33 model, can be difficult to change and tend to be 
distal predictors of workplace behavior.33–35 Given that the central focus of the organizational cul-
ture approach is to fundamentally change employees’ values, this method might not be as effective 
as an organizational climate approach, which focuses directly on changing employees’ behavior.

A third inherent component of the organizational culture approach, and by extension, existing 
scales, is the focus on the role of top management20,24 with an underlying assumption that if top 
management values IS, these values will trickle-down throughout the organization. While top man-
agement’s commitment to the domain-specific goal is important, organizational climate research 
suggests that the direct supervisor has more of an impact on employee behavior than does the top 
leadership.36,37 This is because while top management might set policies and procedures for the 
entire organization, the implementation of these policies and procedures occurs at lower levels of 
the organization, often in the form of supervisor discretion in the support of daily practices and 
enforcement of policies and procedures. It is then this implementation that drives employees’ cli-
mate perceptions and subsequent behaviors.36

Finally, inherent to the organizational climate approach is its focus on a specific domain and 
operationalization in relation to a competing priority.36 Often employees disregard existing policies 
and procedures surrounding the domain-specific area because these policies and procedures con-
flict with a competing priority. For example, Zohar and Luria38 consider safety in regard to expedi-
ency. In a strong safety climate, the focus is on ensuring that employees behave safely and comply 
with safety policies and procedures, even when doing so compromises expediency, and ultimately, 
productivity. Therefore, an organizational climate approach is applicable to IS since research-
ers20,39 suggest that employees compromise IS to be more productive. Within a healthcare setting, 
the competing priority is more serious given that in addition to productivity, healthcare providers 
must also balance patient safety/care with patient confidentiality.

This study

For many of these reasons, organizational culture approaches in the IS literature have taken more 
of an in-depth case study of a single organization’s approach to IS. However, an organizational 
climate approach is quantitative with the goal of improving organizational effectiveness in a spe-
cific area.31 Organizational climate researchers15,16 have had much success in developing parsimo-
nious and well-validated measures of domain-specific organizational climate scales. These scales 
focus on contextual aspects of the environment with the goal of changing domain-specific employee 
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behavior.31 These approaches have been quite successful, particularly in the safety domain, as both 
primary40 and meta-analytic research41–44 have linked safety climate to an increase in employees’ 
safety-related behaviors, ultimately reducing accidents. While safety regulations already existed, 
the organizational climate was often the mechanism used to secure employee compliance with 
these regulations. Given the success of organizational climate approaches in the workplace safety 
domain and following the call of researchers45,46 to treat IS like workplace safety, we apply the 
approach to IS. To do this, we build on validated and well-known safety climate measures to 
develop the Information Security Climate Index (ISCI).

We define IS climate as a multidimensional construct consisting of the shared perceptions of the 
IS policies and their manifestations in the organization. These can be categorized into the follow-
ing: what is practiced in the organization, the observed importance placed on IS in the organiza-
tion, and the laxness surrounding IS activities. That is, organizations with strong IS climates have 
clear rules and procedures for employees’ handling of confidential data. Moreover, importance is 
placed on keeping data secure, even if it means employees taking extra time to do so. This is mani-
fested in management’s, particularly the direct supervisor’s, encouragement of the secure handling 
of confidential data and the correction of instances where employees treat data in an insecure fash-
ion. We propose that the ISCI will be related to employees’ IS motivation and behaviors and empir-
ically test this proposition. This prediction is grounded in the safety climate literature where 
research41–44 has linked safety climate to employees’ motivation to engage in safety-related behav-
iors and engage in actual behaviors such as safety compliance and safety participation.

Methods

Sample

Participants were recruited through email addresses contained in a public database available on the 
Florida Department of Business and Professional Regulation website. We chose four of the larger 
healthcare occupations to represent a wide range of activities and settings. These included certified 
nursing assistants (CNA’s), dentists, pharmacists, and physician assistants (PA’s). Given inaccura-
cies of the database including retirements and incorrect data listed for individuals, it was not pos-
sible to calculate the number of eligible participants who received invitations to participate.

Survey instrument

Likert-type scale surveys were used to assess each variable. The ISCI was used to assess IS climate. 
The ISCI was developed using two previous pilot studies, which are detailed in Supplemental 
Appendix 1. The scale contains 9 items along three subscales. These resulting items were based on 
a series of factor analyses designed to reduce the initial item pool to a reasonable number of items. 
After examining the resulting items, we subsequently named the three subscales: practices (i.e. 
behaviors and discussions that are actively initiated by the supervisor in the interest of promoting 
IS), importance (i.e. the importance placed on the protection of confidential data), and laxness (i.e. 
the prioritization of other activities, particularly work activities, over IS). The laxness subscale was 
reverse coded so that higher scores on all subscales indicated a stronger IS climate. Items were 
assessed along a 5-point Likert-type scale with 1 indicating “strongly disagree” and 5 indicating 
“strongly agree.”

To assess IS-related motivation and behavior, we adapted three commonly used safety indica-
tors47 to the IS domain (see Supplemental Appendix 2). These include one indicator of motivation 
and two indicators of behavior (i.e. compliance and participation). Consistent with the definition 
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of safety motivation, IS motivation refers to the extent to which employees believe that IS is worth-
while or of value. Along these lines, IS compliance refers to the degree to which employees abide 
by core rules that concern the protection and usage of private data. Finally, IS participation refers 
to extra role behaviors in which employees go above and beyond simple rule application or compli-
ance and engage in behaviors that promote the safe handling of data throughout the workgroup and 
organization. Each scale contained three items assessed along a 5-point scale with 1 indicating 
“strongly disagree” and 5 indicating “strongly agree.” Higher scores indicated a higher level of 
motivation, compliance, or participation.

Given that these three measures were general in nature, we designed a checklist of specific high-
risk IS behaviors (also referred to as high-risk security behavior checklist) to cross-validate with a 
behavior-specific scale. The checklist contained seven items focusing on the frequency in which 
the healthcare professional engaged in behaviors that could expose confidential patient data here. 
These items aligned with some of the frequently cited employee behaviors that led to the exposure 
of patients’ data in reported US healthcare data breaches.5 All items were assessed along a 4-point 
scale with 1 indicating “none” and 4 indicating “three times or more” (with the exception of the 
first two items where 4 indicated “five or more times”). Examples include “How many times in the 
past year have you taken a laptop or other device home that had sensitive information?” and “How 
many times in the past year have you left a computer unlocked with patient data showing?” To 
obtain a score, we took an average of each participant’s responses across all seven items. Higher 
scores indicate higher risk security behaviors. Original items are depicted in Supplemental 
Appendix 3.

Analyses

Demographic statistics were calculated using SPSS version 24. As a first step, we provide demo-
graphic information such as gender, age, race/ethnicity, highest level of education, and work set-
ting for the total sample as well as for each of the four occupational groups.

We then conducted a factor analysis on the ISCI. Factor analyses are used to group like scale 
items together. Researchers typically use two types of factor analyses: exploratory factor analysis 
(EFA) and confirmatory factor analysis (CFA). An EFA is used when researchers are unsure of the 
number of predetermined factors. This helps researchers to set the number of factors and determine 
which items load onto each factor through an inspection of item loadings. As can be seen in 
Supplemental Appendix 1, a series of EFAs were conducted early in the scale development process 
(Supplemental Appendix 1, pilot study 1). Once a preliminary factor structure is set using the EFA, 
a CFA is used to “confirm” or test these results (as was done in pilot study 2 reported in Supplemental 
Appendix 1). In this study, using the Mplus 7.1 program,48 we use a CFA to confirm the ISCI’s 
factor structure obtained from the prior two studies.

In the third step of our analyses, we used SPSS version 24 to calculate the mean, standard devia-
tion, potential range, and observed range for each study variable. We also calculated Pearson prod-
uct-moment correlation coefficients between all study variables and use the correlations between 
the ISCI and the motivation/behavior variables to demonstrate the utility of implementing an IS 
climate. As part of this analysis, we also explore the relationships between the ISCI, motivation, 
behavior variables, and demographic variables (i.e. age, sex, and education). Finally, in order to 
detect whether there were differences among occupational groups on the ISCI, motivation, compli-
ance, participation, and high-risk security behavior checklist, we conducted a one-way multivariate 
analysis of variance (ANOVAs) using SPSS version 24. A MANOVA is used to detect differences 
among factors (i.e. the four occupational groups) on multiple variables, in this case, the ISCI and 
the motivation/behavioral variables under investigation. A MANOVA is preferable over a series of 
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univariate analyses of variance (ANOVAs) equations because it helps to reduce Type I error rates, 
takes into account relationships among dependent variables, and provides an overall index of sig-
nificance. If the MANOVA is significant, it is then appropriate to examine the one-way ANOVA 
results for each variable. If the one-way ANOVA results are significant, post hoc tests are used to 
pinpoint the mean differences.

Results

Demographics

A total of 261 employees across the four occupational groups responded to the survey, with usable 
data received from 252 employees (male = 91, female = 136, with the remaining 25 individuals 
declining to provide that information). The mean age was 46.57 (SD = 13.45) and the sample was 
mostly white (67.5%). Participants worked in a variety of medical settings including hospitals, 
physicians’ offices, rehabilitation centers, and nursing homes. On a whole, the sample was well 
educated with 34.9 percent reporting their highest degree earned was at the doctoral level and 
26.9 percent reporting their highest degree earned was at the master’s level. Table 1 contains a 
breakdown of demographics of each of these groups.

ISCI CFA

A second-order CFA was conducted using Mplus 7.1.48 Each scale item was loaded onto the pro-
posed scale factor. Then, each of the three first-order factors was loaded onto a second-order latent 
factor, representing overall IS climate. Based on recommendations in Gefen et al.,49 results indi-
cated adequate fit for the proposed factor structure ( χ(32)

2 109.356= , p = 0.000, root mean square 
error approximation (RMSEA) = 0.099; comparative fit index (CFI) = 0.934; Tucker–Lewis index 
(TLI) = 0.907). Although the RMSEA was above the generally accepted 0.08 cutoff, both CFI and 
TLI were above 0.90. However, one item on the practices scale had a low factor loading (0.436). 
Upon inspection (“Issues related to the protection of private data are discussed in my workplace”), 
we chose to delete this item because it was not supervisor initiated as were the remainder of sub-
scale items. We reran the CFA with the 9-item scale version and this yielded slightly better fit 
(χ(36)

2 1139.115= , p = 0.000, RMSEA = 0.095; CFI = 0.951; TLI = 0.927). As a point of comparison, 
results of a CFA with all items loading onto a single factor indicated poor fit ( χ(35)

2 = 547.558 , 
p = 0.000, RMSEA = 0.243; CFI = 0.562; TLI = 0.437). Moreover, the fit for the second-order CFA 
was significantly better than the fit for this comparison CFA ( ∆χ(1)

2 = 591.557 , p < 0.01). Therefore, 
based on recommendations49 and results of the single factor CFA, the second-order CFA was 
retained. Supplemental Appendix 4 contains these nine items along with the three subscales which 
constitute the final scale.

Linking the ISCI to employee motivation and behavior

The full correlation matrix is available in Table 2. Cronbach’s alphas were above the 0.70 thresh-
old50 with the exception of the high-risk security behavior checklist variable. This scale was 
designed as a formative and not a reflective scale, rendering Cronbach’s alpha, and other internal 
consistency metrics, an inappropriate measure of reliability.51 This practice is not uncommon in the 
behavioral sciences and can be seen with a number of scales.51 Overall, correlations among study 
variables indicate significant relationships between the ISCI and outcome variables of IS motiva-
tion and IS behavior. Correlations between sub-factors of the ISCI and the motivation as well as 
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three behavior variables were significant and in the expected directions (r’s ranged between 0.25 
and 0.47, p’s < 0.01). In addition, correlations between the overall ISCI and motivation (r = 0.50, 
p < 0.01), compliance (r = 0.57, p < 0.01), participation (r = 0.57, p < 0.01), and high-risk security 
behavior checklist (r = –0.46, p < 0.01) were significant and in the expected directions. Results also 
suggest that older employees were significantly more likely to engage in IS participation and sig-
nificantly less likely to engage in high-risk security behaviors. In addition, females reported a 
significantly poorer IS climate than males but also reported engaging in significantly more IS par-
ticipation behaviors and significantly fewer high-risk security behaviors.

Differences among occupational groups

Results of the one-way MANOVA indicated support for a multivariate main effect for occupational 
groups (Wilks’ λ = 0.841, F(15, 643.612) = 2.770, p < 0.001, partial eta squared = 0.057). The 

Table 1.  Sample demographics.

Total sample CNA’s Dentists Pharmacists PA’s

Total sample 252 43 49 89 71
Male, % (n) 36.1 (91) 4.7 (2) 46.9 (23) 51.7 (46) 28.2 (20)
Mean age, years (SD) 46.57 (13.45) 45.46 (13.43) 49.52 (14.10) 47.73 (13.64) 43.63 (12.38)
Race/ethnicity, % (n)
  Asian 3.6 (9) 0 (0) 2.0 (1) 4.5 (4) 5.6 (4)
  Black 8.3 (21) 18.6 (8) 2.0 (1) 10.1 (9) 4.2 (3)
  Hispanic 9.1 (23) 14.0 (6) 14.3 (7) 4.5 (4) 8.5 (6)
  White 67.5 (170) 58.1 (25) 77.6 (38) 65.2 (58) 69.0 (49)
  Other 3.2 (8) 2.3 (1) 0 (0) 6.7 (6) 1.4 (1)
  Declined to respond 8.3 (21) 7.0 (3) 4.1 (2) 9.0 (8) 11.3 (8)
Level of education, % (n)
  MD/PhD 35.3 (89) 0 (0) 93.9 (46) 43.8 (39) 5.6 (4)
  Master’s degree 26.6 (67) 4.7 (2) 0 (0) 14.6 (13) 73.2 (52)
  Bachelor’s degree 16.7 (42) 16.3 (7) 0 (0) 31.5 (28) 9.9 (7)
  Some college 11.5 (29) 62.8 (27) 0 (0) 0 (0) 1.4 (1)
  High school degree 1.6 (4) 9.3 (4) 0 (0) 0 (0) 0 (0)
  Declined to respond 8.3 (21) 7.0 (3) 6.1 (3) 10.1 (9) 9.9 (7)
Work setting, % (n)
  Hospital 29.4 (74) 23.3 (10) 10.2 (5) 38.2 (34) 35.2 (25)
  Physician’s office 24.6 (62) 4.7 (2) 65.3 (32) 2.2 (2) 36.6 (26)
  Rehabilitation center 1.6 (4) 9.3 (4) 0 (0) 0 (0) 0 (0)
  Nursing home/long-term 
care facility

5.2 (13) 25.6 (11) 0 (0) 2.2 (2) 0 (0)

  Retail/pharmacy chain 11.1 (28) 0 (0) 0 (0) 31.5 (28) 0 (0)
  Urgent care/walk-in clinic 3.2 (8) 0 (0) 4.1 (2) 0 (0) 8.5 (6)
  Hospice 1.6 (4) 9.3 (4) 0 (0) 0 (0) 0 (0)
  Private home 2.0 (5) 9.3 (4) 0 (0) 0 (0) 1.4 (1)
  Education 2.4 (6) 2.3 (1) 2.0 (1) 1.1 (1) 4.2 (3)
  Mail order/call center 1.6 (4) 0 (0) 0 (0) 4.5 (4) 0 (0)
  Other 9.1 (23) 7.0 (3) 14.3 (7) 11.2 (10) 4.2 (3)
  Declined to respond 8.3 (21) 9.3 (4) 4.1 (2) 9.0 (8) 9.9 (7)

CNA’s: certified nursing assistants; PA’s: physician assistants.
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observed power to detect a significant effect was 0.996. Given the detection of a significant main 
effect, we inspected the resulting univariate main effects (one-way ANOVAs), which examined 
whether there were differences in occupational groups for each variable. Significant main effects 
were detected for all variables: ISCI total (F(3, 240) = 4.324, p < 0.01, partial eta squared = 0.052, 
power = 0.864), motivation (F(3, 240) = 5.260, p < 0.01, partial eta squared = 0.062, power = 0.926), 
compliance (F(3, 240) = 6.396, p < 0.01, partial eta squared = 0.984, power = 0.967), participation 
(F(3, 240) = 3.519, p < 0.05, partial eta squared = 0.043, power = 0.778), and high-risk security 
behavior checklist (F(3, 240) = 7.389, p < 0.01, partial eta squared = 0.086, power = 0.984).

The significant ANOVA results indicate that there are mean differences among the occupa-
tional groups but do not pinpoint these differences. Therefore, Tukey post hoc tests were used to 
compare the mean scores among all occupational groups on the variables of interest. The occupa-
tional group means and standard deviations are reported in Table 3 and significant results of 
Tukey post hoc tests are reported in Table 4. Tukey post hoc test results indicate that for both 
motivation and compliance, the pharmacists’ mean scores were significantly better than for the 
other three occupational groups. For the ISCI, the pharmacists’ mean score was significantly bet-
ter than only the PA’s. Finally, for the high-risk security behavior checklist, the PA’s engaged in 

Table 3.  Group means.

Occupational 
group

ISCI Total Motivation Compliance Participation High-risk security 
behaviors checklist

Mean SD Mean SD Mean SD Mean SD Mean SD

CNA’s 3.86 0.71 4.55 0.57 4.42 0.59 4.16 0.72 1.26 0.42
Dentist 4.01 0.67 4.50 0.52 4.41 0.59 4.22 0.70 1.31 0.39
Pharmacist 4.15 0.48 4.79 0.39 4.70 0.45 4.38 0.70 1.22 0.30
PA’s 3.83 0.58 4.57 0.49 4.34 0.61 4.01 0.69 1.51 0.49

ISCI: Information Security Climate Index; CNA’s: certified nursing assistants; PA’s: physician assistants; SD: standard deviation.

Table 4.  Significant post hoc tests (Tukey).

DV Occupational 
category

Occupational 
category

Mean 
difference

Standard 
error

Significance

ISCI total Pharmacist PA’s 0.3162 0.09584 0.006
Motivation Pharmacist CNA’s 0.2446 0.09129 0.039

Dentist 0.2910 0.08652 0.005
PA’s 0.2259 0.07740 0.020

Compliance Pharmacist CNA’s 0.2849 0.10532 0.037
Dentist 0.2902 0.09982 0.021
PA’s 0.3584 0.08930 0.000

Participation Pharmacist PA’s 0.3651 0.11373 0.008
High-risk security 
behaviors checklist

PA’s CNA’s 0.2504 0.07991 0.010
Dentist 0.2047 0.07607 0.038
Pharmacist 0.2954 0.06507 0.000

DV: dependent variables; ISCI: Information Security Climate Index; CNA’s: certified nursing assistants; PA’s: physician 
assistants.
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more high-risk security behavior than the other occupations. There were no significant differ-
ences between the pharmacists and the other occupational groups.

Discussion

The root of the majority of breaches lies with employee negligence and/or carelessness surround-
ing IS, something that cannot be fully mended through legislative or technological remediation.8–11 
As a result, it is necessary to focus on changing employees’ behavior surrounding IS. To do this, 
we introduce the ISCI, a parsimonious (i.e. nine items) tool that was developed using two pilot 
studies, representing an extensive validation effort based on best practices in scale development.50,52 
The ISCI can be used by a variety of healthcare organizations to quickly and inexpensively assess 
their IS climate. This will allow these organizations to make decisions regarding where they should 
target IS interventions. The current approach differs from that of other instruments that take a case 
study approach to auditing organizations’ policies, regulations, and training as opposed to employ-
ees’ behavioral reactions to them.

Implications

The results of this study have important practical implications. Fundamentally, IS climate has the 
potential to positively impact employees’ motivation and behavior, thereby ultimately reducing the 
number of data breaches. Given most data breaches are due to insider actions or lack of actions, a 
focus on organizational features that might affect employee behavior would be an obvious point of 
intervention. A number of studies in the safety climate literature have shown that training can be 
used to improve climate.53 Such approaches could be modified to improve the IS climate of organi-
zations that deal with sensitive data. Second, it seems that older employees are more careful with 
confidential data than are younger employees. Given that younger employees are often considered 
to be more “tech savvy,” this finding was unexpected. It could be that older employees are more 
conscientious and therefore are more careful with patient data. Another interesting finding was that 
despite HIPAA laws governing all occupations, pharmacists seemed to have the best IS climate, 
motivation, and behaviors while PA’s had some of the worst scores. Perhaps this occurred because 
the pharmacists, who often handle patients’ sensitive data in front of other members of the public, 
are more aware of the importance of IS. Regarding PA’s, it could also be the case that they some-
times consult with patients in waiting rooms in front of other patients and prioritize discussing a 
patient’s health information over IS. Regardless of the reasons underlying the observed occupa-
tional differences, these results point to the need for additional IS training, especially for PA’s. 
While some training should target the incumbents, research38 suggests that training for the incum-
bents’ supervisor might be more important given the central role he or she plays in shaping the 
organizational climate.36,37

Limitations

There are several limitations that should be kept in mind when interpreting the results of this study. 
First, the focus on IS could conflict with patient safety and care. This type of tension between 
competing priorities is inherent to the organizational climate approach and specifically exists in the 
safety climate domain between safety and expediency. That is, in order to behave safely, employees 
often have to work more carefully and slowly, thereby reducing productivity. The same tension 
likely exists in the IS climate domain as data security could compete with providing expedient or 
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quality care. This study did not directly address this underlying tension, but future studies should 
directly examine these competing priorities.

Another limitation is that the ISCI did not assess opportunities for training, which could 
reinforce desirable IS practices. Although the initial set of items contained several items related 
to training, the factor analysis did not support the inclusion of these items, indicating that these 
items were strongly related to other practice items and therefore subsumed within this factor. 
One reason for this could be that training supports the organizational climate but might not be 
a central component given organizational climate’s focus on policies, practices, and proce-
dures. In other words, training programs may alert employees of the proper practices and exist-
ing policies and procedures but that does not necessarily mean that IS will be prioritized in the 
workplace.

Furthermore, only four occupation groups in a single state were surveyed. Additional research, 
including additional occupational groups, throughout the United States is needed to generalize 
study findings. In addition, it is important to note that study data were cross-sectional and therefore 
causality cannot be inferred. Finally, this study did not examine whether IS climate differs among 
settings. It could be that retail pharmacies, where pharmacists are most often employed, have 
stronger IS climates than private practices. Future research should examine these settings to tease 
apart the role of the setting and the role of the occupation.

Conclusion

In conclusion, data breaches will likely continue to occur for the foreseeable future. Despite con-
cerns about external hackers, much of the danger originates within organizations in the form of 
careless and/or negligent employee behaviors. An organizational climate approach represents a 
promising way to fundamentally change behavior. Study results indicated that an IS climate is 
related to desired employee behaviors, and thus, it can be potentially helpful for changing behavior 
surrounding information privacy and security.
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