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LESsONS LEARNED FROM THE DEVELOPMENT
AND DEMONSTRATION OF A PPE INVENTORY MONITORING
SysTEM rOR US HospITALS
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Spencer Crosswy, and Susan M. Moore

An international system should be established to support personal protective equipment (PPE) inventory monitoring,
particularly within the healthcare industry. In this article, the authors discuss the development and 15-week deployment of a
proof-of-concept prototype that included the use of a Healthcare Trust Data Platform to secure and transmit PPE-related
data. Seventy-eight hospitals participated, including 66 large hospital systems, 11 medium-sized hospital systems, and a single
hospital. Hospitals reported near-daily inventory information for N95 respirators, surgical masks, and face shields, ultimately
providing 159 different PPE model numbers. Researchers cross-checked the data to ensure the PPE could be accurately
identified. In cases where the model number was inaccurately reported, researchers corrected the numbers whenever possible.
Of the PPE model numbers reported, 74.2% were verified—60.5% of N95 respirators, 40.0% of face shields, and 84.0% of
surgical masks. The authors discuss the need to standardize how PPE is reported, possible aspects of a PPE data standard, and
standards groups who may assist with this effort. Having such PPE data standards would enable better communication across

hospital systems and assist in emergency preparedness efforts during pandemics or natural disasters.
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INTRODUCTION number of workers employed in the healthcare industry

continues to increase, so will the demand for personal

EALTHCARE is the fastest growing industry in the protective equipment (PPE) during routine workdays and
United States and is projected to increase from 19.8  even more so during public health emergencies. Within
million workers in 2020 to 23.1 million by 2030." As the the healthcare industry, PPE is a consistent and critical
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component used within the hierarchy of controls.” During
previous infectious disease outbreaks such as Ebola and
influenza A, researchers examined and demonstrated the
need for healthcare professionals to appropriately use PPE
to reduce disease transmission.>® Results of these studies
have provided insight into best practices for PPE compli-
ance during public health crises; however, the disruption
in PPE supply chains and subsequent surge in demand
has made both compliance and implementation of best
practices difficult to ascertain in terms of practicality and
feasibility. For example, while preparing for the Ebola ep-
idemic in the United States, many healthcare facilities were
unable to obtain the quantity and types of PPE needed due
to haphazard, large-volume ordering of PPE that caused
national shortages for certain items, delays in orders, and
uncertainty among product manufacturers.”

These public health crises have demonstrated a need to
establish an information technology (IT) architecture system
that can be used to support nationwide PPE inventory
monitoring and analysis, particularly within the health-
care industry. Although research has identified the need
for national surveillance and measures for reporting PPE,
studies regarding the utility of such systems have not been
completed. Consequently, the US healthcare industry does
not have a central, neutral platform to share and exchange
PPE inventory data during public health emergencies, nor
does it have a standardized system for monitoring PPE in-
ventories. Rather, these data are managed by disparate,
proprietary entities that can capture and display only a small
portion of the healthcare industry’s data. Unfortunately, this
model precludes hospitals, suppliers, stockpiles, state and
local health departments, and emergency response planners
from being able to collect, aggregate, and analyze data in a
secure and trusted way to inform decisions. Without a
standardized system for monitoring PPE inventories, the
demand for PPE is likely to become further exacerbated
during pandemic situations that cause panic purchasing. To
this end, research, development, and even policy planning in
PPE inventory monitoring and surveillance is critical.

The full benefit of a PPE inventory system to hospitals
and emergency response planners will be realized only if it
is automated to provide near real-time (eg, daily) data. A
near real-time PPE inventory monitoring system that is
used by major hospital networks, suppliers, and emergency
stockpiles will enable decisionmakers to have accurate in-
formation about PPE inventories during emergencies and
closely monitor their PPE use during routine clinical care.
During a public health emergency, it is critical that federal,
state, and local government stockpiles can help officials
quickly capture the status of current inventories and po-
tential shortages based on the quantity of PPE currently
in the hospital’s possession, PPE already purchased (and
whether the order will be filled on time), and PPE requested
but not yet fulfilled. Inaccurate reporting, however, makes
it difficult to track inventory counts that are purchased,

fulfilled, or unfulfilled.
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In this article, we take a step back to assess the more
formative issue of PPE inventory reporting in the healthcare
industry to advance a valid and reliable mechanism for
completing and deploying a national surveillance system
that can operate during both routine and emergency re-
sponses. During the first phase of research, we conducted
a proof-of-concept effort to demonstrate the feasibility of
developing a scalable and automated PPE surveillance and
monitoring inventory system. To initially scale and ap-
propriately use the results of this pilot effort, participating
hospital systems provided data for 3 types of PPE: N95
filtering facepiece respirators (hereafter referred to as N95
respirators), surgical masks, and face shields. The objec-
tive of this article is to assess the feasibility of automating
data extraction from numerous, disparate data systems
across participating hospitals where no standard nomen-
clatures or data reporting formats exist. Before discussing
this research and development effort in more detail, we
provide background information and context to better
forecast the impact of this work.

Historical Background of PPE
Inventory Monitoring System

In 2012, the National Personal Protective Technology
Laboratory (NPPTL), a division of the National Institute
for Occupational Safety and Health (NIOSH), identified
the need for a PPE inventory monitoring system in health-
care and initiated formal research in this area. One effort
was a contract with Vanderbilt University that culmina-
ted in the development and deployment of a PPE Pre-
paredness, Responsiveness, and Outcomes surveillance system
that was deployed with 26 hospitals.>” This surveillance
system was initially based on a paper survey that eventually
expanded to a structured electronic questionnaire for hos-
pitals and health systems to manually self-report PPE in-
ventory and purchase information with the manufacturer
and model numbers.” Although this effort demonstrated
that relevant supply and demand data are captured by
hospitals and able to be retrieved, notable barriers were
identified. For example, a hospital administrator had to co-
ordinate across departments and systems to manually enter
information in the electronic database, which required
additional time and staffing, creating a barrier to real-time
PPE inventory monitoring. Automation through electronic
data exports from various systems also introduced new and
significant concerns from hospitals, including an unwill-
ingness to electronically export data using an information
architecture that was governed and secured by the federal
government.

Consequently, in 2018, NPPTL and other US Centers
for Disease Control and Prevention organizational units
outlined a renewed need for a near real-time PPE inventory
monitoring system that could address these identified gaps
in trust and automation while being able to monitor PPE
use during routine clinical care and emergencies. First,

583



Downloaded by CDC Information Center from www.liebertpub.com at 12/29/21. For personal use only.

PPE INVENTORY MONITORING

perceptions and challenges related to PPE inventory mon-
itoring were collected including: (1) unwillingness of
hospital entities to electronically export data using an ar-
chitecture that was overseen and secured by the federal
government, demanding the need for a standard trust ar-
chitecture and data use agreements; (2) difficulties in sus-
taining manual and accurate PPE inventory reporting to
predict national and local PPE shortages, necessitating
the need for automated electronic exports of data that fol-
low a standard nomenclature; and (3) inability of small
hospitals—making up about 70% of the industry—to al-
locate resources to daily PPE reporting and often being
excluded from viable efforts.'® These were just some issues
considered when identifying potential solutions for a PPE
inventory monitoring proof-of-concept prototype.

Working Toward an Automated

System

NPPTL identified and initiated a contract with the Center
for Medical Interoperability (C4MT) in 2019."" C4MI is a
501(c)(3) cooperative research and development laboratory
funded by health systems to simplify and advance data
sharing among medical technologies and systems using a
centralized, vendor-neutral approach. A key objective of
this group is to achieve an interoperable healthcare system,
with approaches being informed by its hospital steering
committee. The committee is staffed by representatives
from member hospitals and consists of leading executives
of some of the largest health systems in the United States
and represents a diversity of healthcare distribution by way
of more than 500 hospital sites spread across the country.

C4MI and its hospital steering committee determined
that the lack of interoperability was not only a barrier to
a nationwide monitoring and analysis system for critical
healthcare assets but was also a significant barrier to hospital
interests. Consequently, there was a shared interest between
hospitals and the federal government in the need for: (1) an
information architecture that promotes automation and in-
teroperability between hospital data systems, (2) an af-
fordable system for all hospitals, and (3) a system that meets
the security and trust requirements demanded by hospitals
to support the sharing and analysis of their data with third-
party devices and users.

NPPTL, C4MI, and its hospital steering committee
initiated a public—private partnership to pilot the design,
development, and maintenance of an automated system.
The steering committee determined which hospitals and
systems would be best positioned to participate in this pi-
lot effort. The committee chose a small county hospital, a
midsized hospital system limited within 1 state, and a very
large hospital system that spanned the United States. All
of the hospitals and healthcare systems that were initially
contacted by the steering committee agreed to participate in
this pilot demonstration, which facilitated the develop-
ment of a Healthcare Trust Data Platform (HTDP) and an
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app that used the platform to secure and transmit PPE
inventory data for N95s, surgical masks, and face shields.
C4MI obtained common data use agreements from each
participating entity to allow for third-party data usage. Par-
ticipating entities remained in control of their data while
providing transparent accessibility and use of the data.

HeartHCARE TRUST DATA PLATFORM

Based on input from C4MTI’s hospital steering committee
and the healthcare information management agenda pub-
lished by the Institute of Medicine and National Research
Council,'? the HTDP was designed to provide a trusted
pathway for long-term, nationwide data management
within and among medical devices, hospitals, and emer-
gency response planners (Figure 1). The HTDP included a
technical architecture and governance framework in which
participating hospital systems entered into an agreement to
securely exchange data via auditable transactions with hos-
pital information systems and other participating systems.""
Participating entities retained full control over permissions
and visibility into data exchanges. This quick and on-
demand trusted access to data (and associated information
by care team members, patients, and other authorized re-
cipients) also reduced clinician burden. A catalog of tech-
nical documents and specifications for the HTDP
architecture was developed and reviewed with the hospital
steering committee. Using this framework, large hospital
systems may continue to work with proprietary data apps
and cloud services in addition to apps provided through the
HTDP, whereas smaller and more limited resource hospi-
tals may rely on the HTDP and any apps distributed with
it as their only cloud data service. With the background
architecture and implementation defined, it was then nec-
essary for the public—private partnership to establish a vi-
sion for management of user access and permissions to the

HTDP apps.

PPE SurrLy MANAGEMENT APP

C4MI developed an alpha PPE Supply Management app
that was deployed using the HTDP (Figure 1). The public—
private partnership decided to use a mobile-friendly web
app, known as the TOGETHER Portal, that would list all
apps integrated through the HTDDP. Because a standardized
nomenclature and format for collecting PPE data did not
exist, a systematic app development process was followed.
Standardized datasets were created to normalize nomen-
clatures and formats based on desired data that were
disparately named and formatted across proprietary or
custom-built hospital data systems. Researchers had to es-
tablish 1 dataset for each of the 3 PPE types and then apply
the provided hospital systems’ data to the proprietary PPE
inventory systems algorithms that were created. The app
was designed to proceed through multiple development
phases—the first of which is the proof-of-concept
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Figure 1. Illustration of the long-term vision of the Healthcare Trust Data Platform and its ability to support nationwide data sharing
and analysis that supports medical device interoperability. The current study only evaluated the hospitals as the data source and the
quality of the data that was produced. Additional information from this figure would need to be evaluated in the future. Abbreviations:
CA, conformity assessment and declaration; FDA, Food and Drug Administration; H, hospitals; NIOSH, National Institute for
Occupational Safety and Health; PPE, personal protective equipment; S, static and dynamic stockpiles; SD, PPE standards devel-

opment organizations.

demonstration discussed in this article. This effort focused
on exporting data from hospital systems that provided (1)
hospital characteristics (eg, urban vs rural, US state where
the hospital is located, and bed capacity) and (2) PPE
inventory and purchasing data such as pending orders,
delayed orders, and orders without a delivery date.

Objectives

The methods described in the following section focus on
the deployment of the PPE Supply Management app and
its compliance with the nomenclature and data format
initially established by the research team. In this article
we focus on: (1) the proof-of-concept deployment of an
HTDP that addresses previously identified gaps in trust and
automation; (2) lessons learned about challenges identified
during the deployment; and (3) components still necessary
to deploy a beta version that can collect valid and reliable
PPE inventory data to inform routine preparedness and
emergency response efforts.

IMPLEMENTATION METHODS

Data Collection and Extraction
Process

The alpha PPE Supply Management app was developed
and deployed in 2020, and initially focused on the auto-
mated exportation of PPE data from participating hospital
systems. First, a data model for inventory and purchase
order information was created to standardize data collected
and represented from participating hospital systems. Par-

Volume 19, Number 6, 2021

ticipating hospital systems then established daily automated
reports that queried relevant hospital information systems,
converted the daily reports to a common data model, and
transferred results to the app, which made the data available
to other participants via the HTDP. C4MI then aggregated
the daily data and reported it to NIOSH weekly for each of
the 3 PPE types: N95s, surgical masks, and face shields.
Hospital systems were asked to report daily, current in-
dividual hospital inventory—the quantity of PPE in their
possession. These data were to be reported separately for
each PPE type and disaggregated by individual units ac-
cording to manufacturer and model number. Additionally,
hospital systems provided their purchase orders and status
updates. Using these data, C4MI developed analyses algo-
rithms to calculate replaced individual hospital inventory
and individual hospital burn rate estimates for the 3 types
of PPE reported. No participating hospitals or systems
dropped out or stopped providing data throughout the
demonstration period. Although the details of the PPE in-
ventory data are of interest, in this article we describe the
proof-of-concept demonstration of the HTDP and app and
highlight the feasibility and successes of hospital systems’
willingness to share their data for third-party access.

Sample

Hospital systems entered near-daily inventory information
in the alpha PPE Supply Management app from June 1 to
September 10, 2020. When the alpha version deployed, 12
hospitals were participating. Ultimately, 78 hospitals par-
ticipated, including a large hospital system (66 hospitals), a
medium-sized hospital system (11 hospitals), and a single
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Table 1. Hospital Participation by HHS Region

HHS Region Sample Participation
3 — Philadelphia 2.0%
4 — Atlanta 18.3%
5 — Chicago 61.8%
6 — Dallas 13.4%
7 — Kansas City 2.5%
9 — San Francisco 1.6%
10 — Seattle 0.5%

Abbreviation: HHS, Health and Human Services.

hospital. The single hospital and medium-sized hospital
system signed data use agreements in May 2020 and was
able to integrate the app into their hospital systems with
relative ease. The large hospital system, comprising hospi-
tals across the United States, took longer to onboard. Their
data use agreement was signed in late June 2020 after
lengthy legal reviews, and additional time was needed to
work through a major system upgrade, which delayed the
identification of hospitals ready to share data. Consequ-
ently, the large hospital system started sharing data during
the ninth week of the 15-week demonstration. Hospitals
were located in 17 states and represented 7 of the 10 US
Health and Human Services regions (Table 1).

Upon receiving the final data from C4MI, NIOSH
cleaned and subsequently recoded data variables. To inform
future development of a beta app, including updates to
nomenclature and format, this manuscript discusses the
PPE data validation process.

PPE Data Validation

Researchers relied on information about respirators from
trusted sources such as an NPPTL webpage containing
information about NIOSH-approved N95s organized by
model number, manufacturer, and, if applicable, NIOSH
approval number.'? Additionally, the webpage noted which
surgical N95 respirators were also cleared by the US Food
and Drug Administration (FDA). For a majority of the
NO95s reported, researchers used the NPPTL webpage to
verify the model numbers.

For surgical masks, researchers used the FDA 510(k)
Premarket Notification website'* to cross-check model
numbers and manufacturers. However, this website con-
tained information for only a handful of surgical masks

reported. Consequently, researchers used standard internet
search engines and typed in the model numbers and man-
ufacturers provided by participants to verify the data re-
ported. In most cases, if the correct model was provided or
even a corresponding stock-keeping unit (SKU) or vendor
number, researchers were able to locate the surgical mask
and, if needed, update the model number. When the dis-
tributor was incorrectly reported instead of the manufac-
turer, researchers used the same validation process to
identify the correct manufacturer. While researchers sear-
ched for and verified surgical mask model numbers, they
also reviewed the product manufacturer pages, specifically,
to determine whether surgical masks were approved by
ASTM International (formerly the American Society for
Testing and Materials).'> Most major manufacturers pro-
vided documentation if they claimed a surgical mask was
certified by ASTM at levels 1, 2, or 3.

The same process was used to verify face shields. Re-
searchers started with the FDA 510(k) Premarket Notifica-
tion website'* but quickly moved to internet search engines.
Because fewer standards exist for face shields, researchers
only made note of whether the face shields were half- or
full-face and whether they were reusable or disposable.
Table 2 shows an excerpted example of raw data provided
by participating hospitals, and Table 3 shows the same data
with the updated, verified model numbers and manufac-
turers. These tables show example data for N95s only, but
we used the same validation process to accurately update
surgical mask and face shield model numbers as well. This
example demonstrates how small nuances in the way PPE
model numbers are reported affects whether the model
appears unique within an automated system, thereby
highlighting the importance of small errors, such as spacing
when entering a number.

Among the 3 PPE types, participating hospitals provided
159 model numbers, which researchers verified and cor-
rected using the steps outlined above, resulting in updated
model numbers and manufacturers. The results of this
effort are described below.

ResuLTs

Table 4 shows that of the 159 PPE models initially re-
ported, 118 (74.2%) were verified, which represents the
final sample of 118 PPE model numbers.

Table 2. Example of Raw Data Provided by Participating Hospitals

Hospital ID State Manufacturer Model Number PPE Type Date CIHI
ABC123 IL 3M Medical Products 8210 N95 FFR September 8, 2020 3,080
DEF456 IL California Professional Manufacturing 8210P N95 FFR August 7, 2020 520
GHI789 IL Henry Schein Inc. 1379204 N95 FFR June 17, 2020 0
JKL1011 IL Midwest Sourcing LLC 8110S N95 FFR June 21, 2020 0
MNOI121 AL 3M Medical Products 81108 N95 FFR August 7, 2020 2,440
PQR246 IL Grainger Industrial 1860-MASK N95 FFR June 15, 2020 0

Abbreviations: CIHI, current individual hospital inventory; FFR, filtering facepiece respirator; PPE, personal protective equipment.
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Table 3. Revised Data Provided by Participating Hospitals After Verification®

Hospital ID State Manufacturer Model Number PPE Type Date CIHI
ABC123 IL 3M Medical Products 8210 N95 FFR September 8, 2020 3,080
DEF456 IL 3M Medical Products 8210 Plus N95 FFR August 7, 2020 520
GHI789 IL 3M Medjical Products 81108 N95 FFR June 17, 2020 0
JKL1011 IL 3M Medical Products 8110S N95 FFR June 21, 2020 0
MNO121 AL 3M Medical Products 8110S N95 FFR August 7, 2020 2,440
PQR246 IL 3M Medjical Products 1860 N95 FFR June 15, 2020 0

*Changes made to the original data are shown in bold italics.

Abbreviations: CIHI, current individual hospital inventory; FFR, filtering facepiece respirator; PPE, personal protective equipment.

N95 Respirator Reporting

The 78 participating hospitals reported a total of 38 dif-
ferent model numbers for N95 respirators and surgical N95
respirators, of which 35 (92.1%) were verified. The 3 that
could not be verified came from a hospital among the group
of medium-sized hospital systems. This hospital’s level of
reporting was minimal in that the 3 incorrect model num-
bers reported only occurred over a few days during the
demonstration period rather than daily over the 15-week
demonstration period. The number of individual units the
hospital reported was also low. For the 3 model numbers
that could not be verified, the hospital instead provided
international testing standards or a generic name for the
respirators. For example, 96 units were simply reported
as “KN95” but without a model number, and therefore
could not be traced. Similarly, 2,496 units were reported
as “Donation N95.” Of the 35 verified N95s from all par-
ticipating hospitals, 9 (25.7%) were reported inaccura-
tely using either the vendor number, FDA model number,
UPC bar code, or adding “mask” after the model num-
ber. After reassigning inaccurate model numbers with the
correct ones, the final sample included 23 different mod-
els supported by 17 unique NIOSH N95 approval num-
bers. Additionally, 16 of the 23 N95s were approved by
NIOSH and cleared by FDA as surgical N95 respirators.
Figure 2 shows a detailed breakdown and visualization of
results.

Participating hospitals reported 22 N95 manufacturers;
however, there were only 5 unique manufacturers with the
remaining being the private label distributor of the product.
Private labels are used when a manufacturer enters into an
agreement to have its respirators sold by another company.

Table 4. PPE Reporting and Verification

PPE Model Verified Unique PPE Model
Numbers Reported Numbers
PPE Type n n (%)
NO95 respirators 38 23 (60.5)
Face shields 15 6 (40.0)
Surgical masks 106 89 (84.0)
Total 159 118 (74.2)

Abbreviation: PPE, personal protective equipment.
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For example, 3M’s 1860 was often inaccurately recorded,
with 10 private labels listed as the manufacturer. Inaccurate
reporting of the manufacturer was isolated to 1 hospital
within the medium-sized system and not a trend through-
out the sample.

Face Shield Reporting

Participating hospitals reported a total of 15 face shield
models; however, 1 was a surgical mask, and subsequently
added to the surgical mask dataset, and 1 was a powered air-
purifying respirator hood, and therefore was removed from
the dataset. Of the 13 remaining models, 2 were labeled
as “DonationShield” and “FaceShield,” and 2 numbers
reported were SKUs and, with no other model or manu-
facturer information available, it was not possible to ver-
ify these 4 face shields. Consequently, the majority (n=9,
60%) of model numbers were verified. Four models were
inaccurately reported and could be corrected, 1 was uni-
que, and 3 were variations of another model number (see

Figure 3 for results). A total of 9 unique manufacturers

38 N95 model
numbers reported

3 (7.9%) N95 models

35 (92.1%) N95
models verified

<~

23 unique, verified
N95 models

not verified

9 (25.7%) N95 models

inaccurately reported -
and corrected

Y

17 (73.9%) NIOSH-

approved N95 models

v

16 (69.6%) FDA-

cleared N95 models

Figure 2. Illustration of N95 filtering facepiece respirator ver-
ification results. Abbreviations: FDA, Food and Drug Adminis-
tration; NIOSH, National Institute for Occupational Safety and
Health.

587



Downloaded by CDC Information Center from www.liebertpub.com at 12/29/21. For personal use only.

PPE INVENTORY MONITORING

15 face shield model
numbers reported

4 (26.7%) face shield

models not verified

4 (44.4%) face shield

1 model was a surgical mask

1 model was a PAPR hood

v
9 (60.0%) face shield
models verified
4—

models inaccurately *
reported and 6 unique, verified,
corrected disposable
face shield models:
Half length: 1

Three-quarter length: 1
Full length: 3
Extra-long length: 1

Figure 3. Illustration of face shield verification results. Ab-
breviation: PAPR, powered air-purifying respirator.

were reported, with 3 reported inaccurately using the dis-
tributor or private business name.

Surgical Mask Reporting

Initially, 106 surgical mask model numbers were reported.
However, 1 reported model number under “Face Shield”
was a surgical mask, bringing the total to 107. Of these
models, 95.3% (n=102) were verified; the models that
could not be verified were reported as, “Mask,” “Masks,”
“MLS-2,” and “ORSM-Mask.” Of the 102 that were ver-
ified, 21.6% (n=22) were reported inaccurately using the
vendor number, UPC bar code, or distributor number, and
subsequently corrected. Another common occurrence was
reporting the order number, which changes slightly when
the same surgical mask is ordered in different quantities.
For example, 47500 and 475007 refer to the same product
but are ordered in either 50 or 300 quantities. Thirteen
surgical masks belonged to validated model numbers al-
ready reported in the data, while the remaining 9 were
unique. After assigning the 13 inaccurate numbers with the
correct model, the final sample of validated surgical masks
was 89. Among these 89 surgical masks, 53.9% (n=48)
claimed to meet the ASTM standards. Specifically, 52.1%
(n=25) claimed to meet ASTM Level 1 standards, 6.2%
(n=3) ASTM Level 2 standards, and 41.7% (n=20) ASTM
Level 3 standards. For the remaining 41 surgical masks,
researchers were unable to identify a specific ASTM level
claim, although several often claimed to meet 1 or more
of the 5 ASTM 2100 testing criteria. Figure 4 presents a
breakdown of results, showing how the final sample of
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107 surgical mask

model numbers
reported

| y

102 (95.3%) surgical
mask models verified

<

89 unique, verified
surgical mask models

5 (4.7%) surgical mask
models not verified

22 (21.6%) surgical
mask models
inaccurately reported

and corrected

-

41 (46.1%) surgical
mask models not
ASTM approved

48 (53.9%) surgical
mask models met
ASTM approval
standards

(52.1%) (6.2%) (41.7%)
Level 1 Level 1 Level 1

Figure 4. Illustration of surgical mask verification results.

surgical masks ended up being 89. Hospitals reported 17
different manufacturers, 8 (47.0%) of which were manu-
facturers, whereas the remaining 9 (53.0%) were product
distributors or website retailers.

Discussion

Proof-of-Concept PPE Inventory
Monitoring System Successes

It is noteworthy that 3 different entities (ie, large hospi-
tal system, medium-sized hospital system, single hospital)
signed agreements to participate and permit the blinded
sharing of their PPE inventory data via the HTDP. This
demonstrates that an overarching IT architecture can be
devised for the voluntary and trusted sharing of critical PPE
supply chain data. The willingness of hospital systems to
sign agreements and allow the exchange of data with third
parties such as state and local health departments and the
US Centers for Disease Control and Prevention has his-
torically been a significant hurdle to successfully deploying
a trusted and secure data exchange. This willingness shows
the interest and utility of a PPE inventory monitoring
system at the hospital level. However, considering that the
large hospital system took roughly 8 additional weeks to
onboard (4 weeks to navigate legal reviews and another 4
to integrate the hospital systems using the proof-of-concept
PPE app and inventory monitoring system), it is worth
noting that different-sized healthcare systems will encoun-
ter their own unique challenges during such a process.
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The initial PPE nomenclature and format developed was
able to extract a highly accurate amount of PPE data and
provides a solid base to continue building upon for future
standards. We anticipate that such standards could inform
more sophisticated data platforms to help optimize PPE
inventories based on hospital characteristics, allow hospital
systems and coalitions to standardize PPE for sharing, and
enable PPE inventory comparisons with others that have
similar characteristics to self-assess preparedness levels.
Another encouraging aspect is that inaccurate reporting of
models and manufacturers were primarily isolated to a few
hospitals. Future analyses and publications by the authors
hope to explore the variability in hospital and hospital sys-
tem reporting to identify barriers to data accuracy. Identi-
fying data validity issues within these specific hospitals will
likely inform and advance considerations for a future no-
menclature in this area.

Proof-of-Concept PPE Inventory
Monitoring System Challenges

Using the proof-of-concept PPE inventory monitoring
prototype overcame significant hurdles related to the lo-
gistics and feasibility of an automated system, but it also
revealed challenges related to data validation. As described
carlier, the data cleaning process involved standardizing
different naming conventions for the exact same product
depending on the manufacturer (and its various private
label arrangements), distributor, and group purchasing or-
ganization. The lack of standardization led to a laborious
and inefficient process of aggregating and analyzing PPE
data across hospitals. To illustrate this challenge, 37 man-
ufacturer names were initially reported across all partici-
pating hospitals for the 3 types of PPE, but ultimately there
were only 14 unique companies. Those that were inaccu-
rately reported as manufacturers were private label holders
or distributors who market or resell the products. Not
knowing the manufacturer of current PPE inventory poses
challenges in predicting shortages across a state, region,
or country during times of domestic PPE shortages. In
addition, concerns about counterfeit and substandard res-
pirators highlight the need to monitor PPE inventory
and ensure that manufacturers and model numbers are
accurately recorded for quick identification and notification
in the event that equipment puts healthcare personnel
at risk.

In this study, we drafted and applied a standard no-
menclature and format for PPE inventory reporting for
numerous and disparate hospital data systems that were not
designed for this framework. Accuracy of the data reported
in this study was high, but some reporting challenges still
demonstrate the need for a data standard with agreed-upon
nomenclature and format. Developing such a standard
should be achievable, but the subsequent challenge will be
for hospitals to request, require, and use appropriate soft-
ware that meets this standard.
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Establishing a global PPE standard nomenclature is criti-
cal to the success of future PPE inventory monitoring and
surveillance efforts. For example, the data format assigned
for NIOSH-approved respirators is different from the for-
mat used by other respirators certified to international
standards, which led to difficulties in verifying international
respirator models. It was also problematic to decipher be-
tween manufacturers, private labels, distributors, and the
different labeling used for quantities purchased. A global
PPE standard should ensure that private labels and dis-
tributors are not used interchangeably with manufacturers
and should help determine how to handle different quan-
tities purchased.

When considering relevant groups to pursue in develop-
ing standardized nomenclatures and data formats for PPE,
several options exist. One option includes working with
appropriate sector groups for healthcare, such as Health
Level Seven (HL7), who was initially consulted on this
effortc. HL7 is a member group that provides international
standards that offer guidance in transferring and sharing
data among healthcare entities. HL7 recently published
the Situational Awareness for Novel Epidemic Response
(SANER) open-sourced initiative.'® SANER aims to stream-
line and accelerate the real-time transmission of deidentified
data from healthcare facilities that can be used during pub-
lic health emergencies and disasters.'® Although SANER
is not a standards development project, aligning with HL7
could help deploy or implement some of the outcomes of
proposed data standardization efforts.

Additionally, related to healthcare, the Association
for Health Care Resource and Materials Management
(AHRMM)' of the American Hospital Association leads
issues related to healthcare supply chains. AHRMM ac-
knowledges the importance of healthcare supply chain data
standards and has facilitated and promoted widespread use
of other unique PPE identifiers including Global Location
Numbers (GLN) and Global Trade Identification Num-
bers (GTIN). Further, AHRMM recently posted a white
paper on their website that discussed the need to work with
providers, suppliers, distributors, technology partners, and
providers to build a more resilient PPE supply chain."®

Because PPE is produced for and used by more than
1 industry, it is worth considering additional standards
groups so that all PPE nomenclature can be standardized
moving forward. For example, the maritime industry is
considered extremely hazardous, with PPE use and man-
agement among the most influential factors in preventing
injury,"” potentially making such transportation industries
that relate to supply chain issues important to consider.
Inclusive occupational safety and health standards groups
may also be willing to work on PPE data standards that can
accommodate supply chain issues or international respira-
tors during surge events, such as the American National
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Standards Institute and the International Safety Equipment
Association, which oversee standards and conformity as-
sessment activities.”*' ASTM is another important group
that oversees standards, conformity assessments, and la-
beling, which may be useful when trying to merge new data
elements into a larger data bank."” Including appropriate
groups in efforts to standardize PPE nomenclature is im-
portant for several reasons; for example, after initial stan-
dards are developed that focus on respiratory protection,
standards groups can assist with developing nomenclature
for other types of PPE to improve surveillance in various
occupational sectors.

Adopting a standard PPE nomenclature poses some
challenges, however. The data cleaning effort in the current
study’s proof-of-concept demonstration would have been
minimized if participating hospitals had included identi-
fiers from existing nomenclatures such as GTIN' for
specific models or UNSPC** for PPE categories. Most
hospitals did not have access to these identifiers in their
information systems, either because the information sys-
tem vendor did not support it or because the data were
not populated by manufacturers or distributors. Hospitals
could manually add these identifiers themselves, but
that would shift the data cleaning burden onto providers.
The only way to extract clean data using an automated
system is to set standards for validating data from the
start, including the development of a common nomen-
clature, to be wholly adopted by all stakeholders in-
cluding hospitals, inventory management system vendors,
distributors, and manufacturers. This effort is likely
challenging, but doable with the right collaborations
in place.

CONCLUSION

The purpose of this article was to assess the feasibility of
automating data extraction from numerous, disparate data
systems across participating hospitals where no standard
PPE nomenclatures or data formats exist, such as non-
NIOSH-approved PPE. The proof-of-concept deployment
demonstrated the HTDP’s architecture and its ability to
secure and transmit PPE-related data from inventories
provided by US hospitals. Notably, hospitals signed data
use agreements and remained in control of their data while
providing transparent accessibility and use of the data.
Lessons learned from this effort inform considerations
for a future beta version and standard PPE nomenclature.
The current design was limited to exporting PPE inventory
data from any off-the-shelf inventory management system,
whereas a future beta model must be able to handle more
nuanced data by integrating updated algorithms developed
during the proof-of-concept effort. A next step would be to
integrate these algorithms at hospitals and other entities,
such as group purchasing organizations and stockpiles, to
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help learn about emergency response planning. Future de-
ployments at a beta level would render PPE inventory data
that would be more easily and accurately interpreted for
immediate stakeholder use.

In 2011, the Institute of Medicine indicated that stan-
dardization of PPE terms and nomenclature would enhance
government and manufacturer accountability.”” The results
of our proof-of-concept study support this argument. Al-
though NIOSH NPPTL’s respirator certification program
provides standardized nomenclature for N95 FFRs and
surgical N95 respirators in the United States, the use of this
nomenclature is not part of a domestic PPE data standard.
Results from the current study show that additional, stan-
dardized nomenclature is needed at the international level
to ensure an accurate representation of PPE availability
and stockpiled supply. An international, widely used PPE
inventory data standard would also support notification
efforts when counterfeit or substandard equipment is iden-
tified. Finally, having such PPE data standards would allow
for communication across hospital systems and assist in
emergency preparedness efforts during pandemics or nat-
ural disasters.

ACKNOWLEDGMENTS

This research received funding support from the US
Centers for Disease Control and Prevention Influenza
Coordination Unit within the National Center for Immu-
nization and Respiratory Diseases. The findings and con-
clusions in this paper are those of the author(s) and do not
necessarily represent the official position of the US Centers
for Disease Control and Prevention National Institute for
Occupational Safety and Health.

REFERENCES

1. US Bureau of Labor Statistics. Employment by major
industry sector. Updated September 8, 2021. Accessed
October 7, 2021. https://www.bls.gov/emp/tables/employ
ment-by-major-industry-sector.htm

2. US Centers for Disease Control and Prevention. Hierarchy
of controls. Published January 13, 2015. Accessed October
20, 2020.  hteps://www.cdc.gov/niosh/topics/hierarchy/
default.html

3. Gamage B, Moore D, Copes R, Yassi A, Bryce E; BC
Interdisciplinary Respiratory Protection Study Group. Pro-
tecting health care workers from SARS and other respiratory
pathogens: a review of the infection control literature. Am J
Infect Control. 2005;33(2):114-121.

4. Loeb M, McGeer A, Henry B, et al. SARS among critical
care nurses. Emerg Infect Dis. 2004;10(2):251-255.

5. Wise ME, De Perio M, Halpin J, et al. Transmission of
pandemic (HIN1) 2009 influenza to healthcare personnel in
the United States. Clin Infect Dis. 2011;52(suppl 1):S198-
S204.

Health Security


https://www.bls.gov/emp/tables/employment-by-major-industry-sector.htm
https://www.bls.gov/emp/tables/employment-by-major-industry-sector.htm
https://www.cdc.gov/niosh/topics/hierarchy/default.html
https://www.cdc.gov/niosh/topics/hierarchy/default.html

Downloaded by CDC Information Center from www.liebertpub.com at 12/29/21. For personal use only.

HAAS ET AL

10.

11.

12.

13.

14.

15.

16.

17.

. US Centers for Disease Control and Prevention. Novel

influenza A (HIN1) virus infections among health-care
personnel—United States, April-May 2009. MMWR Morb
Mortal Whly Rep. 2009;58(23):641-645.

. Van Beneden CA, Pietz H, Kirkcaldy RD, et al. Early

identification and prevention of the spread of Ebola—

United States. MMWR Suppl. 2016;65(3):75-84.

. Yarbrough MI, Ficken ME, Lehmann CU, et al. Respirator

use in a hospital setting: establishing surveillance metrics.
J Int Soc Respir Prot. 2016;33(1):1-11.

. Yarbrough MI. Respirator use in a hospital setting: estab-

lishing surveillance metrics. Paper presented at: AOHP
2016 National Conference; September 7-10, 2016; Myrtle
Beach, SC.

American Hospital Association. Fast facts on U.S. hospitals,
2021. Updated January 2021. Accessed October 7, 2021.
https://www.aha.org/statistics/fast-facts-us-hospitals

Center for Medical Inoperability. Accessed October 10,
2020. heeps://medicalinteroperability.org/

Institute of Medicine, National Research Council. Oppor-
tunities for Coordination and Clarity to Advance the National
Health Information Agenda: A Brief Assessment of the Office of
the National Coordinator for Health Information Technology:
A Letter Report. Washington, DC: The National Academies
Press; 2007. Accessed September 29, 2021. https://doi.org/
10.17226/12048
National Personal Protective Technology Laboratory.
NIOSH-approved N95 particulate filtering facepiece respi-
rators. Updated July 22, 2021. Accessed September 28,
2021.  hteps://www.cdc.gov/niosh/npptl/topics/respirators/
disp_part/n95list1.html

US Food and Drug Administration. Medical device data-
bases. Accessed September 1, 2020. https://www.accessdata.
fda.gov/scripts/cdrh/cfdocs/cfpmn/pmn.cfm.

ASTM International. ASTM F2100-21, Standard Specifica-
tion for Performance of Materials Used in Medical Face
Masks. West Conshohocken, PA: ASTM International,
2021. Accessed January 3, 2021. heeps://www.astm.org/
Standards/F2100.htm

HL7 International. Situational Awareness for Novel Epi-
demic Response (SANER). Accessed October 19, 2020.
http://build.thir.org/ig/HL7/fhir-saner/

Association for Health Care Resource and Materials Man-
agement. Health care supply chain data standards. Accessed

Volume 19, Number 6, 2021

18.

19.

20.

21.

22.

23.

January 3, 2021. https://www.ahrmm.org/advocacy/issues-
topics/data-standards

Association for Health Care Resource and Materials
Management (AHRMM). AHRMM20+ Cost, Quality and
Outcomes Summit. CQO: Building a More Resilient Health
Care Supply Chain. Chicago, IL: AHRMM; 2020. Accessed
January 3, 2021. https://www.ahrmm.org/ahrmm20-cqo-
summit-white-paper

Zhang G, Thai VV, Law AW, Yuen KF, Loh HS, Zhou Q.
Quantitative risk assessment of seafarers’ nonfatal injuries
due to occupational accidents based on Bayesian network
modeling. Risk Anal. 2020;40(1):8-23.

American National Standards Institute. Submitting stan-
dards for approval as ANS. Accessed January 4, 2021.
https://www.ansi.org/american-national-standards/info-for-
standards-developers/ans-approval

International Safety Equipment Association. List of ISEA
standards. Accessed January 4, 2021. https://safetyequip
ment.org/isea-standards/list-of-isea-standards/

California Department of General Services. United Nations
Standard Products and Services Code. Accessed February 1,
2021. hueps://www.dgs.ca.gov/PD/Resources/Page-Content/
Procurement-Division-Resources-List-Folder/United-Nations-
Standard-Products-and-Services-Code-UNSPSC

Institute of Medicine. Preventing Transmission of Pandemic
Influenza and Other Viral Respiratory Diseases: Personal Pro-
tective Equipment for Healthcare Personnel: Update 2010.
Washington, DC: The National Academies Press; 2011. Ac-
cessed September 29, 2021. http://doi.org/10.17226/13027

Manuscript received May 20, 2021;
revision returned August 24, 2021;
accepted for publication August 25, 2021.

Address correspondence to:

Emily ]. Haas, PhD

Research Health Scientist

National Personal Protective Technology Laboratory
National Institute for Occupational Safety and Health
626 Cochrans Mill Rd.

Pittsburgh, PA 15236

Email: weq3@cdc.gov

591


https://www.aha.org/statistics/fast-facts-us-hospitals
https://medicalinteroperability.org/
https://doi.org/10.17226/12048
https://doi.org/10.17226/12048
https://www.cdc.gov/niosh/npptl/topics/respirators/disp_part/n95list1.html
https://www.cdc.gov/niosh/npptl/topics/respirators/disp_part/n95list1.html
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpmn/pmn.cfm
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpmn/pmn.cfm
https://www.astm.org/Standards/F2100.htm
https://www.astm.org/Standards/F2100.htm
http://build.fhir.org/ig/HL7/fhir-saner/
https://www.ahrmm.org/advocacy/issues-topics/data-standards
https://www.ahrmm.org/advocacy/issues-topics/data-standards
https://www.ahrmm.org/ahrmm20-cqo-summit-white-paper
https://www.ahrmm.org/ahrmm20-cqo-summit-white-paper
https://www.ansi.org/american-national-standards/info-for-standards-developers/ans-approval
https://www.ansi.org/american-national-standards/info-for-standards-developers/ans-approval
https://safetyequipment.org/isea-standards/list-of-isea-standards/
https://safetyequipment.org/isea-standards/list-of-isea-standards/
https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/United-Nations-Standard-Products-and-Services-Code-UNSPSC
https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/United-Nations-Standard-Products-and-Services-Code-UNSPSC
https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/United-Nations-Standard-Products-and-Services-Code-UNSPSC
http://doi.org/10.17226/13027

