
Objective: The objective of this study was to 
enhance the existing system hazard analysis (SHA) tech-
nique by introducing the concepts of human and automa-
tion reliability quantification as well as fuzzy classification 
of system risks. These enhancements led to formulation 
of a new overall system risk-reliability score.

Background: Many system safety analysis methods 
focus on individual physical component failure. Some 
human reliability analyses (HRA) consider human-
automation interaction in determining system failure 
rates. There is no system safety analysis technique that 
quantifies the impact of human and automation reliabil-
ity on the risk of hazard exposure.

Method: Classification of the probability and 
severity of hazard exposure is typically made in terms 
of linguistic rather than numerical variables. Fuzzy sets 
are applicable for transforming linguistic classifications 
to numerical quantities. We focused on using fuzzy sets 
to define overlapping bands of system risk exposure 
with reference to the hazard risk categories defined in 
MIL-STD 882B. Fuzzy sets were also used for human-
automated system reliability classification.

Results: Introduction of human and automation 
reliability assessment in the SHA allows for definition of 
a system risk-reliability modeling space. The enhanced 
SHA (E-SHA) technique yields a mishap risk index, 
which is projected based on a composite assessment 
of human-automated system reliability at the time of 
operation. The E-SHA was compared with one of the 
most advanced HRA techniques.

Conclusion: The E-SHA technique supports broader 
safety control recommendations and provides compa-
rable, if not more detailed, results than prior systems 
safety and HRA techniques.

Keywords: systems safety analysis, hazard analysis, 
risk assessment, human-automaton interaction, system 
reliability

Introduction
The present study focused on systems safety 

analysis. Safety can be considered an outcome of 
human factors and ergonomics (HF/E) consider-
ations in system design; alternatively, HF/E can 
also be viewed as an aspect of safety. In either 
case, safety is a critical technical aspect of what 
we do in HF/E. Historically, systems safety analy-
sis methods have been developed to account for 
hazard exposures in automated system operation. 
However, in many contemporary complex sys-
tems, human operators are maintained in control 
loops in order to account for limitations of auto-
mation technologies. With this in mind, it is nec-
essary to develop methods that facilitate assess-
ment of system risk exposure associated with the 
reliability of humans and automated agents (inde-
pendently and/or jointly). There is also a need to 
integrate risk and reliability assessments in order 
to provide a broader range of hazard control  
recommendations.

In this research, we demonstrate an advance in 
system safety analysis and briefly consider a space 
system in an example analysis. However, there are 
other domains (e.g., supervisory control in power 
plant operations, petrochemical process control, 
air traffic control, etc.) that also require complex 
human-automation interaction to which the meth-
odology presented in this paper can be applied.

In the following subsections, we describe 
system safety and human reliability analysis 
techniques and provide a brief introduction to 
fuzzy sets as background for our proposed meth-
odology. Fuzzy sets are key to our advanced 
safety analysis in terms of a method for translat-
ing linguistic system risk classifications to 
numerical values.

System Safety Analysis Methods
There are many formal system safety analy-

sis techniques documented in the literature, 
and the majority of methods are referred to 
with acronyms. For concise reporting, we use 
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these acronyms, and for reader convenience, 
we provide a list of the acronyms in the Appen-
dix along with definitions. The system safety 
analysis methods include the preliminary hazard 
analysis (PHA) and event tree analysis (ETA), 
which are primarily focused on individual phys-
ical component failures (e.g., defects, command 
faults; Bahr, 1997; Ericson, 2005). Furthermore, 
very few system safety analysis methods, save 
the systems hazard analysis (SHA), consider the 
interaction of components or human and hard-
ware (Clemens, Simmons, & Cincinnati, 1998). 
There is no system safety analysis method that 
provides the capability to quantify the impact 
of human/automation reliability on the level 
of risk of hazard exposure. (Risk is conceptu-
ally defined as the product of the probability 
of hazard exposure occurring by the severity of 
outcomes.) In addition, these methods have not 
made consideration of system aging, cumula-
tive environment exposure, and degradations in 
human fitness for duty and skills.

Some system safety analysis techniques pro-
vide a basis for prioritizing use of engineering 
resources to control specific types of hazard 
exposure for equipment and human targets. For 
example, failure modes, effects, and criticality 
analysis (FMECA) identifies process failure 
modes, causes, negative effects, priority of risks, 
and recommended actions. It uses rating scales 
for quantifying outcome severity and occurrence 
of hazard exposure. FMECA also assigns rank-
ings of likelihood of sensor or test technology 
success (i.e., the potential for revealing failures) 
and integrates a risk score with the detection rank-
ing to yield a risk priority number (RPN; Ericson, 
2005). However, the RPN does not account for 
system aging and degradations in reliability.

The SHA is the only system safety analysis 
technique that accounts for hazards due to inter-
actions among components. This method is typi-
cally applied after a subsystem hazard analysis 
has mapped all potential piece-part, subassem-
bly failure modes (Ericson, 2005). The SHA is 
an “inductive” method that identifies sources of 
hazards and mechanisms (events) leading to 
negative outcomes. The method yields baseline 
system risk assessment scores and revised scores 
considering recommended controls. In general, 
system safety analysis techniques are catego-

rized as inductive or “deductive” methods. An 
example of a deductive method is fault tree anal-
ysis (FTA) in which an analyst hypothesizes a 
negative system outcome and attempts to deduce 
mechanisms/events and underlying component 
failure sequences that might have caused the 
“top” event or fault of the tree. The SHA is rare 
among formalized inductive system safety anal-
ysis techniques in terms of content.

Human Reliability Analysis Methods
Swain (1990) defined human reliability analysis 

(HRA) as “any method by which human reliability 
is estimated.” Human reliability is likelihood of 
a task being performed consistently correct by 
a human operator across repeated trials. Human 
reliability plays an important role in human-
automation interaction in complex systems opera-
tion. While reliable human performance leads to 
accomplishment of missions, human errors can 
limit the potential for automation to positively 
impact productivity and safety and result in dam-
age to a system or incomplete missions. The 
likelihood of erroneous human actions in task per-
formance can be estimated using HRA techniques. 
Such techniques are typically classified as “first” 
and “second generation” (Swain, 1990). The tech-
nique for human error prediction (THERP) is the 
most well-known first-generation HRA method. 
The goal of THERP is to estimate the probability 
of successful human performance, and results 
are usually represented in event trees (DeFelice, 
Petrillo, Carlomusto, & Ramondo, 2012). THERP 
also classifies human errors as omissions (omitting 
steps in a process) or commissions (taking incor-
rect actions or correct actions at the wrong time). 
Despite the capabilities of THERP, Kim (2001) rec-
ommended using second-generation HRA meth-
ods for analysis of human-machine systems. The 
most well-known second-generation HRA meth-
ods include: a technique for human error analysis 
(ATHEANA) and the cognitive reliability and 
error analysis method (CREAM). ATHEANA was 
developed to solve some problems with previous 
HRA methods, such as providing the capability to 
address dependencies among errors of commis-
sion and represent human-system interaction more 
realistically in error analysis (Cooper, Wreathall, 
Thompson, Drouin, & Bley, 1996). DeFelice et al. 
(2012) said that ATHEANA considers a broader 
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set of performance safety factors (PSFs) in HRA 
and provides for a more thorough understanding 
of the role of human performance in accidents 
than previous first-generation methods. The main 
goal of ATHEANA is to estimate human error 
probability (HEP). CREAM is another second-
generation HRA method, which was developed 
by Hollnagel (1998). The general steps as part of 
the CREAM methodology include: task analysis, 
context description, initiating events specification, 
error estimation, and control determination. There 
are essentially two versions of the method, includ-
ing: basic and extended. The types of human errors 
that can be identified by the basic version are 
actions at the wrong time, in the wrong sequence, 
and so on. The extended version can identify more 
specific errors such as incorrect stimulus observa-
tion and/or identification. (Chandler et al., 2006).

Another classification of HRA methods is in 
terms of quantitative versus qualitative method-
ologies (Embrey, 2004). Qualitative methods 
attempt to identify most likely errors while quan-
titative methods provide estimates of HEP. An 
example quantitative method is THERP. Another 
quantitative method is standardized plant analy-
sis risk-human reliability analysis (SPAR-H). 
This method was first developed to estimate HEP 
at nuclear power plants. Forester et al. (2012) 
said that one of the drawbacks of SPAR-H is that 
it relies heavily on an analyst’s judgment to 
decide which PSFs to include in estimating HEP. 
The only PSF in the method that accounts for 
human-machine interaction is labeled as ergo-
nomics and human machine interaction (Black-
man, Gertman, & Boring, 2008). SPAR-H breaks 
down error probabilities into two categories, 
including diagnosis and action failures (Gert-
man, Blackman, Marble, Byers, & Smith, 2005). 
Qualitative HRA methods include human factors 
process failure mode and effect analysis (HF-
PFMEA) and action error analysis (AEA). HF-
PFMEA is considered to be one of the most com-
prehensive HRA techniques as it identifies human 
error types as acts of commission or omission and 
considers the likelihood of human error (impossi-
ble, possible, and highly likely) as well as the con-
sequence of severity in error analysis. It is also 
the only HRA method that is specifically 
designed for aerospace applications (Chandler  
et al., 2006). Although the method decomposes 

hazard risk exposure based on existing system 
conditions, HF-PFMEA does not involve deter-
mining a revised risk score accounting for any 
control recommendations or implementation of 
hazard control methods. Different from the HF-
PFMEA method, the AEA method (Suokas, 
1982) lists deviations of system states from nom-
inal conditions, including an action occurring too 
early, too late, or for too long of a duration. The 
method also identifies different errors in detail, 
such as actions applied to incorrect objects, 
actions not taken (errors of omission), and actions 
taken in the wrong order (errors of commission). 
Although we found some studies on advanced 
AEA (e.g., Bligård & Osvalder, 2014), the 
method itself is not well defined in the literature.

In summary, the main goal of HRA methods 
is to identify HEP. None of the existing HRA 
techniques consider system reliability as a func-
tion of system age or degradations in perfor-
mance capacity, including the age of equipment 
or declines in human operator perceptual, cogni-
tive, and motor responses. Analysis of human-
machine interactions with these methods is basi-
cally limited to defining performance safety fac-
tors. However, error classifications in HRA 
methods are more detailed than in SSA methods.

The present study defines a new and expanded 
approach for overall system reliability estimation 
and risk exposure quantification. HRA methods 
can be used for identification of human error types 
and estimation of HEPs. These outcomes can be 
combined with automation reliability assessment 
to produce an overall system reliability estimate. 
The system reliability estimate depends on the 
type of automation component and/or human and 
automation integration, including serial or parallel 
systems. Once the system reliability is estimated, 
it can be integrated with other data from the SHA 
method, as an example, to provide a basis for 
overall system risk-reliability assessment. The 
general relationships among the HRA methods, 
automation reliability analysis, and the proposed 
enhanced SHA (E-SHA) method are summarized 
in Figure 1. Developing the E-SHA methodology 
was the focus of this study.

Introduction to Fuzzy Sets
In this section, we introduce the concept of 

fuzzy sets as a fundamental basis for enhance-
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ment of the SHA methodology. In classical 
set theory, an individual is either a member or 
not a member of a set, and set boundaries are 
defined precisely. However, many real-word 
applications cannot be described using classical 
set theory. Fuzzy set theory allows for partial 
membership of multiple sets and represents a 
more generalized theory. Zadeh (1975) defined 
linguistic variables as “variables whose values 
are words or sentences in a natural or artificial 
language” (p. 199). These variables are best 
defined using fuzzy numbers. In the system 
safety literature, classifications of probability 
(e.g., frequent, probable, occasional, remote, 
impossible), severity (e.g., catastrophic, mar-
ginal, negligible), and risk (e.g., unacceptable, 
undesirable, acceptable with review, acceptable 
without review) are common and are based 
on linguistic variables since their values are 
linguistic rather than numerical. Such variables 
can be better defined for systems safety analysis 
purposes by using fuzzy functions. Ironically, dis-
crete and exclusive risk classifications of hazards 
have historically been based on subjective ratings 
or qualitative assessments of system exposure 
frequency and severity of exposure outcomes 
(e.g., MIL-STD 882B, 1984).

Most common membership functions in the 
fuzzy literature include triangular, trapezoidal, and 
Gaussian functions (Chen & Pham, 2000). A trian-
gular number, which is the simplest fuzzy func-
tion, is given as, A = (a1, a2, a3), and an example 
distribution is shown in Figure 2 (where a1 =  
minimum, a2 = mean, a3 = maximum). The degree 
of membership in the fuzzy set, or the grade of 
membership of the element x, is quantified as m(x). 
In the present study, we used such membership 
functions to make the classification of hazard risk 
exposure, as well as human and automation reli-
ability classifications, more realistic. Membership 
functions allow for continuous and fuzzy classifi-
cations of hazard risk as well as agent reliability 
levels. Such an approach also supports a broader 
range of safety control measure specification as a 
result of specific hazard exposures having some 
degree of membership in multiple classes of risk.

Motivation
As noted previously, the primary objective 

of HRA methods is to identify HEPs. The error 
classifications in HRA methods are detailed 
(as compared to SSA methods) and facilitate 
accuracy in HEP estimation. Unfortunately, 
the existing HRA techniques overlook overall  

Figure 1. Relation of reliability assessment, human reliability analyses (HRA) methods, 
and an enhanced system hazard analysis (SHA) method. TLMs = Top level mishaps.
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system reliability as a result of system life as 
well as human interaction with system compo-
nents.

Beyond the characteristics of current HRA 
and SSA techniques, risk assessment matrices, 
such as that included in MIL-STD 882B, are the 
most common tool by which hazard exposure is 
currently evaluated through systems safety engi-
neering processes. Unfortunately, little research 
has been conducted since the MIL-STD devel-
opment to improve on these matrices for hazard 
classification and control measure identifica-
tion. One major limitation of current matrices is 
a lack of high-resolution scales for ratings of 
severity and frequency of hazard exposure. Fre-
quency of exposure scales typically include lev-
els of: improbable (E), remote (D), occasional 
(C), probable (B), and frequent (A) (see Figure 3 
for the MIL-STD 882B scales). Severity scales 
typically include levels of: negligible (IV), mar-
ginal (III), critical (II), and catastrophic (I). The 
overall risk index as part of the MIL-STD is 
numerical and ranges from a value of 20 (accept-
able without review) down to a value of 1 (unac-
ceptable); that is, a lower risk score indicates a 
more frequent and potentially severe hazard 
exposure (also see Figure 3). Risk categories as 
part of the standard are also defined based on 
discrete threshold values versus overlapping risk 
bands (i.e., there is no overlap of the hazard-risk 
index values in Figure 3). The limited range of 
scores and number of risk categories does not 
support hazard association with a broad set of 
mitigation strategies. Safety control measures 
are typically limited to general classes of design, 

safety devices, warnings, training, and personal 
protective equipment. Furthermore, in applying 
such methodology, risk scores are typically 
determined in the detailed system design phase 
and assume a reliable system operator and auto-
mated systems (i.e., fixed risk values at different 
points in time). Scores do not account for degra-
dations in capacity of the human or automation 
or their interaction over time.

Toward enhancing the existing SHA tech-
nique, the first objective of this study was to use 
fuzzy sets to define overlapping hazard risk 
bands and define fuzzy human and automated 
system reliability classifications. The second 
objective was to formulate a new integrated sys-
tem risk-reliability score by defining a higher-
dimensional analysis space considering: (1) the 
likelihood of hazard exposure, (2) severity of 
potential outcomes, and (3) estimated levels of 
human-automation reliability.

Research Contribution
Overlapping Risk Bands in SSA

Although the risk categories in MIL-STD 
882B (1984) are defined by threshold values, in 
practice, such certainty in the classification of 
hazard exposure scores is inaccurate as subjec-
tive ratings of exposure frequency and severity 
are provided by safety engineers as bases for 
risk score determination. To address this issue, 
we proposed using triangular fuzzy functions to 

Figure 2. Triangular fuzzy number.
Figure 3. Adaptation of risk assessment matrix as 
part of MIL-STD-882B (1984) along with hazard 
risk index.
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represent overlapping risk categories (C). Fuzzy 
membership functions (C1,C2,C3,C4) were 
defined based on the hazard risk categories of 
MIL-STD 882B and are shown in Table 1. The 
overlapping risk bands are graphically repre-
sented in Figure 4 (shaded areas among the tri-
angular distributions). They indicate that a par-
ticular risk score can have partial membership in 
either of the adjacent risk functions. Decisions 
about threshold risk values depend on an ana-
lyst’s approach to risk assessment. For example, 
if an analyst takes a “conservative” approach 
to risk analysis, any risk value between 5 and 6 
could be considered unacceptable (and belong-
ing to C1). However, in a “risky” approach, the 
same hazard risk value might be categorized as 
undesirable (and belonging to C2). Conservative 
and risky approaches for all the risk bands are 
shown in Figures 5 and 6.

Reliability Classification
In order to address our second objective of 

defining an integrated system risk-reliability 
index, there is a need to define reliability and 
identify classes of reliability values from the 
literature. Lewis (1994) defined reliability as the 
probability that a system will perform properly 
for a specified period of time under a given set 
of operating conditions. We further simplify this 

definition to an absence of loss, where loss refers 
to damage to personnel, equipment, or an envi-
ronment during the course of mission operations. 
For classification of reliability of human-machine 
systems, Meister (1964) proposed the scheme 
presented in Table 2, including high (H), medium 
(M), and low (L) reliabilities. Of course, just like 
the categories of frequency of hazard exposure 
and severity of outcomes, Meister’s levels of reli-
ability are linguistic variables, and they can be 
better defined using fuzzy sets in order to account 
for any subjectivity in interpretation. Related to 
this, as described by Lewis, continuous random 
variables have extensive use in reliability analysis 
for the description of survival times, system loads, 
or repair rates. Since system reliability is com-
monly determined using continuous functions, 
such as exponential and normal (Gaussian), any 
fuzzy classifications of levels of reliability should 
also follow this structure. Figure 7a presents sys-
tem reliability categories using fuzzy membership 
functions. (Note that this curve is not the classical 
system reliability/failure rate function based on 
time; see Figure 7b. The curve in Figure 7a is a 
reliability state membership function.) The high 
reliability category identified by Meister was 

Table 1: Fuzzy Risk Categories

Criterion

Triangular Fuzzy 
Number (minimum, 
mean, maximum)

Unacceptable C1 = (1,1,6)
Undesirable C2 = (5,7.5,10)
Acceptable with review C3 = (9,13.5,18)
Acceptable without review C4 = (17,20,20)

Figure 4. Overlapping fuzzy risk bands.

Figure 5. A conservative approach in fuzzy 
classification of risk scores.

Figure 6. A risky approach to fuzzy classification of 
risk scores.
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defined using a negative exponential function 
because as reliability decreases, the likelihood of 
having high reliability (membership of a system 
in the category) will decrease. The medium reli-
ability category was defined using a normal dis-
tribution because as the level of system reliability 
approaches 0.7, based on Meister’s classification, 
the system is more likely to have medium reliabil-
ity. Finally, the low reliability category was also 
defined using an exponential function because as 
reliability decreases, the likelihood of having low 
reliability will increase (i.e., membership in this 
functional state will be greater).

In addition, different phases of the proposed 
fuzzy classification of system reliability support 
the classical bathtub-shaped failure curve, as 
shown in Figure 7b (Lewis, 1994). In the “early 
system life” region, the initial failure rate caused 
by design faults or operator mistakes leads to a 
decrease in human-automated system reliability 
(decreasing reliability from 1 to 0.8). The constant 
failure rate region of the curve includes the lowest 
and most nearly constant failure rate (medium 
reliability from 0.8 to 0.6). Finally, the last part of 
bathtub shape, the “wear-out region,” is usually 
caused by system fatigue or component aging, 
which results in decreasing human-automated 
system reliability (i.e., decreasing reliability from 
0.6 to 0). Addressing this phase of the system life-
cycle is of particular concern to the present work, 
that is, aging of automated and human agents and 
the impact of degradations in functional capabili-
ties on overall system reliability.

A Three-Dimensional Risk-Reliability 
Analysis Space

The consideration of system component reli-
ability values in SSA allows for definition of a 
multidimensional risk-reliability (R-R) modeling 
space. Multiple risk planes, defined in terms of 
frequency and severity of hazard exposure, can 

be defined along the dimension of system reli-
ability. Here, we note that system reliability is 
not simply the complement of risk. Reliability, as 
defined, is the probability of the absence of loss, 
whereas risk is the potential for loss given the 
occurrence of hazard exposure. Any confound-
ing of these constructs is often the result of the 
misconception that hazard exposure implies loss. 
In fact, the probability of loss is only condition-
ally dependent on exposure and is mediated by 
system resilience and chance success of operation 
under off nominal conditions (for an accident 
sequence model, see Ramsey, 1985). Related to 
this, system failures, or loss of reliability, are not 
guaranteed with component failures (i.e., not all 
hazard exposures lead to loss). Figure 8 uses the 
classic MIL-STD 882B (1984) risk assessment 
matrix to conceptually represent our new R-R 
analysis space. Among other factors, reliability 
can represent system age. Such a multidimen-
sional analysis space can be defined for a human 
operator or an automated component of a system 
in the context of complex operations. The range of 
hazard exposure frequency, severity of potential 

Table 2: Reliability Classifications and Defined 
Boundaries based on Meister (1964)

Category Reliability

Low 0.6000 or less
Medium 0.6001 to 0.8000
High 0.8001 or more

Figure 7. (a) Fuzzy reliability classification. (b) 
Bathtub-shaped failure curve.
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outcomes, and reliability values may vary among 
agents (human operator and automation). In addi-
tion, the rate of change in any one dimension of 
the analysis space relative to another may also 
vary among agents. Following the convention of 
MIL-STD 882B, lower values for severity and 
frequency are considered riskier, and increasing 
risk occurs with degraded system reliability.

Fuzzy Classification of System Hazard 
Exposure in Risk-Reliability Analysis 
Space

Since the probability of hazard exposure, 
severity of outcomes, and agent reliability are all 
linguistic variables, they should be defined using 
fuzzy membership functions. Therefore, fuzzy 
classifications can also be used to represent the 
multidimensional R-R space. For example, if a 
hazard probability is estimated as frequent with 
a membership degree of 1 (mP = 1), its sever-
ity is identified as catastrophic with a member-
ship degree of 1 (mS = 1), and estimation of the 
composite human-automated system reliability is 
identified as low with a membership degree of 1 
(mR =1), then the R-R value for this hazard would 
be discretely classified as 1AL (since mP × mS × mR 
× = 1) (see Point 1 in Figure 9). However, any 

uncertainty in any of the R-R dimensions would 
lead to a composite membership degree of less 
than 1, which would indicate that the R-R value 
could be categorized as, for example, either IIBL 
or IAL, depending on analyst’s approach to the 
analysis (conservative vs. risky; see Point 2 in 
Figure 9).

Consequently, such fuzzy classification of 
R-R values could lead to recommendation of 
broader sets of controls for each hazard. That is, 
mitigation strategies considered appropriate for 
multiple classifications of risk exposure could 
be identified as appropriate for a particular haz-
ard. It is important to note that R-R classification 
can be unidimensional, bidimensional, or three-
dimensional depending on crisp or fuzzy classi-
fication of the probability of hazard exposure, 
severity of outcomes, and agent reliability. Fig-
ure 9 shows a scenario in which all dimensions 
are fuzzy. In addition, for simplicity of the graph, 
we assumed triangular fuzzy functions for all 
dimensions. However, as mentioned earlier, sys-
tem reliability can be described using exponen-
tial and normal membership functions as well.

One of the shortcomings of “crisp” classifica-
tions of the risk of system hazard exposure as 
well as overall system reliability is that an ana-
lyst can be “precisely wrong” in recommending 
a control measure. Negative outcomes associ-
ated with inaccurate system R-R classification, 
include: (1) recommendation of a control mea-
sure that is not adequate for addressing the risk 
exposure or (2) recommendation of a control 
measure that is unnecessarily expensive for the 
system. However, the main advantage of fuzzy 
classification is that it provides a basis for a 
broad set of “roughly right” recommendations 

Figure 8. Risk-reliability 3D analysis space.

Figure 9. Fuzzy classification applied to 3D risk-
reliability (R-R) analysis space.
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of control measures. With this approach, the 
safety analyst can reduce the possibility of insuf-
ficient control measures as well as the probabil-
ity of excessive cost for the system.

Risk-Reliability Score
In order to quantify the three-dimensional 

R-R analysis space, there is a need to further 
define a R-R score. In the systems safety lit-
erature, risk is defined as the product of the 
frequency of hazard exposure and the severity 
of outcomes, as shown in Equation 1:

	 Risk = Frequency × Severity.	 (1)

Frequency, by definition, should represent the 
number of times system hazard exposure is 
expected to occur (see Equation 2):

	 Frequency
Hazard Exposure

Time
= . 	 (2)

However, this term does not capture the proba-
bility of loss (L) given exposure (E; (P[L|E]), 
which can be calculated using Bayes theorem, as 
shown in Equation 3:

	 P L E
P Loss Exposure

P Exposure

P Loss

P Exposure
( | ) .=

( )
( )

=
( )

( )
∩  (3)

It is important to note that P Loss Exposure

P Exposure
∩( )

( )
 

can be written as 
P Loss

P Exposure

( )
( )

 since loss is a sub-

set of hazard exposure (i.e., not all hazards lead 
to loss). Based on Equations 2 and 3, the fre-
quency quotient can be rewritten as:

 

 	

Frequency
Hazard Exposure

Time
P L E

Hazard Exposure

Time

P Lo

= ( ) =×

×

|

sss

P Exposure

( )
( )

.

(4)

Degradation in agent reliability leads to 
increased likelihood of loss given exposure. 

Therefore, 
P Loss

P Exposure

( )
( ) can also be written in 

terms of reliability, as shown in Equation 5:

	
1- Reliability=

P Loss

P Exposure
.

( )
( ) 	 (5)

Based on Equations 4 and 5, frequency can once 
again be reformulated as Equation 6:

   	
Frequency

Hazard Exposure

Time
Reliability= −( )× 1 .� (6)

In order to apply the MIL-STD 882B (1984) 
classifications of risk, there is a need to invert 
the frequency equation. Therefore, Equation 6 
can be rewritten as:

 

FREQ
Hazard Exposure

Time

Reliability

Time

Hazard Exp

= − −( ) =1
1 1× ( )

oosure
Reliability× .

  
(7)

On this basis, we formulate the R-R score as 
shown in Equation 8:

  

R R Severity FREQ Severity

Time

Hazard Exposure
Reliability

− = =× ×

× .  
(8)

We label Equation 8 as the R-R formula because 
it reflects the conventional definition of risk as 
well as reliability. For example, if the severity of 
a hazard exposure is estimated to be catastrophic 
and the frequency of the hazard occurrence is 
assumed to be frequent, then the risk of the haz-
ard (based on MIL-STD-882B) is equal to 1 
(with membership in the fuzzy risk category C1). 
If there is degradation in the reliability of the HAI 
(e.g., reliability = 0.95 or a high reliability classifi-
cation), in association with the hazard exposure, 
then the R-R value would be calculated using 
Equation 8, which results in a value of 0.95. The 
R-R value for this hazard would then be classified 
as 1AH in the three-dimensional R-R space.

Enhanced SHA Method
Considering the new R-R score, we proposed 

an enhanced SHA approach to include classi-
fication of human error types due to degraded 
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capacity (for each specific hazard exposure). 
The method integrates human reliability values, 
which should be estimated based on validated 
cognitive and physical performance measures. 
The E-SHA also considers automation reli-
ability values, which should be estimated based 
on prior mission data or manufacturer tests. 
Designation of system type can be either serial 
or parallel. A composite human-automated sys-
tem reliability value can be calculated based on 
individual agent reliabilities and system type. 
As noted, the R-R score is calculated using 
Equation 8. In the original form of the SHA, an 
initial mishap risk index (IMRI) is determined 
assuming system reliability. A revised final 
mishap risk index (FMRI) is then projected 
based on recommended hazard controls. In the 
enhanced form of the SHA (see Figure 10), 
we include the IMRI but revise the FMRI by 
accounting for the estimated human-automated 

system reliability level at the time of operation 
as well as any recommended controls. Here, we 
also note that degradations in system reliability 
with time not only contribute to the likelihood 
of loss, given hazard exposure, but can also 
lead to new system hazard exposures not identi-
fied in a “baseline” analysis during the detailed 
system design phase. That is, not only does 
the reliability estimation as part of the E-SHA 
lead to a more precise assessment of potential 
loss with exposure, but it also supports a more 
complete hazard analysis at the various stages 
of system life. Figure 10 shows an example 
application of the E-SHA (worksheet) to the 
domain of human-robot interaction in spacecraft 
maintenance. Spacecraft systems were selected 
as an example for our development of the meth-
odology as they are often considered as one of 
the most complex forms of human-in-the-loop 
systems. However, our approach can be applied 

Figure 10. Enhance system hazard analysis (E-SHA) worksheet. TLM = top level mishaps 
(taken from a preliminary hazard list); CRU = component replacement unit; IMRI = initial 
mishap risk index (based on MIL-STD-882-E, 1984); HR = estimated human reliability level 
at stage of system operation; AR = estimated automation/robot reliability level; SR = the 
calculated overall system reliability level based on HR, AR, and the system type; R-R = 
the composite risk-reliability score for the system (in the defined 3D space); FMRI = Final 
mishap risk index (with a return to reference MIL-STD-882B-E, 1984); PM = preventive 
maintenance.
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to other domains (including supervisory control 
in power plant operations, air traffic control, 
etc.) in which human, automation, and joint 
system reliabilities can be determined and are 
influential in system performance and safety.

Discussion and Conclusions
In this study, we enhanced the existing SHA 

technique by introducing the concept of over-
lapping hazard risk bands as well as human 
and automation agent reliability classification 
using fuzzy sets. We showed how introduc-
tion of overlapping risk bands could lead to a 
broader set of control measures, which can be 
considered as roughly right recommendations 
for various risk levels posed by a particular 
hazard versus crisp classifications of risk and 
reliability, which could result in a precisely 
wrong control measure and system or mission 
failures. In addition, we mathematically formu-
lated the concept of a R-R score, which can be 
used to quantify the space of system risk expo-
sures across a range of agent reliabilities. We 
also demonstrated an application of the E-SHA 
approach through an example of a complex 
human-in-the-loop system.

Comparison of the E-SHA Approach 
With HF-PFMEA

Based on our review of literature on HRA 
methods, we observed that the primary objec-
tive of such methods is to calculate HEPs. None 
of the existing techniques, save HF-PFMEA and 
AEA, consider the severity of hazard outcomes 
along with the probability of system exposure 
as bases for calculating risk scores. Therefore, 
we identified HF-PFMEA and AEA as the two 
closest HRA methods to our E-SHA approach. 
However, as mentioned in the review, the AEA 
method is not a well-defined technique, whereas 
the HF-PFMEA has been identified as one of the 
most comprehensive HRA techniques. Compar-
ing HF-PFMEA with the E-SHA technique, one 
can identify a number of advantages of the new 
E-SHA approach, including:

•• The E-SHA allows for a safety engineer to account 
for the type of human-automation interaction, as 
part of system design, as well as individual agent 
and overall system reliability assessments.

•• The E-SHA integrates the new R-R score to allow 
for precise assessments of hazard risk exposure 
throughout a mission and the potential for loss, 
given exposure.

•• The FMRI as part of the E-SHA also supports 
more accurate hazard control strategy identifica-
tion and the potential for improved safety measure 
effectiveness and economics.

•• Classification of human error types allows for 
the E-SHA method to support operator train-
ing program design, as a potential safety control 
measure, in a more specific way than the existing 
HF-PFEMA.

Summary of Advantages and 
Limitations of New Risk Assessment 
and Hazard Analysis Methods

Risk assessment in systems safety analysis 
has been in need of additional research and 
development for some time. Prior approaches 
to hazard risk categorization are subjective, dis-
crete, and limited in categories due to scaling. 
This situation leads to gross classification of 
hazard exposures with the potential for inaccu-
rate identification of mitigation strategies. Fur-
thermore, risk thresholds used with assessment 
matrices can lead to hazards with very similar 
risk scores resulting in dramatically different 
classifications. For example, when using MIL-
STD 882B (1984), a RISK = 9 is considered 
undesirable, whereas a RISK = 10 is considered 
acceptable with review. We developed a fuzzy 
classification approach to hazard risk assess-
ment that provides for overlapping risk bands 
and partial membership of various hazards in 
different risk categories. This approach leads to 
richer specification of hazard control strategies 
for any specific exposure.

Prior notions of frequency of system hazard 
exposure have been “fully loaded” and assume 
hazard exposure is equivalent to system loss. This 
notion is simply incorrect in terms of accident 
sequence models but has unfortunately been 
implied through many safety publications and 
educational forums. Related to this, if there exist 
different outcomes (losses) for a single system 
hazard exposure, then each outcome should have 
a separate likelihood estimate. The new R-R score 
effectively resolves this issue by capturing likeli-
hoods of hazard exposure, degrees of potential 
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loss, and probability of system loss. The values 
can be used to predict system vulnerability levels 
at future points in time at which degradations in 
human and/or automation reliability might occur. 
In addition, R-R values can be used to further dif-
ferentiate hazards with different severities of out-
come (e.g., catastrophic vs. critical) and support 
broader control recommendations. For example, 
the trend of human and automated system reliabil-
ity/capacity against frequency of exposure and 
severity of outcome may be nonlinear; therefore, 
the trend of R-R values will also be nonlinear.

The E-SHA approach that we presented also 
has some limitations that may influence practi-
tioner application to various systems. For exam-
ple, the new method does not provide a struc-
tured approach for translating R-R scores to haz-
ard controls for degraded human or automation 

capacity/reliability states. This issue needs to be 
addressed in any further revision of the E-SHA 
methodology. In addition, there is a need to 
define overlapping ranges of R-R values for 
fuzzy classification of system hazard exposures, 
according to MIL-STD 882B-E (1984) catego-
ries (e.g., unacceptable, etc.). Fuzzy classifica-
tion should lead to recommendation of broader 
sets of controls for each hazard. Furthermore, 
R-R bands should account for variations in 
actual human-automated system capacity/reli-
ability levels relative to estimates. Finally, 
although we provided a mathematical approach 
to objectively demonstrate the validity of our 
new R-R analysis, there is a need to further vali-
date the integration of fuzzy sets and the E-SHA 
approach through analysis of hazard exposures 
in a real-world human-in-the-loop system.

Appendix A
List of Abbreviations

Notation Description

HRA Human reliability analysis
SHA System hazard analysis
E-SHA Enhanced system hazard analysis
HF-PFMEA Human factors process failure modes and effects analysis
PHA Preliminary hazard analysis
ETA Event tree analysis
FMECA Failure modes, effects, and criticality analysis
RPN Risk priority number
FTA Fault tree analysis
THERP The technique for human error prediction
ATHEANA A technique for human error analysis
CREAM Cognitive reliability and error analysis method
PSF Performance safety factor
HEP Human error probability
SPAR-H Standardized plant analysis risk-human reliability analysis
AEA Action error analysis
R-R Risk-reliability
IMRI Initial mishap risk index
FMRI Final mishap risk index
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Key Points
•• Fuzzy sets are applicable in the systems safety 

analysis as the classification of risk probability 
and severity are based on linguistic rather than 
numerical variables.

•• An enhanced system hazard analysis (E-SHA) 
technique was introduced by defining the concept 
of overlapping hazard risk bands and a reliability 
classification using fuzzy sets.

•• A new risk-reliability (R-R) score was intro-
duced by using a multidimensional analysis space 
considering the likelihood of hazard exposure, 
severity of potential outcomes, and levels of 
human-automation reliability.

•• The E-SHA method was compared with human 
factors process failure modes and effects analysis 
(HF-PFMEA), which was considered to be the most 
similar human reliability analysis (HRA) technique, 
and showed advantages for safety engineer use.
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