Security Journal (2023) 36:1-15
https://doi.org/10.1057/541284-022-00346-1

ORIGINAL ARTICLE

®

Check for
updates

Tabletop scenario exercises as a training tool for improving
response to workplace violence

Carri Casteel’ - Corinne Peek-Asa' - Robyn O. Espinosa’ - Eugene A. Rugala? -
Marizen Ramirez®

Accepted: 19 February 2021 / Published online: 25 July 2022
©The Author(s), under exclusive licence to Springer Nature Limited 2022

Abstract

The objective was to evaluate the effectiveness of tabletop scenario exercises in
improving threat management teams’ response to workplace violence. Twenty-
two threat management teams (TMTs) from a large multinational manufacturing
company participated in two tabletop scenario exercises, one of which presented a
worker-on-worker bullying case and the other an interpersonal stalking scenario.
TMTs assessed the level of the threat, which steps they should take first in the
response, how quickly steps needed to be initiated, and who should be involved, fol-
lowing prescribed threat response and incident management protocols developed
from security industry standards. Tabletop exercises improved the teams’ ability
to correctly assess the scenario’s level of threat and the comprehensiveness of the
response. Improvements were particularly noted for teams with smaller caseloads.
Tabletop scenario exercises can be valuable tools for evaluating how companies
respond to simulated threats of workplace violence and for identifying the successes
and gaps in the response.
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Introduction

Homicides accounted for more than 450 workplace deaths in the United States
in 2017 and were the second leading cause of workplace death among women
(BLS 2018). However, less than one-third of businesses in the U.S. report having
a workplace violence prevention program (BLS 2006). In a recent survey of large
employers, workplace violence was the second leading security threat facing U.S.
companies (Securitas 2016). Effective training methods, implementing best prac-
tices, and conducting threat assessments were among the top security manage-
ment concerns reported by these employers.

Worker-on-worker violence, which includes violence between employees
and past employees, and violence committed by personal acquaintances, which
includes relatives and domestic partners, are significant concerns to employers.
Over the past 20 years, homicides related to worker-on-worker violence have
increased by more than 100%, and homicides related to personal acquaintances
have increased by 60% despite decreases in workplace homicides overall (BLS
2018; Duhart 2001). Personal losses to victims of workplace violence include
increased fear levels, decreased morale and increased absenteeism, and high costs
incurred by the employer through workers’ compensation and costs associated
with absenteeism and injury leave (BLS 2006).

Best-practice guidelines for workplace violence response and management have
been guided by standards developed by the American Society for Industrial Security
and the Society for Human Resource Management (ASIS/SHRM 2011), through
expert panels of the Federal Bureau of Investigation’s Critical Incident Response
Group (FBI 2004) and by industry leaders in threat management and response (Hol-
brook et al. 2018). Elements of these program guidelines include workplace vio-
lence prevention policy; composition and responsibilities of threat management
teams; how to recognize potential warning signs of threatening behavior, threats,
and acts of violence; processes and guidelines for assessing and responding to threat
levels; documentation and record keeping (intake and case management); report-
ing systems; incident and post-incident management processes; and maintaining
metrics. These guidelines are comprehensive and offer a structure for companies to
develop workplace violence prevention and response programs. However, there is
little understanding of how companies apply these guidelines, train their employees
to implement programs, and evaluate program effectiveness.

Tabletop scenario exercises have been effectively used to measure responses to
threats from natural disasters and bioterrorism (Dausey et al. 2007; FEMA 2013).
The goals of disaster preparedness and the prevention and response of workplace
violence have several common features. For example, both require early identifica-
tion and communication about a potential threat, quick and appropriate actions taken
by a variety of different positions within the company, and clear communication
and follow-up. However, the effectiveness of applying tabletop scenario exercises
to train companies in how to respond to workplace violence has not been evaluated.

In collaboration with a multinational manufacturing company of more than
160,000 employees, we evaluated the effectiveness of tabletop scenario exercises
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in improving their threat management teams’ (TMT) response to two scenarios
of workplace violence: (1) an incident of worker-on-worker violence and (2) an
incident of stalking by a previous domestic partner of a company employee. We
evaluated the effectiveness of using a multidisciplinary approach to address the
threats, the accuracy in assessing the levels of threat, and the comprehensiveness
of the response.

Methods
Study population

Threat management teams are integral to an effective workplace violence preven-
tion and response program (ASIS/SHRM 2011; Holbrook et al. 2018; Peek-Asa
et al. 2017). These teams are responsible for responding to threats and incidents of
workplace violence, and they are the line of authority and communication when
reports are made. Their primary mission is to assess the likelihood of violence and
determine the best means of intervention. An optimal response requires accurate
assessment of the level of threat so that the appropriate resources are devoted to the
response. Under-assessment of the threat could lead to worsening of the situation,
while over-assessment of the response could lead to resource utilization that is not
warranted based on the threat. Optimal response also requires balance of investiga-
tion and intervention, while considering the needs for consultation, notification, and
documentation (Peek-Asa et al. 2017). This study used tabletop training to assess
performance on these response components.

Twenty-two threat management teams (TMTs) from a large multinational manu-
facturing company participated in two tabletop scenario exercises at five company
regional training seminars. The TMTs were multidisciplinary, including individuals
from various departments within the company: security and fire protection, human
resources, corporate investigations, employee assistance programs, ethics, health
services, and legal. Each team averaged 7 members (range =3-13).

Tabletop scenario exercise

A tabletop scenario exercise is a participatory problem-solving session where com-
munication and decision-making processes can be systematically evaluated while a
team responds to a simulated threat scenario (FEMA 2013). The goal of tabletop
exercises is for stakeholders to gain experience in applying policies and procedures,
evaluate areas of success and failure, and identify methods to improve response.
Two scenarios were presented to the TMTs, both of which were hypothetical
cases in which current employees of the company were threatened. One scenario
involved an incident in which one employee was bullied and the other involved an
employee who was being stalked by another employee with whom the victim had
an interpersonal relationship. To begin the scenario exercises with the TMTs, an
experienced moderator presented a written scenario that described the potential
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threat. The teams then assessed the level of the threat, which steps they should
take first in the response, how quickly steps needed to be initiated, and who
should be involved. The scenario and steps followed a prescribed threat response
and incident management protocol developed from security industry standards
(ASIS/SHRM 2011; Holbrook et al. 2018) and adapted by the research team
(Peek-Asa et al. 2017) (Table 1). These protocols included steps to (1) identify
the initial level of threat, (2) investigate and reassess the threat level, (3) deter-
mine intervention and referral measures, and (4) monitor the case once victim,
perpetrator and workplace interventions were put in place.

Table 1 Scenarios describing the potential threats as provided to the Threat Management Teams

Scenario 1: Bullying scenario

Letter sent to Human Resources:

I work on an assembly line here in < city >. We have a situation that makes it very hard to work. Our
boss, Mr. Sims has a “favorite” employee, and this guy really is a case. His name is John Andrews.
He bosses people around, gets in our faces, and can be a real aggressive jerk. Our boss asks this
guy to take care of his work for him, like when the line is down he wants this guy to fix it instead of
him. Well, he fixes it but in a really bad way, and when we complain he yells at us, threatens us, and
then tells the boss that we are the problem. The boss doesn’t do anything because he likes this guy.
At least one guy, Ken Egan, complained to the boss, and now he’s afraid the boss and this guy John
Andrews have it in for him. On three separate occasions, I've seen Andrews blow up in Egan’s face,
and it’s getting worse. Andrews intimidates and bullies us sometimes, especially Egan. The last time,
Andrews blocked Egan from his work station because he thought Egan’s break was too long—looked
like they were going to duke it out. It’s getting real bad down here so I thought I should say some-
thing. I'm not signing this because I’'m worried they’ll have it in for me, too.

Scenario 2: Stalking scenario

An HR manager received the following notes from an interview that manager, Ann Thompson, had
with one of her employees, Joan Hollings.

Date: July 6, 2010; Time: 8:20 AM

Joan Hollings a twenty-seven-year-old HR specialist with the company recently transferred from an
East Coast facility to a new plant. Ms. Hollings approached me with the following information:

On her way to work today, she noticed that her car parked in her apartment complex had been
“keyed”—a large scratch the length of her vehicle on the driver side. She thought it might be the
work of vandals in the neighborhood. She was late and decided not to contact police or property
management, but would deal with that later.

‘When she got to work, she turned on her computer to check her email. She saw an email from an
unfamiliar address and opened it up. It said “I miss you!!” And was unsigned. Ms. Hollings looked
disturbed and said “It’s not over.” Ms. Hollings said she befriended a young man, Peter Tork, when
taking a continuing education course in the East Coast plant. They worked on class projects together,
and often shared drinks and dinner. On a number of occasions, he asked if she would date him. She
told him “no” as she recently left a bad relationship with a co-worker from the East Coast plant and
didn’t want to get involved with anyone right now. She thought Tork was ok with that, and they con-
tinued to see each other during class. When the class was over, they went their separate ways.

A few months afterwards, she started to receive flowers at her apartment from “an admirer from afar”
as well as messages both to her work and personal email accounts with similar greetings. She thought
they were from the student (Tork), but couldn’t be sure. She never reported this to anyone in the East
Coast plant. When the opening came up in the new plant, she jumped on it to be closer to family,
which also got her away from this situation. So, she didn’t think about it anymore until today.
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Data collection

Throughout the tabletop scenario exercise, teams were guided through semi-struc-
tured surveys to document their response. Each TMT assigned an individual to doc-
ument the specific actions taken at each step in the scenario. The instrument fol-
lowed the standard threat response and incident management protocols, i.e., initial
assessment, investigation and reassessment, intervention and referral, and case mon-
itoring (Fig. 1). In the first scenario, teams were provided with an anonymous let-
ter to a human resources representative describing an incident of bullying (Table 1).
In the second scenario, teams were provided with notes from a human resources
interview with an employee being stalked by a perpetrator possibly known to the
employee (Table 1).

The teams were asked to first individually document their initial assessment of
the threat level. They were then asked to discuss the incident as a team, document
the level of threat decided through team consensus, and describe the next steps they
would take. Teams were given additional information (injects) based on the steps
they identified. These injects described hypothetical interviews and findings from
internal (e.g., human resource records, security records, forensic analyses of com-
puters) and external (e.g., law enforcement) records. Injects were developed by the
research team and company, and reflected priority investigative steps established in
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Fig. 1 Threat response and incident management protocol used to guide TMTs through tabletop scenario

exercises
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the company’s workplace violence prevention policies. Using the information from
the injects, TMTs were asked to reassess the level of threat and determine which
steps they would take next in the case. At this point, the expectation was that teams
would be moving toward the intervention and referral phase of the protocol. Some
teams requested additional information for which injects had not been prepared.
Those additional requests were documented but not incorporated into the scenario
exercises by the moderator.

At the beginning of each phase in the protocol, questionnaires were distributed
to the individuals and teams, and picked up by members of the research team at the
conclusion of the phase. Each phase included time for the moderator to present and
facilitate discussion of the scenario and for the teams to document their steps. Tables
were situated to reduce the risk of contamination between teams. Each scenario
took approximately two hours to conduct, including time for data collection. The
study was approved by the Institutional Review Boards at the University of lowa and
University of North Carolina at Chapel Hill. Permission to use participant data was
included in the informed consent.

Measures and analysis

The success of the tabletop scenario exercises was measured first by examining how
well individuals and teams assessed the level of threat against the company’s poli-
cies, comparing accuracy of the assessment in the Bullying scenario with assess-
ments in the Stalking scenario. The level of threat was categorized as under-assess,
assess accordingly, and over-assess, using company guidelines to benchmark the
most appropriate threat level. Success of the scenario exercises was also measured
by examining the comprehensiveness of the investigation, comparing the Bully-
ing scenario with the Stalking scenario, and how comprehensiveness of the teams’
investigations affected their reassessment of the threat level. Comprehensiveness
was defined as the percentage of prepared injects the teams requested during their
investigation. The total number of injects prepared for the Bullying scenario was
nine, and the total number for the Stalking scenario was 13. Finally, we examined
the degree to which teams identified priority actions in the intervention/referral and
monitoring phases of the scenarios. This was measured as the percentage of priority
actions, defined by the company, which the teams documented. The total number of
priority actions defined by the company for the intervention/referral phase was 11 in
the Bullying scenario and 6 in the Stalking scenario.

Percentages were used to examine the distribution of responses for the initial
level of threat, comprehensiveness of the investigative steps, reassessment of threat
following investigation, and comprehensiveness of the intervention/referral and
case monitoring steps, for all teams combined and by each team’s caseload (smaller
caseload, larger caseload). Caseload was defined as the estimated average number
of cases investigated per year over the last five years. The categories, “smaller case-
load” and “larger caseload” were defined using the median cutpoint of the caseload
distribution. The Wilcoxon rank-sum test was used to compare distributions by
caseload.
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Results
Tabletop scenario exercises
Phase 1: initial assessment of threat level

Approximately 40% of the individual responses (prior to discussion as a team) cor-
rectly assessed the initial level of threat, as benchmarked by company policies, in
the Bullying and Stalking scenarios (Table 2). Following team discussion, 41% of
the teams correctly assessed the threat level in the Bullying scenario and 59% in the
Stalking scenario. Increased accuracy in threat level assessment was most pronounced
among the teams with smaller caseloads, where 25% correctly assessed the threat in
the bullying scenario compared to 67% in the stalking scenario. Approximately 20%
of the individual participants over-assessed the initial level of threat. However, when
these individuals worked in teams, only 9% of the teams over-assessed the threat level.
Approximately 50% of the teams under-assessed the level of threat in the Bullying sce-
nario, compared with 35% in the Stalking scenario.

Phase 2: investigation and reassessment of threat level

During the investigation phase, teams requested 82% of the prepared interview injects
in the bullying scenario, which decreased to 66% in the stalking scenario (Table 3).
In both scenarios, the teams with larger caseloads requested more interview injects
to conduct their investigations, compared to the teams with smaller caseloads. Teams
requested less than 50% of the prepared internal source injects in both scenarios. Inter-
nal sources included such items as referencing written policies and procedures from
the company’s threat management program, reviewing employee work histories, check-
ing security records, and consulting with the company legal experts. In the stalking
scenario, the teams with larger caseloads utilized more internal sources and external
sources for their investigations than the teams with smaller caseloads.

Following the investigation, 68% of the teams in the bullying scenario correctly
reassessed the level of threat, while 41% of the teams in the stalking scenario correctly
reassessed the threat level (Table 4). When examined against the initial level of threat
(i.e., before the investigation [Phase 1]), there was an improvement in the percentage of
teams in the Bullying scenario correctly reassessing the threat level (i.e., after the inves-
tigation [Phase 2]) (41% in Phase 1 vs. 67% in Phase 2). In contrast, the percentage
of teams correctly assessing the threat level in the stalking scenario before, compared
to after, the investigation decreased (59% in Phase 1 vs. 41% in Phase 2). More than
half of the teams over-assessed the threat level in the stalking scenario following the
investigation.

Phases 3 and 4: intervention/referral and monitoring/case management

Teams in both the bullying and stalking scenarios identified a small percent-
age of intervention and referral steps suggested by company guidelines, and these
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Table 4 Table-level threat assessments following investigation, by team caseload and scenario

Threat level Bullying scenario Stalking scenario
All teams Teams with Teams with All teams Teams with Teams with
N (%) smaller case-  larger case- N (%) smaller case-  larger case-
loads loads loads loads
N (%) N (%) N (%) N (%)
Under-assess 7 (31.8) 4(33.3) 3(30.0) 1(4.6) 1(8.3) 0
Assess accord- 15 (68.2) 8 (66.7) 7 (70.0) 9 (40.9) 7(58.3) 2 (20.0)
ingly
Over-assess 0 0 0 12 (54.6) 4 (33.3) 8 (80.0)
Total 22 12 10 22 12 10

percentages did not significantly vary by scenario or team caseloads (Table 5). The
final phase of the threat response is case monitoring. In this phase, teams identified
81% of the departments within the company that should take responsibility for case
monitoring in the bullying scenario, and they identified 77% of the departments in
the stalking scenario.

Discussion

We found that tabletop scenario exercises can be valuable tools for evaluating how
companies respond to simulated threats of workplace violence and for identifying
the successes and gaps in the response. Specifically, the tabletop exercises improved
the teams’ ability to correctly assess the scenario’s level of threat and the compre-
hensiveness of the response. Improvements were particularly noted for the teams
with smaller caseloads.

Threat level assessment was also markedly more accurate with the team assess-
ment when compared with individual’s assessments, which supports the benefit of
having multidisciplinary teams working together. Group-based, collaborative train-
ing, such as through tabletop exercises, allows participants with diverse knowl-
edge and perspectives to problem-solve and move toward comprehensive solutions
(NASEM 2018). Research suggests that collaboration and teamwork can improve
a team’s performance and outcomes above what individual members of the team
can accomplish independently (NASEM 2018). Tabletop exercises in particular have
been effective tools to improve response techniques through self- and team-reflec-
tion, to practice a team’s functionality, and to increase participants’ understanding
of their roles in an urgent situation using a less stressful but realistic scenario (High
et al. 2010).

At the end of the worker-on-worker bullying tabletop exercise, teams were bet-
ter able to assess the level of threat and respond accordingly. The multidisciplinary
nature of the teams likely contributed to these findings. In a study by High et al.
(2010), tabletop scenario exercises resulted in participants acknowledging their need
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to enhance coordination and cooperation both inter- and intra-agency. They found
that when tables included multiple disciplines and levels of government, the team’s
ability to respond to higher-level threats improved; there was more urgency to com-
municate effectively and to develop a comprehensive and realistic plan for address-
ing the threat. More than 50% of the participants responded to have somewhat to
much more certainty in how the different agencies would interact to arrive at solu-
tions to the threat (High et al. 2010). Another study found that tabletop scenario
exercises increased participants’ understanding of their agencies’ roles and respon-
sibilities and were satisfied that the team included the right mix of disciplines (Bid-
dinger et al. 2010).

Teams requested more interview injects for the bullying scenario than for the
stalking scenario, and the teams with larger caseloads utilized more internal and
external resources to conduct the stalking investigation than teams with smaller
caseloads. These findings are likely a reflection of the scenario types, where teams
felt more prepared to respond to a worker-on-worker bullying case than an intimate
partner violence (IPV) stalking case, suggesting to the company that their TMTs
may need more training in how to respond to IPV cases or that company policies
and procedures for handling IPV cases need to be modified. Workplace training in
the assessment and response of IPV threats and acts of violence is becoming more
and more important for employers. More than one-third of women in the U.S. have
experienced intimate partner violence at some point in their lifetime (Smith et al.
2018), and this violence can infiltrate the workplace (Paziotopoulos 2018). Work
disruption and work-related stalking are the primary tactics that abusers use to con-
tinue the abuse away from home, and these tactics can affect the physical safety and
psychological well-being of the victims as well as their coworkers (Swanberg et al.
2005; Swanberg and Logan 2005; Tiesman et al. 2012; Harrell 2011). In 2017, hom-
icides were the second leading cause of workplace death among women, and most
of these homicides were perpetrated by an intimate partner or relative (BLS 2018).

Similar to other studies (Dausey et al. 2007; High et al. 2010; Lurie et al. 2004),
we found that tabletop scenario exercises identified steps in the threat management
process where additional training may be needed, as well as employee groups where
increased knowledge and involvement in the threat management process is needed.
For example, a small percentage of the teams identified priority intervention and
referral recommendations for the victim, perpetrator, management, and/or work
group in both scenarios. We also noted that while the multinational manufacturing
company has an electronic threat management documentation system, very few of
the teams mentioned documentation as a step in the threat management process.
Furthermore, teams suggested that training frontline managers would be important
because they are in a position to observe employee behaviors and intervene before
they escalate to a violent act needing TMT involvement.

We are aware of only one other study (Gillespie et al. 2014) that has exam-
ined the effectiveness of tabletop scenario exercises in training employees on
an organization’s workplace violence prevention program. This other study,
conducted with emergency department employees in a large healthcare system,
found that tabletop scenario exercises paired with an online educational program
increased employee knowledge of how to prevent, manage, and report incidents

¥



Tabletop scenario exercises as a training tool for improving... 13

of workplace violence (Gillespie et al. 2014). Other studies, which have evaluated
implementation of state- and local-level disaster preparedness programs, have
focused on biological and chemical threats (Dausey et al. 2007; High et al. 2010;
Lurie et al. 2004).

This study has limitations. First, the effectiveness of the tabletop exercises was
evaluated at one time point. We did not assess knowledge retention or changes in
response over time as a result of the tabletop exercise training. It is well recognized
that ongoing training and assessment is critical for learning and identifying needed
changes (NASEM 2018). We therefore recommend that tabletop exercises be imple-
mented on an ongoing basis to reinforce team members’ roles and responsibilities,
efficiently and effectively apply their company’s workplace violence prevention pro-
gram, identify gaps in the program, and build confidence in responding to various
types and levels of threat. Second, our study examined the effectiveness of table-
top exercises as a single training platform. Studies have shown that participants of
tabletop exercises have higher degrees of transferability and retention when com-
bined with other educational programs (Biddinger et al. 2010; Gillespie et al. 2013).
Furthermore, the Homeland Security Exercise and Evaluation Program supports a
progressive approach to training where discussion-based exercises (such as tabletop
exercises) are built upon with operations-based exercises that include drills and real-
time, full-scale exercises (FEMA 2013).

Conclusion

Tabletop exercises provide an opportunity for threat management teams to practice
their response to threats using real scenarios and to gain a better understanding of
their role within a team. Using a tabletop exercise for training on workplace violence
can identify deficits in existing plans, procedures, and resources to workplace vio-
lence prevention programs. In addition, active learning and collaborative problem-
solving reinforces written policies, procedures, and processes in an organization.

Since these tabletop exercises took place, the multinational manufacturing
company has used the information and lessons learned from the study to make
continuous improvements with the threat management program and training for
their threat management teams as well as successfully launched mandatory train-
ing for all employees throughout the company. Tabletop exercise scenarios are an
excellent training tool to reinforce threat management policies, procedures, and
processes while improving TMTs knowledge and experience in applying threat
assessment and threat management practices.
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