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Abstract: While many organizations maintain
multiple layers of security control methodologies
to prevent outsiders from gaining unauthorized
access, persons such as employees or contractors
who have been granted legitimate access can rep-
resent an “insider threat” risk. Interestingly, some
of the most notable radiological events involving
the purposeful contamination or exposure of indi-
viduals appear to have been perpetrated by in-
siders. In the academic and medical settings,
radiation safety professionals focus their security
efforts on (1) ensuring controls are in place to pre-
vent unauthorized access or removal of sources,
and (2) increasing security controls for the unes-
corted accessing of large sources of radioactivity
(known as “quantities of concern”). But these
controls may not completely address the threat in-
siders represent when radioactive materials below
these quantities are present. The goal of this re-
search project was to characterize the methodolo-
gies currently employed to counteract the insider
security threat for the misuse or purposeful diver-
gence of radioactive materials used in the academic
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and medical settings. Aweb-based survey was used
to assess how practicing radiation safety profes-
sionals in academic and medical settings antici-
pate, evaluate, and control insider threat security
risks within their institutions. While all respon-
dents indicated that radioactive sources are being
used in amounts below quantities of concern, only
6 % consider insider threat security issues as part of
the protocol review for the use of general radioactive
materials. The results of this survey identify several
opportunities for improvement for institutions
to address security gaps. Health Phys. 114
(3):352-359; 2018
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INTRODUCTION

The examples of intentional con-
tamination of food and drink have
occurred with *?P and '*°I in re-
search laboratories in prestigious
academic institution such as Na-
tional Institute of Health (NIH),
Massachusetts Institute of Technol-
ogy (MIT), and Brown University.
These examples demonstrate that
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while a complex system of people,
procedures, and equipment, called
Physics Protection System (PPS) of-
fers protection against an external
threat, such systems may not be
satisfactory to address threats from
inside the organization (Federal
Register 1996; U.S. NRC 2012,
1998; Waller and Maanen 2015).
This series of events associated with
security of radioactive materials has
led to a change in the primary roles
of health physicists (HP) from con-
trol and surveillance of these sources
to now also addressing the insider
threats which are much harder to
detect and control. While source se-
curity was in the radiation protec-
tion regulations long before these
events a new change of radioactive
materials security perspective was
triggered after September 11, 2001
(10 CFR 20.1801 and CFR 20.1802)
(U.S. NRC 1991).

The threat that terrorists are
planning to use radioactive mate-
rials became apparent especially
after the arrest of an American cit-
izen, Jose Padilla on suspicion of
plotting a radiological bomb ("dirty
bomb") attack (Zimmerman and
Loeb, 2004). According to U.S. in-
telligence during 2001 and early
2002, Padilla was trained in the
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construction and deployment of a
weapon, which would use conven-
tional explosives for the dispersion
of radioactive materials a device
called a “radiological dispersal de-
vice” or a “dirty bomb.” In academic
and medical institutions, radioac-
tive materials in quantities of concern
may be present as the radioactive
sources in self-shielded irradiators,
which usually have a '3’Cs radio-
active source with activity higher
than 9.99 x 10" Bq. Thus, in
2006, the U.S. NRC issued Increased
Control (IC) orders (EA-05-090) to
certain licensees for implementing
interim security measures (beyond
those previously required) to pre-
vent unauthorized removal or ac-
cess of these materials. Under the
IC orders, licensees were required
to increase security over such radio-
active sources in order to prevent
unintended radiation exposure or
malicious acts (U.S. NRC 2007). An
example is the Trustworthy and Re-
liable (T&R) determination, which
includes fingerprinting and review
of criminal history, personal refer-
ences, work history and education
for approval of unescorted access
to radioactive materials under the
IC licensees. However, the IC order
does not apply to most of the radio-
active materials used in research
and in clinics, since typically the
amounts used are below the estab-
lished quantities of concern. Is-
sues regarding those materials in
amounts below the quantities of
concern are the focus of this study,
as security measures for these may
not be sufficient or considered in
an organized manner.

RESEARCH OBJECTIVES
AND AIMS

This study sought to identify
whether radiation safety profes-
sionals have completed any formal
training regarding security through
a web-based survey. Furthermore,
this study sought to:

1. Identify the most commonly used
methods to counteract insider
threat security risks associated
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with the use of radioactive ma-
terials in research and clinical
settings;

2. Identify gaps within these com-
monly used control methodol-
ogies; and

3. Propose recommendations for
needed security elements, which
could be included in an institu-
tional insider threat risk mitiga-
tion plan and related training.

METHODS

The survey for this project
contained 28 questions. These ques-
tions were developed based on
commonly used controls for counter-
acting misuse of radioactive materials
in the Texas Medical Center (TMC)
and other academic and medical in-
stitutions at which the first author
held appointments. Such controls
usually are established in accor-
dance with the institution’s Pro-
tection of Assets Manuals.

Prior to distribution of the sur-
vey, the survey was piloted to en-
sure that the questions were well
formulated and understood by re-
spondents and whether the size/
content of the survey required ad-
justment. Members of the News
in RadiatioN (NiRDs) group were
recruited to participate in the pilot
to obtain initial feedback. NiRDs
is an informal group of radiation
safety professionals from the TMC,
Houston, Texas, who meet quar-
terly. TMC is the largest medical
center in the world and consists of
sixty-nine academic, medical and
health care providing institutions,
many of which use radiation pro-
ducing devices and radioactive ma-
terials. The pilot aimed to identify
misleading questions or poor in-
structions for further editing or re-
moval from the survey tool.

STUDY DESIGN AND
SETTINGS

The study design is a descrip-
tive cross-sectional study of radiation
safety professionals in academic and
medical settings. The study was con-
ducted during the summer of 2016
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involving an electronic web-based
survey distributed to radiation safety
professionals via the Academic and
Medical Radiation Safety Officer
(AMRSO) listserv. At the time of
the survey the listserv had ap-
proximately 700 professionals, em-
ployed full or part time at academic
and medical institutions. According
to the listserv moderators, AMRSO
listserv has a limit of two members
per institution, which corresponds
to 350 institutions represented.
This group “is not affiliated with
the Health Physics Society (HPS)
nor the RSO Section of the HPS”
(AMRSO 2016). However, many
of the members of the listserv are
Certified Health Physicists (CHPs)
and/or members of the HPS, and
thus support was sought and ob-
tained from the South Texas Chap-
ter of the Health Physics Society
(STC-HPS) to emphasize the impor-
tance of this topic to the radiation
safety profession. The web-based
survey tool (SurveyMonkey) was
disseminated to collect the data.
All responses were anonymous and
no IP addresses were collected. To
address the human subjects’ is-
sues, the pilot and survey were ap-
proved by University of Texas
Health Science Center at Houston
Committee for the Protection of
Human Subijects (CPHS).

DATA COLLECTION

The survey was distributed
electronically to the participants
via the AMRSO listserv, and partic-
ipation was voluntary and without
tangible incentives. Participants were
provided with a detailed explanation
of the study, its objectives and in-
formed consent, in a cover letter.
The letter requested only one radi-
ation safety representative from an
institution to be designated as a re-
spondent. The survey took no lon-
ger than 20 minutes to complete.

DATA ANALYSIS

Simple descriptive statistics were
used to analyze the survey results.
Chi-square analyses with Fisher’s Ex-
act tests were performed using Stata
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Typical uses of radioactive materials at the participating
institution. (n=54)

Both Clinical and
Research
56%

Clinical setting
{i.e. ina clinicor
hospital)

15%

—_Research
laboratory
[academic or
commercial
research)
29%

FIG. 1. Percent of institutions by typical use of radioactive materials.

14 (College Station, Texas) to com-
pare the response percentages. The
results also were graphically pre-
sented using Microsoft Excel charts.

RESULTS

The survey was available online
for four weeks between August Sth
and September 2nd in 2016 and a
total of 78 survey responses were re-
ceived. Of these responses, 22 were
omitted (one participant declined
to provide informed consent and
21 attempted, but did not complete
the survey), resulting in 54 analyz-
able surveys. Two reminders were
sent by the author during the survey
period and one or two days before
the closing date of September 2,
2016. Forty-two (78%) participants
identified themselves as Radiation
Safety Officers, 4 (7%) as Radiation
Safety Managers, 3 (6%) as Assistant
Radiation Safety Officers, and 1 as a
Radiation Safety Specialist. Under
the answer “Other,” three partici-
pants described their positions as
Assistant VP for University Health
and Safety, EH&S Associate Director
and a Physicist/RSO.

All respondents were individ-
uals from institutions in the United
States. Forty-eight (89%) were from
large institutions with more than
1,000 full-time employees and 20
(38%) of the Radiation Safety groups
represented consisted of more than
five full-time employees. At eight
(15%) of participants’ organizations
there were no attending students.
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Almost all [52 out of 54 (96%)] of
the respondents indicated that their
organizations possessed radioactive
materials used for clinical applica-
tions or biomedical research, and
only two responded that their or-
ganizations possessed SNM or IC
materials. As shown in Fig. 1, more
than half of the respondents (n = 30)
indicated that these materials were
typically used in both clinical and re-
search settings, followed by research
laboratory use in 16 cases. Eight
participants used the materials only
in a clinical setting (Fig. 1).
Forty-seven of the survey re-
spondents (87%) indicated that
their radiation safety committee
does not consider insider threat
issues within the context of their
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charge for protocol reviews (Fig. 2).
Further, when the security risk as-
sessment was performed for insider
threat, 23 (42%) of the respondents
indicated that they do not have a
reviewer on the committee knowl-
edgeable in criminal activities, be-
havioral assessment, and/or security
training. Twenty-one (39%) of the
respondents considered such re-
viewer’s expertise was “not appli-
cable” (Fig. 3), and only 7 (13%)
had at least one reviewer with
these qualifications.

When asked to consider an
ideal security program that includes
insider threat consideration, the
respondents selected security per-
sonnel knowledgeable in electronic
and physical access as the most im-
portant expertise, followed by a po-
liceman or expert in background
checks. These were followed by in-
dividuals knowledgeable in sus-
picious behavior identification, an
insider threat safety trainer, occu-
pational health physicians (knowl-
edgeable in first aid, exposure/
internal contamination assessment,
etc.), and, finally, an expert (psy-
chologist/psychiatrist or other) in
charge of the Behavioral Interven-
tion Team (Fig. 4). Participants re-
ported that most institutions do not
have a mechanism in place to assess
whether the concentration of radio-
active materials has decreased when

Radiation safety (or related) safety committee consider the
insider threat issues within the context of their charge for

protocol reviews. (n=54)
Yes
6%

Mot applicable
7%

No

FIG. 2. Percent of respondents reporting that insider threats are considered during protocol

review.
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At least one reviewer knowledgeable in criminal activities,
behavioral assessments, and/or security training when the
security risk assessment is performed for the RSO/RSC review
for insider threat for the use of radioactive materials . (n=54)

Yes
13%

Not applicable
39%

Don't know
6%

N

42%

FIG. 3. Percent respondents reporting that at least one reviewer is knowledgeable in criminal
activities, behavioral assessment and/or security training.

the volume within the vials remains
constant. This answer was provided
by 43 (80%) of the participants
(Fig. 5). Twenty-one (39%) of the re-
spondents indicated that the RSO
will receive a notice from the radia-
tion workers when an experiment
involving radioactive materials pro-
duced unexpected results that sug-
gest either an absence or decreased
amount of the material (Fig. 6).
However, most of the participants
(n = 43 or 80%) responded that
the radiation safety staff specifically
inquire about any safety or security
concerns as part of the radiation
safety inspections.

Just over half of the radiation
safety professionals (n = 29 or 54%)
indicated that they have been
trained on specific insider threat
oversight, security risk assessment,
or other security considerations.
Participants from six institutions
(11%) responded that their radia-
tion safety training specifically
addresses the necessary security
controls of radioactive materials.
The “insider threat” risk factor
and threat mitigation, however,
is not included in the basic radia-
tion safety training according to
almost all (52 out of 54) the partic-
ipants (Fig. 7). Finally, 28 (53%) of
the respondents consider addi-
tional training on insider threat se-
curity issues as helpful to them and
their radiation safety program, 8
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(15%) disagree, and 17 (32%) are
not sure about the benefit of
such training.

Based on collected data, the
survey results were organized in
subgroups and evaluated further.
Chi-square analyses with Fisher’s
Exact tests were performed using
Stata to compare the response per-
centages. These subgroups were
based on types of institution (i.e.,
whether radioactive materials were
used in academic research, clinical
application, or both). The author
compared organizations with estab-
lished background check practices
(for the users of radioactive materials
below the quantities of concern)

Vol. 114, March 2018

to those without established back-
ground check practices and based
on whether there were students
attending the participating insti-
tution or not. Specific response pet-
centages were compared between
the type of institutions and those
who perform background checks
for their radiation users. Response
percentages were also compared
between the educational institu-
tions (with students attending/
present) and again if background
checks were performed or not. Ad-
ditional analyses were done for
those RSOs who have received
training in insider threat security
and type of institution as well as
those institutions where insider
threat is considered by radiation
safety committee. There was no
significant difference in use of radio-
active materials based on background
check practices in the institutions,
x? (df = 4, n = 54) = 333,
p = 0.5034 (Table 1). However,
significantly different effects were
observed between institutions
with established background check
practices and those without
established background checks
when compared with those where
there are students attending, x>
(df =2, n = 54) = 6.4468, p = 0.04
(Table 2). The absence of students
was related to a much higher
relative occurrence of background

No 1 Level of importance for expertise resources for an ideal
security program that includes insider threat considerations on
the level of importance (1 = very important, 5 = least important).
{n=53)

Security personnel knowledgeable in electronic and

physical access

background checks

identification

Expertise resources

Police or other persannel knowledgeable in

Individual knowledgeable in suspicious behavior

Insider threat safety trainer

Qceupational Health Physician knowledgeable in first

aid, exposure fintermal ce

Psychalogist/psychiatrist or ather qualified

professional in charge of the Behavioral Intervention...

ele.

35

Fs

Number of participants

FIG. 4. Number of respondents reporting priority of various expertise for ideal insider threat se-

curity programs.
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For liquid radioactive material, if the volume of the radioactive
material within the vial remains constant, do you have a
mechanism in place to assess whether the concentration has
decreased? (n=54)

Not applicable
(our organization
doesn’t have liquid
radioactive
material)

4%

No_/

79%

Yes

FIG. 5. Percent of respondents reporting a volume vs. concentration verification method for

liquid radioactive materials.

checks, compared to settings where
students were present.

DISCUSSION

Radiation safety professionals
today play a very active role about
safeguards of radioactive materials
in quantities of concern due to the
recently adopted Increased Control
(IC) regulations. In most academic
and medical institutions, multiple
controls are in place for securing
the radioactive materials from ex-
ternal or internal threats (Table 3).

The results of this survey, how-
ever, show that for general radioac-
tive materials (below the quantities
of concern in Categories 1 and
2) gaps exist in three major parts
of the participating institutions’
security programs. These are the
risk assessment process, the train-
ing of the radiation safety officers,
and the use of resources needed to
counteract insider threat security
risks. For example, almost half
(46%) of the participating RSOs
had never been trained on insider
threat oversight, security risk as-
sessment, or other insider threat
security considerations.

Often, radiation safety pro-
fessionals deal with a mixture of
security controls at different sites
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where both types of materials are
used (i.e., general unsealed sources
and sources of concern) and thus
in many cases the increased con-
trol measures are not applied in ev-
ery research laboratory or storage
spaces. Therefore, the need exists
for such gray areas to be identified
and a novel approach to be adopted
in the institutional oversight com-
mittee for the sources below the
quantities of concern, where the
gap is found.

The survey results revealed that
key resources are either missing or

Counteracting insider threat security risks

not clearly understood by the radia-
tion safety professionals. One ex-
ample was not knowing to whom
suspicious behavior should be
communicated within the organi-
zation. For most of the partici-
pants, reports should be made to
the institutional compliance offi-
cer; however, only a few parti-
cipants were familiar with the
institutional behavior intervention
team. These resources seem similar
but the compliance office was usu-
ally approached when a policy or
procedure was violated. The institu-
tional behavioral intervention team,
on the other hand, tracks the “red
tlags” over time, detecting patterns,
trends, and disturbances in indi-
vidual or group behavior (NBITA
2017). It is important to recognize
the difference between these two
oversight mechanisms because the
security considerations for the per-
sonnel are focused on the behavior,
not assumptions or presumptions
(Engells 2013).

It was surprising that the dual
use of the radioactive materials be-
low category 1 and 2 (their poten-
tial to cause harm) rarely were
considered as a security concern
during the risk assessment process.
This comes as a surprising finding
because such materials were used
in several malicious acts, including
food and drink poisoning (Federal
Register 1996; U.S. NRC 2012,

Do you receive communication from radiation workers when
protocols involving apparent radioactive materials produce
unexpected results suggesting the absence of radioactive
material where it is expected? (n=54)

Don't know
4%

No_~

57%

Yes
39%

FIG. 6. Percent of respondents reporting communication of unexpected results suggesting the

absence of radioactive materials.
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Are educational materials about “insider threat” risk factors
and threat mitigation included in your basic radiation safety
training for individuals who work with radioactive
materials? (n=54)

FIG. 7. Percent of respondents reporting insider

training.

1998). Even though radioactive ma-
terials in quantities used for scientific
research or in clinics would probably
not cause immediate death or severe
injury if misused, misuse could dam-
age the public trust and the institu-
tion’s reputation. Possibly, this gap
of knowledge explains why, at most
(52 out of 54) of the institutions,
the insider threat issues were not
considered during the radiation
safety committee protocol review
for the general radioactive sources.

For many of the RSOs, the ideal
insider threat security program needs
three important resources (Table 3).
First, RSOs would like to have
available on the radiation safety
committee the expertise of police
or an individual knowledgeable in
electronic and physical access. From
the additional responses received, it
was evident that when both types
of radioactive materials are present
(in quantities of concern and below),
there are some areas where the
access was organized with electronic
keys and in other areas there are
different controls in place, such as
key pads or metal keys. Therefore,
many respondents could not give a
“yes” or “no” answer when asked if
the access attempts after hours are
tracked by the radiation safety
professional, since a mixture of
controls were used. However, the

Operational Radiation Safety

Yes
4%

No
96%

threat as part of the basic radiation safety

survey questions specifically asked
for the security controls in areas
where radioactive materials below
category 1 and 2 were present and
this was clarified and accented
with the survey reminders sent to
the listserv. This finding suggests
that most of the RSOs feel the
need for further expert evaluation
of insider threats on the access
controls for general radioactive
materials. The second and third
most desired resources for an ideal
insider threat security program
were experts in background checks
and someone knowledgeable in
identifying suspicious behavior.
Results from the survey suggested
that individuals with such expertise

Table 1. Percentages for type of insti-
tution by background checks, (n).

Vol. 114, March 2018

were available and present during
the protocol evaluation process at
only seven institutions. This was
not surprising and supports the
notion that most institutions do
not perform reviews for insider
threat when the radioactive materials
were below the quantities of concern.

The overall survey response
rate (15%) was reasonable, when
compared to other similar web-
based studies where the final re-
sponse rate varied from 12%
(Patlovich et al. 2015) to 30%
(Harvey 2014). However, this re-
sponse rate was lower than the
projected and there are several is-
sues that might have impacted
the results. The first is the he-
sitancy of respondents to share
security-related information. Secu-
rity of radioactive sources is an area
that most radiation safety profes-
sionals are advised to not discuss
publicly out of concern that some
specific information may lead to a
breach of security. To assure trust-
worthiness, support was provided
by one of the founders of the
AMRSO listserv and the survey link
was sent out by another respected
member of the listserv. The second
important issue for the lower re-
sponse rate was believed to be the
problems respondents had initially
with the survey link. After multiple
complaints in the first week when
the survey was launched, the sur-
vey platform SurveyMonkey inves-
tigated and responded that the link

Table 2. Percentages for students attend-
ing status, by background check status.

Background checks
Type of use Yes No Total
Research and 24 (13) 30(16) 54 (29)
clinical
Research 8(4) 20(10) 28(14)
Clinical 7 4) 6 (3) 13 (7)
Total 42 (21) 58(29) 100 (50)

Background
checks
Students
attending Yes No Total
Students 28 (15) 52 (28) 80 (43)

No students 126) 2(1) 14(@)
Total 42 (21) 58 (29) 100 (50)

Chi Square 1.79.%

4p=0.435 — Fishers exact test is reported be-
cause chi square isn’t stable with cell sizes
smaller than 5.

Note: Number in parenthesis are frequency
of answers in each category.

www.health-physics.com

Chi Square 6.3851.°

Py = 0.03 — Fishers exact test is reported be-
cause chi square isn’t stable with cell sizes
smaller than 5.

Note: Number in parenthesis are frequency
of answers in each category.
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Table 3. Elements most needed and prevailing control mechanism in the security

programs of the participating institutions.”

During the insider threat risks assessment process, the most needed element is access to

Police/Security personnel with knowledge in:

e Electronic and physical access
® Background checks
e Suspicious behavior identification.

Prevailing practices regarding the criminal background checks:
e Criminal background checks are part of the hiring process for all employees
e Background checks extend beyond criminal history to aspects such as credit history,
driver history or confirmation of academic credentials
The most common oversight mechanisms currently in place with regard to the security of

radioactive materials:

e Collaboration with the local law enforcement agency to respond to potential threats
e Mechanisms in place for people to report suspicious behavior to an Institutional Com-

pliance Officer (or equivalent)

e Assessments are performed regarding the security of the radioactive materials
e Radiation Safety Surveys include a section on security measures
e Formal mechanisms exist for persons to be able to report security concerns or suspicious

behavior to the Radiation Safety Officer

This is not all-inclusive list, but rather a list of the most preferred expertise and often utilized

controls.

was functional. Representatives from
SurveyMonkey suggested the re-
spondent clear cache and cookies
on their browsing settings and try
again. Many of the respondents
could copy and paste the link into
another browser and complete the
survey. Regardless of the trouble-
shooting and the received support,
participants who opened the link
and agreed to the informed con-
sent may have been discouraged
(n = 21) from completing the sur-
vey in full by the topic sensitivity.

The listserv allows only two
members from each organization.
However, it is possible that more
than two individuals from an orga-
nization could be existing mem-
bers such as safety specialists, or
other staff members involved in in-
sider threat risk prevention. Therefore,
selection bias, which is a common
issue with web-based surveys, may
have impacted the sample’s represen-
tativeness of the target population
(Aday and Cornelius 2006). Another
factor potentially driving the lower re-
sponse rate could be that the survey
was sent in August (2016) when some
membets were on their summer vaca-
tion. In addition, some attrition may
have occurred simply because the sur-
vey was too long (28 questions).

CONCLUSION

Radioactive materials below
Category 1 and 2 are used in many
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research laboratories (academic or
commercial), clinics and hospitals
around the nation by employees,
students and contractors. Coinci-
dently, in the same month when
the reported survey was performed,
a GAO report (U.S. GAO 2016)
stated security vulnerabilities remain
for radioactive material sources in
Category 3 and below. This observa-
tion from the GAO report aligns
with the importance of this research
project. According to the survey re-
sults, 87% of radiation safety profes-
sionals during their protocol review
did not consider that a radiation
worker with legitimate access to
these materials could become a
malicious insider. This represents
a risk for the institution’s assets,
reputation, and the employees’
health, especially since all the re-
ported cases of the misuse of gen-
eral radioactive materials occurred
in academic, research, and medical
settings. The survey results indi-
cated that there are well estab-
lished security practices due to
the increased control regulations
for the sources in quantities of
concern. However, it was evident
that wherever combinations of
control methodologies were pres-
ent (for general sources and for
quantities of concern), there was
no uniform approach for the
background checks and for mo-
nitoring the radiation workers’

www.health-physics.com
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actions or behaviors when no one
was present.

In conclusion, there is a need
to develop formal training for radi-
ation safety professionals on the
topic of insider threat security risks
for the sources in Category 3 and
below. This training should include
details such as causative factors,
preventive measures, and a com-
parison of the prevailing methods
used to counteract insider threat
security risks in academic and
medical settings with the methods
used in other settings with highly
valuable commodities.
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