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Case Studies

Protecting Building Environments from Airborne
Chemical, Biological, or Radiological Attacks

Reported by Kenneth R. Mead and Michael
G. Gressel

This document identifies actions that
a building owner or manager can imple-
ment without undue delay to enhance
occupant protection from an airborne
chemical, biological, or radiological
(CBR) attack. The intended audience in-
cludes building owners, managers, and
maintenance personnel of public, pri-
vate, and governmental buildings, in-
cluding offices, laboratories, hospitals,
retail facilities, schools, transportation
terminals, and public venues (e.g.,
sports arenas, malls, coliseums). This
document is not intended to address
single-family or low-occupancy resi-
dential housing (less than five fam-
ily units). Higher-risk facilities such
as industrial facilities, military facili-
ties, subway systems, and law enforce-
ment facilities require special consider-
ations that are beyond the scope of this
guide.

The likelihood of a specific build-
ing being targeted for terrorist activity
is generally difficult to predict. As such,
there is no specific formula that will
determine a certain building’s level of
risk. Building owners must make their
own decisions regarding how to reduce
their buildings’ vulnerability to CBR at-
tacks. These decisions may be aided by
a comprehensive building security as-
sessment; many government and private
organizations have identified resources
that provide insight into building secu-
rity assessments. The reference list in the
Appendix will help the reader obtain this
information.

IReferences to a release of a CBR agent in this document will always refer to an airborne CBR release.

Dawn Tharr, Column Editor

No building can be fully protected
from a determined individual who is in-
tent on releasing a CBR agent. The rec-
ommendations in this guide will not pre-
clude injuries or fatalities in the event of
a CBR release. However, facility own-
ers and managers can transform their
buildings into less attractive targets by
increasing the difficulty of introducing
a CBR agent, by increasing the abil-
ity to detect terrorists before they carry
out an intended release, and by incorpo-
rating plans and procedures to mitigate
the effects of a CBR release. Some of
the references listed at the end of this
document provide information on how
to recognize if a CBR release has oc-
curred. These recommendations focus
on airborne releases of CBR agents' in
quantities capable of being easily trans-
ported by a few individuals. Protection
from other types of attacks such as explo-
sions, building collapses, and water sup-
ply contamination, requires much differ-
ent measures, which are not addressed in
this document.

The recommendations set forth in this
document are not intended to be a mini-
mum requirement that every building
owner and manager should implement
for every building. Rather, decisions
concerning which protective measures
ought to be implemented for any build-
ing should be based on several factors,
including the perceived risk associated
with the building and its tenants, engi-
neering and architectural feasibility, and
cost.

Background
Terrorism events have increased in-
terest in the vulnerability of U.S. work-

places, schools, and other occupied
buildings to CBR threats. Of particular
concern are the air flow patterns and dy-
namics in buildings, specifically in their
heating, ventilating, and air-conditioning
(HVAC) systems. These systems can be-
come an entry point and a distribution
system for hazardous contaminants, par-
ticularly CBR agents. Building owners
need reliable information about how they
can (1) modify their buildings to de-
crease the likelihood or effects of a CBR
incident and (2) respond quickly and ap-
propriately should a CBR incident occur.
Comprehensive guidance is needed in
several areas, including the following:

e How to modify existing build-
ings for better air protection and
security

¢ How to design new buildings to
be more secure

e What plans building managers
should prepare in advance to
help them make effective de-
cisions in the midst of a CBR
incident

Preparatory Recommendation—
Know Your Building

While more comprehensive guidance
is being developed, this document fo-
cuses on the shorter-term goals of iden-
tifying those protective actions that you
can take immediately. It recognizes,
however, that some recommendations
may not be feasible for you or in all
situations.

An important first step in initiating
any plan to modify building system de-
sign or operation is to understand these
systems. Ask yourself questions such as,
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“How were they intended to operate?”
and “How do they currently operate?”

Getting to know your building may
be best handled by conducting a walk-
through inspection of the building and its
systems, including the HVAC, fire pro-
tection, and life-safety systems. During
this inspection, compare the most up-
to-date design drawings available to the
operation of the current systems.> This
step may require, or benefit from, the as-
sistance of qualified outside profession-
als. Without this baseline knowledge, it
is difficult to accurately identify what
impact a particular security modification
may have on building operation. While
it is important to understand how the
existing building systems function, the
systems need not operate per design be-
fore you implement security measures.
A partial list of items to consider during
your building walk-through includes the
following:

e What is the mechanical condi-
tion of the equipment?

e What filtration systems are
in place? What are their
efficiencies?

¢ Is all equipment appropriately
connected and controlled? Are
equipment access doors and
panels in place and appropri-
ately sealed?

e Are all dampers (outdoor air,
return air, bypass, fire, and
smoke) functioning? Check to
see how well they seal when
closed.

¢ How does the HVAC system re-
spond to manual fire alarm, fire
detection, or fire-suppression
device activation?

¢ Are all supply and return ducts
completely connected to their
grilles and registers?

e Are the variable air volume
(VAV) boxes functioning?

¢ How is the HVAC system con-
trolled? How quickly does it
respond?
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e How is the building zoned?
Where are the air handlers
for each zone? Is the system
designed for smoke control?

e How does air flow through the
building? What are the pressure
relationships between zones?
Which building entryways are
positively or negatively pres-
surized? Is the building con-
nected to other buildings by
tunnels or passageways?

e Are utility chases and pene-
trations, elevator shafts, and
fire stairs significant air flow
pathways?

o Is there obvious air infiltration?
Is it localized?

e Does the system provide ad-
equate ventilation given the
building’s current occupancy
and functions?

e Where are the outdoor air lou-
vers? Are they easily observ-
able? Are they or other mechan-
ical equipment accessible to the
public?

¢ Do adjacent structures or land-
scaping allow access to the
building roof?

Specific Recommendations

The recommendations can be divided
into four general categories: (1) things
not to do; (2) physical security; (3)
ventilation and filtration; and (4) main-
tenance, administration, and training.
Some of these items, such as securing
mechanical rooms, may be started prior
to your completing the recommenda-
tions in the Know Your Building section.
Items within each of the four categories
are listed in the order of priority. Items
considered to be highly critical are iden-
tified by a bold-faced number. As you
review these recommendations, consider
their potential implications on the con-
tract language necessary for existing and
future service contracts. A brief discus-
sion of the four categories and some

commonly considered recommendations
follow.

Things Not to Do

More than anything else, building
owners and managers should ensure that
any actions they take do not have a detri-
mental effect on the building systems
(HVAC, fire protection, life-safety, etc.)
or the building occupants under normal
building operation. Some efforts to pro-
tect a building from a CBR attack could
have adverse effects on the building’s
indoor environmental quality. Building
owners and managers should understand
how the building systems operate and as-
sess the impact of security measures on
those systems.

1. Do not permanently seal outdoor
air intakes. Buildings require a
steady supply of outdoor air ap-
propriate to their occupancy and
function. This supply should be
maintained during normal build-
ing operations. Closing off the out-
door air supply vents will adversely
affect the building occupants and
likely result in a decrease in in-
door environmental quality (and an
increase in indoor environmental
quality complaints).

2. Do not modify the HVAC sys-
tem without first understanding
the effects on the building sys-
tems or occupants. This caution
directly relates to the recommenda-
tion that building owners and man-
agers should understand the oper-
ation of their building systems. If
there is uncertainty about the ef-
fects of a proposed modification,
a qualified professional should be
consulted.

3. Do not interfere with fire protec-
tion and life-safety systems. These
systems provide protection in the
event of fire or other types of
emergencies. They should not be
altered without guidance from a

2If sufficient questions or surprises arise from the building walk-through, an independent evaluation by a qualified HVAC professional should be used to

establish a useful baseline.



professional specifically qualified
in fire protection and life-safety
systems.

Physical Security

Preventing terrorist access to a tar-
geted facility requires physical security
of entry, storage, roof, and mechani-
cal areas, as well as securing access
to the outdoor air intakes of the build-
ing’s HVAC system. The physical secu-
rity needs of each building should be as-
sessed, as the threat of a CBR attack will
vary considerably from building to build-
ing. For example, the threat to a large
corporate headquarters may be consid-
ered greater than the threat to a small
retail establishment. Some physical se-
curity measures, such as locking doors
to mechanical rooms, are low-cost and
will not inconvenience the users of the
building. These types of measures can
be implemented in most buildings. Other
physical security measures, such as in-
creased security personnel or package x-
ray equipment, are more costly and may
inconvenience users substantially. These
measures should be implemented when
merited after consideration of the threat
and consequences of a terrorist attack.
Building owners and managers should be
familiar with their buildings and should
understand what assets require protec-
tion, as well as what characteristics about
the building or its occupants make it apo-
tential target. By first assessing the vul-
nerabilities of facilities, building owners
and managers can address physical se-
curity in an effective manner. While the
identification and resolution of building
vulnerabilities will be specific to each
building, some physical security actions
are applicable to many building types.
These include the following:

1. Prevent access to outdoor air
intakes. One of the most important
steps in protecting a building’s in-
door environment is the security of
the outdoor air intakes. Outdoor air
enters the building through these
intakes and is distributed through-
out the building by the HVAC sys-
tem. Introducing CBR agents into
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Protecting Outdoor Alr Intakes
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FIGURE 1

Secure outdoor air intake.

the outdoor air intakes allows a ter-
rorist to use the HVAC system as
a means of dispersing the agent
throughout a building. Publicly ac-
cessible outdoor air intakes located
ator below groundlevel are at great-
est risk—due partly to their acces-
sibility (which also makes visual
or audible identification easier) and
partly because most CBR agent re-
leases near a building will be close
to the ground and may remain there.
Securing the outdoor air intakes is a
critical line of defense in limiting an
external CBR attack on a building
(see Figure 1).

e Relocate outdoor air intake
vents. Relocating accessi-
ble air intakes to a pub-
licly inaccessible location is
preferable. Ideally, the in-
take should be located on
a secure roof or high side
wall (see Figure 2). The
lowest edge of the out-
door air intakes should be
placed at the highest feasi-
ble level above the ground
or above any nearby acces-
sible level (i.e., adjacent re-
taining walls, loading docks,
handrail). These measures
are also beneficial in lim-
iting the inadvertent intro-
duction of other types of
contaminants, such as land-
scaping chemicals, into the
building.

o Extend outdoor air intakes.
If relocation of outdoor air

intakes is not feasible, in-
take extensions can be con-
structed without creating
adverse effects on HVAC
performance. Depending on
budget, time, or the per-
ceived threat, the intake ex-
tensions may be temporary
or constructed in a perma-
nent, architecturally com-
patible design. The goal
is to minimize public ac-
cessibility. In general, this
means the higher the ex-
tensions, the better—as long
as other design constraints
(excessive pressure loss, dy-
namic and static loads on
structure) are appropriately

High-sidewsall
Dutdoor Air [ntake

FIGURE 2
Relocate outdoor air intake vents.
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FIGURE 3
Extend outdoor air intake.

considered. An extension
height of 12 feet (3.7 m) will
place the intake out of reach
of individuals without some
assistance (see Figure 3).
Also, the entrance to the in-
take should be covered with
a sloped metal mesh to re-
duce the threat of objects
being tossed into the in-
take. A minimum slope of
45° is generally adequate
(see Figure 4). Extension
height should be increased
where existing platforms or
building features (i.e., load-
ing docks, retaining walls)
might provide access to the
outdoor air intakes.

e Establish a security zone
around outdoor air intakes.
Physically inaccessible out-
door air intakes are the pre-
ferred protection strategy.
When outdoor air intakes
are publicly accessible, and
relocation or physical exten-
sions are not viable options,

FIGURE 4

Cover intakes with sloped metal mesh.

perimeter barriers that pre-
vent public access to out-
door air intake areas may
be an effective alternative.
Iron fencing or similar see-
through barriers that will
not obscure visual detec-
tion of terrorist activities
or a deposited CBR source
are preferred (see Figure 5).
The restricted area should
also include an open buffer
zone between the public ar-
eas and the intake louvers.
Thus, individuals attempt-
ing to enter these protected
areas will be more conspic-
uous to security personnel
and the public. Monitoring
the buffer zone by phys-
ical security, closed-circuit
television (CCTV), security
lighting, or intrusion detec-
tion sensors will enhance
this protective approach.

2. Prevent public access to mechan-

ical areas. Closely related to the
relocation of outdoor air intakes is

| Air Intake

Encloging a
Vulnerable
Outdoor

FIGURE 5
Provide a secure zone around
air intakes.

the security of building mechanical
areas. Mechanical areas may exist
at one or more locations within a
building. These areas provide ac-
cess to centralized mechanical sys-
tems (HVAC, elevator, water, etc.),
including filters, air handling units,
and exhaust systems. Such equip-
ment is susceptible to tampering
and may subsequently be used in a
CBR attack. Access to mechanical
areas should be strictly controlled
by keyed locks, keycards, or similar
security measures. Additional con-
trols for access to keys, keycards,
and key codes should be strictly
maintained.

. Prevent public access to build-
ing roofs. Access to a building’s
roof can allow ingress to the
building and access to air intakes
and HVAC equipment (e.g., self-
contained HVAC units, laboratory
or bathroom exhausts) located on
the roof. From a physical security
perspective, roofs are like other en-
trances to the building and should
be secured appropriately. Roofs
with HVAC equipment should be



treated like mechanical areas. Fenc-
ing or other barriers should restrict
access from adjacent roofs. Ac-
cess to roofs should be strictly con-
trolled through keyed locks, key-
cards, or similar measures. Fire
and life-safety egress should be
carefully reviewed when restricting
roof access.

. Implement security measures such
as guards, alarms, and cameras to
protect vulnerable areas. Difficult-
to-reach outdoor air intakes and me-
chanical rooms alone may not stop
a sufficiently determined terrorist.
Security personnel, barriers that
deter loitering, intrusion detection
sensors, and observation cameras
can further increase protection by
quickly alerting personnel to secu-
rity breaches near the outdoor airin-
takes or other vulnerable locations.
. Isolate lobbies, mailrooms, loading
docks, and storage areas. Lobbies,
mailrooms (including various mail
processing areas), loading docks,
and other entry and storage areas
should be physically isolated from
the rest of the building. These are
areas where bulk quantities of CBR
agents are likely to enter a building.
Building doors, including vestibule
and loading dock doors, should re-
main closed when not in use.

To prevent widespread disper-
sion of a contaminant released
within lobbies, mailrooms, and
loading docks, their HVAC sys-
tems should be isolated, and the
areas should be maintained at a
negative pressure relative to the
rest of the building, but at posi-
tive pressure relative to the out-
doors. Physicalisolation of these ar-
eas (well-sealed floor-to-roof-deck
walls, sealed wall penetrations) is
critical to maintaining the pressure
differential and requires special
attention to ensure airtight bound-
aries between these areas and adja-
cent spaces. In some building de-
signs (e.g., those having lobbies
with elevator access), establishing
a negative pressure differential will
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present a challenge. A qualified
HVAC professional can assist in
determining whether the recom-
mended isolation is feasible for a
given building. In addition, lob-
bies, mailrooms, and loading docks
should not share a return-air sys-
tem or return pathway (e.g., ceil-
ing plenum) with other areas of the
building. Some of these measures
are more feasible for new construc-
tion or buildings undergoing major
renovation.

Building access from lobby ar-
eas should be limited by security
checks of individuals and packages
prior to their entry into secure ar-
eas. Lobby isolation is particularly
critical in buildings where the main
lobbies are open to the public. Sim-
ilar checks of incoming mail should
also occur before its conveyance
into the secure building areas. Side
entry doors that circumvent estab-
lished security checkpoints should
be strictly controlled.

. Secure return-air grilles. Similar

to the outdoor air intakes, HVAC
return-air grilles that are publicly
accessible and not easily observed
by security may be vulnerable tar-
gets for CBR contaminants. Public
access facilities may be the most
vulnerable to this type of CBR at-
tack. A building-security assess-
ment can help determine which, if
any, protective measures to employ
to secure return-air grilles. Take
caution that a selected measure
does not adversely affect the perfor-
mance of the building HVAC sys-
tem. Some return-air grille protec-
tive measures include (1) relocating
return-air grilles to inaccessible yet
observable locations, (2) increas-
ing security presence (human or
CCTV) near vulnerable return-air
grilles, (3) directing public access
away from return-air grilles, and (4)
removing furniture and visual ob-
structions from areas near return-air
grilles.

. Restrict access to building opera-

tion systems by outside personnel.
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To deter tampering by outside
maintenance personnel, a building
staff member should escort these in-
dividuals throughout their service
visit and should visually inspect
their work before final acceptance
of the service. Alternatively, build-
ing owners and managers can en-
sure the reliability of prescreened
service personnel from a trusted
contractor.

. Restrict access to building in-

formation. Information on build-
ing operations—including mechan-
ical, electrical, vertical transport,
fire and life-safety, security system
plans and schematics, and emer-
gency operations procedures—
should be strictly controlled. Such
information should be released to
authorized personnel only, prefer-
ably by the development of an
access list and controlled copy
numbering.

. General building physical security

upgrades.In addition to the secu-
rity measures for HVAC and other
building operations described ear-
lier, physical security upgrades can
enhance the overall security of a
building. A building or building
complex might have security fenc-
ing and controlled access points.
Some buildings such as museums
are, by their very nature, openly
accessible to the public. How-
ever, even in these buildings, areas
such as mechanical rooms need to
remain off-limits to unauthorized
individuals. Unless the building is
regarded as open to the general pub-
lic, owners and managers should
consider not allowing visitors out-
side the lobby area without an
escort. Layered levels of secu-
rity access should be considered.
For example, entry to a hospi-
tal’s patient care areas could be
less strict than to hospital labora-
tories, and successively more strict
for other areas, such as ventila-
tion control rooms. Physical secu-
rity is of prime concern in lobby
areas.
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Ventilation and Filtration

HVAC systems and their components
should be evaluated with respect to how
they impact vulnerability to the intro-
duction of CBR agents. Relevant issues
include the HVAC system controls, the
ability of the HVAC system to purge the
building, the efficiency of installed fil-
ters, the capacity of the system relative
to potential filter upgrades, and the sig-
nificance of uncontrolled leakage into
the building. Another consideration is
the vulnerability of the HVAC system
and components themselves, particularly
when the facility is open to the public.
For buildings under secure access, inte-
rior components may be considered less
vulnerable, depending on the perceived
threat and the confidence in the level of
security.

1. Evaluate HVAC control options.
Many central HVAC systems have
energy management and control
systems that can regulate air flow
and pressures within a building on
an emergency response basis. Some
modern fire alarm systems may also
provide useful capabilities during
CBR events. In some cases, the
best response option (given suffi-
cient warning) might be to shut off
the building’s HVAC and exhaust
system(s), thereby avoiding the
introduction of a CBR agent from
outside. In other cases, interior
pressure and air flow control may
prevent the spread of a CBR agent
released in the building and/or en-
sure the safety of egress pathways.
The decision to install emergency
HVAC control options should be
made in consultation with a quali-
fied HVAC professional who under-
stands the ramifications of various
HVAC operating modes on building
operation and safety systems.

Depending on the design and op-
eration of the HVAC system and the
nature of the CBR agent release,
HVAC control may not be appro-
priate in all emergency situations.
Lobbies, loading docks, and mail-
rooms might be provided with man-
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ually operated exhaust systems,
activated by trained personnel to re-
move contaminants in the event of
a known release, which exhaust air
to an appropriate area. In other in-
stances, manipulation of the HVAC
system could minimize the spread
of an agent. If an HVAC control
plan is pursued, building person-
nel should be trained to recog-
nize a terrorist attack quickly and
know when to initiate the con-
trol measures. For example, emer-
gency egress stairwells should re-
main pressurized (unless they are
known to contain the CBR source).
Other areas, such as laboratories,
cleanrooms, or pressure isolation
rooms in hospitals, may need to re-
main ventilated. All procedures and
training associated with the control
of the HVAC system should be ad-
dressed in the building’s emergency
response plan.

2. Assess filtration. Increasing filter

efficiency is one of the few mea-
sures that can be implemented in
advance to reduce the consequences
of both an interior and exterior re-
lease of a particulate CBR agent.
However, the decision to increase
efficiency should be made cau-
tiously, with a careful understand-
ing of the protective limitations
resulting from the upgrade. The fil-
tration needs of a building should be
assessed with a view to implement-
ing the highest filtration efficiency
that is compatible with the installed
HVAC system and its required op-
erating parameters. In general, in-
creased filter efficiency will provide
benefits to the indoor environmen-
tal quality of the building. However,
the increased protection from CBR
aerosols will occur only if the filtra-
tion efficiency increase applies to
the particle size range and physi-
cal state of the CBR contaminant.
It is important to note that particu-
late air filters are used for biological
and radiological particles and are
not effective for gases and vapors
typical of chemical attacks. These

types of compounds require adsor-
bent filters (i.e., activated carbon
or other sorbent-type media) and
result in substantial initial and re-
curring costs.

Upgrading filtration is not as
simple as merely replacing a low-
efficiency filter with a higher effi-
ciency one. Typically, higher effi-
ciency filters have a higher pressure
loss, which will result in some air
flow reduction through the system.
The magnitude of the reduction is
dependent on the design and ca-
pacity of the HVAC system. If the
air flow reduction is substantial, it
may result in inadequate ventila-
tion, reductions in heating and cool-
ing capacity, or potentially frozen
coils. To minimize pressure loss,
deep pleated filters or filter banks
having a larger nominal inlet area
might be feasible alternatives, if
space allows. Also, high-pressure
losses can sometimes be avoided
by using prefilters or more frequent
filter change-outs. Pressure loss as-
sociated with adsorbent filters can
be even greater.

The integrity of the HVAC sys-
tem’s filter rack or frame system
has a major impact on the installed
filtration efficiency. Reducing the
leakage of unfiltered air around fil-
ters, caused by a poor seal between
the filter and the frame, may be as
important as increasing filter effi-
ciency. If filter bypass proves to be
significant, corrective actions will
be needed. Some high-efficiency
filter systems have better seals and
frames constructed to reduce by-
pass. During an upgrade to higher
efficiency filters, the HVAC and fil-
tration systems should be evaluated
by a qualified HVAC professional
to verify proper performance.

While higher filtration efficiency
is encouraged and should provide
indoor air quality benefits beyond
an increased protection from CBR
terrorist events, the overall cost of
filtration should be evaluated. Fil-
tration costs include the periodic



cost of the filter media, the labor
cost to remove and replace filters,
and the fan energy cost required to
overcome the pressure loss of the
filters. While higher efficiency fil-
ters tend to have a higher life cycle
cost than lower efficiency fil-
ters, this is not always the case.
With some higher efficiency fil-
ter systems, higher acquisition and
energy costs can be offset by
longer filter life and a reduced la-
bor cost for filter replacements.
Also, improved filtration generally
keeps heating and cooling coils
cleaner and, thus, may reduce en-
ergy costs through improvements
in heat transfer efficiency. How-
ever, when high-efficiency particu-
late air (HEPA) filters and/or acti-
vated carbon adsorbers are used, the
overall costs will generally increase
substantially.

. Ducted and non-ducted return-air
systems. Ducted returns offer lim-
ited access points to introduce a
CBR agent. The return vents can
be placed in conspicuous locations,
reducing the risk of an agent be-
ing secretly introduced into the re-
turn system. Non-ducted return-air
systems commonly use hallways or
spaces above dropped ceilings as
a return-air path or plenum. CBR
agents introduced at any location
above the dropped ceiling in a ceil-
ing plenum return system will most
likely migrate back to the HVAC
unit and, without highly efficient
filtration for the particular agent, re-
distribute to occupied areas. Build-
ings should be designed to mini-
mize mixing between air-handling
zones, which can be partially ac-
complished by limiting shared re-
turns. Where ducted returns are not
feasible or warranted, hold-down
clips may be used for accessible ar-
eas of dropped ceilings that serve
as return plenums. This issue is
closely related to the isolation of
lobbies and mailrooms, as shared

3 Additional information on CBR agents may be found via the references at the end of this document.
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returns are a common way for con-
taminants from these areas to dis-
perse into the rest of the building.
These modifications may be more
feasible for new building construc-
tion or buildings undergoing major
renovation.

. Low-leakage, fast-acting dampers.

Rapid response, such as shutting
down an HVAC system, may also
involve closing various dampers,
especially those controlling the
flow of outdoor air (in the event
of an exterior CBR release). When
the HVAC system is turned off, the
building pressure compared to out-
doors may still be negative, draw-
ing outdoor air into the building
viamany leakage pathways, includ-
ing the HVAC system. Considera-
tion should be given to installing
low-leakage dampers to minimize
this flow pathway. Damper leak-
age ratings are available as part
of the manufacturers’ specifications
and range from ultra-low to nor-
mal categories. Assuming that you
have some warning prior to a direct
CBR release, the speed with which
these dampers respond to a “close”
instruction can also be impor-
tant. From a protective standpoint,
dampers that respond quickly are
preferred over dampers that might
take 30 seconds or more to respond.

. Building air tightness. Significant

quantities of air can enter a build-
ing by means of infiltration through
unintentional leakage paths in the
building envelope. Such leakage
is of more concern for an ex-
terior CBR release at some dis-
tance from a building, such as a
large-scale attack, than for a di-
rected terrorist act. The reduction
of air leakage is a matter of tight
building construction in combina-
tion with building pressurization.
While building pressurization may
be a valuable CBR -protection strat-
egy in any building, it is much more
likely to be effective in a tight build-
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ing. However, to be effective, filtra-
tion of building supply air must be
appropriate for the CBR agent in-
troduced. Although increasing the
air tightness of an existing build-
ing can be more challenging than
during new construction, it should
still be seriously considered.

Maintenance, Administration,
and Training

Maintenance of ventilation systems
and training of staff are critical for con-
trolling exposure to airborne contami-
nants such as CBR agents.

1. Emergency plans, policies, and pro-
cedures. All buildings should have
current emergency plans to address
fire, weather, and other types of
emergencies. In light of past U.S.
experiences with anthrax and sim-
ilar threats, these plans should be
updated to include CBR attack sce-
narios and the associated proce-
dures for communicating instruc-
tions to building occupants, as well
as procedures for the following
tasks: identifying suitable shelter-
in-place areas (if they exist), appro-
priate selection and use of personal
protective equipment (i.e., clothing,
gloves, respirators), and directing
emergency evacuations. Individu-
als developing emergency plans
and procedures should recognize
that there are fundamental differ-
ences between chemical, biologi-
cal, and radiological agents. In gen-
eral, chemical agents will show a
rapid onset of symptoms, while the
response to biological and radiolog-
ical agents will be delayed.? Issues
such as designated areas and proce-
dures for chemical storage, HVAC
control or shutdown, and communi -
cation with building occupants and
emergency responders should all
be addressed. The plans should be
as comprehensive as possible, but,
as described earlier, protected by
limited and controlled access. When
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appropriately designed, these plans,
policies, and procedures can have a
major impact on occupant surviv-
ability in the event of a CBR re-
lease. Staff training, particularly for
those with specific responsibilities
during such an event, is essential
and should cover both internal and
external events. Holding regularly
scheduled practice drills, similar to
the common fire drill, allows for
plan testing, as well as occupant and
key staff rehearsal of the plan, and
increases the likelihood for success
in an actual event. For protection
systems in which HVAC control is
done via the energy management
and control system, emergency pro-
cedures should be exercised period-
ically to ascertain that the various
control options work (and continue
to work) as planned.

HVAC maintenance staff training.
Periodic training of HVAC main-
tenance staff in system operation
and maintenance should be con-
ducted. This training should include
the procedures to be followed in the
event of a suspected CBR agent re-
lease. Training should also cover
health and safety aspects for main-
tenance personnel, as well as the
potential health consequences to
occupants of poorly performing
systems. Development of current,
accurate  HVAC diagrams and
HVAC system labeling protocols
should be addressed. These docu-
ments can be of great value in the
event of a CBR release.

Preventive maintenance and pro-
cedures. Procedures and preven-
tive maintenance schedules should
be implemented for cleaning and
maintaining ventilation system
components. Replacement filters,
parts, and so forth should be ob-
tained from known manufacturers
and examined prior to installation.
It is important that ventilation sys-
tems be maintained and cleaned
according to their manufacturers’
specifications. To do this requires
information on HVAC system
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performance, flow rates, damper
modulation and closure, sensor cal-
ibration, filter pressure loss, filter
leakage, and filter change-out rec-
ommendations. These steps are crit-
ical to ensure that protection and
mitigation systems, such as partic-
ulate filtration, operate as intended.

Conclusions

Reducing a building’s vulnerability
to an airborne chemical, biological, or
radiological attack requires a compre-
hensive approach. Decisions concerning
which protective measures to implement
should be based on the threat profile
and a security assessment of the building
and its occupants. While physical secu-
rity is the first layer of defense, other
issues must also be addressed. Prevent-
ing possible terrorist access to outdoor
air intakes and mechanical rooms, and
developing CBR-contingent emergency
response plans should be addressed as
soon as possible. Additional measures
can provide further protection. A build-
ing security assessment should be per-
formed to determine the necessity of ad-
ditional measures. Some items, such as
improved maintenance and HVAC sys-
tem controls, may also provide a payback
in operating costs and/or improved build-
ing air quality. As new building designs
or modifications are considered, design-
ers should bear in mind that practical
CBR sensors may soon become avail-
able. Building system design features
that are capable of incorporating this
rapidly evolving technology will most
likely offer a greater level of protection.

While it is not possible to completely
eliminate the risk of a CBR terrorist at-
tack, several measures can be taken to re-
duce the likelihood and consequences of
such an attack. Many of the recommen-
dations presented here are ones that can
be implemented fairly quickly and cost-
effectively. Many are applicable to both
new construction and existing buildings,
although some may be more feasible than
others. Building owners and managers
should assess buildings by looking first
for those items that may be (1) most vul-
nerable and (2) easily addressed. Addi-

tional measures should be implemented
as possible. The goals are to make your
building an unattractive target for a CBR
attack and to maximize occupant pro-
tection in the event that such an attack
occurs.
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DISCLAIMER
Mention of any company, product,
policy, or the inclusion of any refer-

ence does not constitute endorsement by
NIOSH.

APPENDIX

Several organizations have developed
guidance to assist building owners and
operators in addressing issues related
to building security and CBR terror-
ist attacks. Many other organizations
have guidance that addresses security
needs and disaster response plans for
events such as fire, natural disasters, and
bomb threats. While this latter guidance
may not specifically address the terror-
ist threat to HVAC systems, readers may
find portions of the information benefi-
cial in establishing emergency response
plans for their own buildings.

Table I provides a list of these orga-
nizations, though it is not all-inclusive.
Available guidance is updated regularly
as additional organizations and evolv-
ing technologies identify new protective
recommendations.

Organizations that provide guidance on issues related to building security and indoor environmental quality

Organization

Reference or link

Description

National Institute for Occupational
Safety and Health (NIOSH)

Centers for Disease Control and
Prevention (CDC)

http://www.cdc.gov/NIOSH/homepage.
html
http://www.cdc.gov

U.S. Army Corps of Engineers
(USACE)

U.S. Environmental Protection
Agency (EPA)

http://BuildingProtection.sbccom.army.
mil/basic (Protecting Buildings and
Their Occupants from Airborne
Hazards)

http://www.epa.gov/iag/largebldgs/baqtoc.

html (Building Air Quality: A Guide

for Building Owners and Facility

Managers)
http://www.epa.gov/iag/schools (Indoor

Air Quality (IAQ) Tools for

Schools Kit)

Health and safety guidance, publications,
and training information
Health guidance for CBR agents

Presents a variety of ways to protect
building occupants from airborne
hazards

Provides procedures and checklists for
developing a building profile and
performing preventive maintenance
in commercial buildings

Provides procedures and checklists for
developing a building profile and
performing preventive maintenance
in schools

(Continued on next page)
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TABLE I

Organizations that provide guidance on issues related to building security and indoor environmental quality (Continued)

Organization

Reference or link

Description

U.S. General Services
Administration (GSA)

Central Intelligence Agency

Lawrence Berkeley National
Laboratory

Federal Facilities Council (FFC)

American Institute of Architects
(AIA)

American Society of Heating,
Refrigerating, and Air-
Conditioning Engineers
(ASHRAE)

American Society for Industrial
Security

Building Owners and Managers
Association

International Facility Management
Association IFMA)

National Institute of Building
Sciences (NIBS)

http://hydra.gsa.gov/pbs/pc/
facilitiesstandards (Facility Standards
for the Public Buildings Service
[PBS-P100])

http://www.cia.gov/cia/publications/
cbrhandbook/cbr-book.htm
(Chemical, Biological, Radiological
Incident Handbook)

http://securebuildings.lbl.gov

http://www4.nas.edu/cets/ffc.nsf/web/
chemical and biological threats to
building?OpenDocument

http://www.aia.org (Building Security
Through Design)

http://www.ashrae.org (Risk Management
Guidance for Health and Safety under
Extraordinary Incidents)

http://www.asisonline.org

http://www.boma.org/emergency

http://www.boma.org/pubs/bomapmp.htm
(How to Design and Manage Your
Preventive Maintenance Program)
http://www.ifma.org

http://www.wbdg.org (Whole Building
Design Guide)

Establishes design standards and criteria
for new buildings, major and minor
alterations, and work in historic
structures for the Public Building
Service; also provides information on
conducting building security
assessments

Unclassified document describing potential
CBR events, recognizing potential
CBR events, differences between agents,
common symptoms, and information
for making preliminary assessments
when a CBR release is suspected

Website with advice for safeguarding
buildings against chemical or biological
attack

Online notes and presentations from FFC
seminar on chemical and biological
threats to buildings

An AIA resource center that offers
architects and others up-to-date, in-depth
material on building security issues

Draft report provides recommendations
for owners and managers of existing
buildings

Locates security specialists and provides
the Crises Response Resources link to
find information related to terrorism
and building security

Information on emergency planning and
security assessments

Recommendations to effectively manage
and maintain a building’s systems
(information for purchasing only)

Information on security-related
training courses

Internet site featuring security-related
design information




