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The threat of bioterrorism in the United States is increasing.
Health professionals, especially “front-line” practitioners,
must be able to recognize the potential for major impacts from
a4 bioterrorism event. Although an effective attack could pro-
duce numbers of casualties equivalent to those resulting from
a nuclear weapon, an unannounced attack would be unlikely
to be recognized immediately. Health workers may be the first
to recognize an attack. However, only limited assistance is
available to aid local community medical organizations in
planning for bioterrorism. Military medical personnel have had
more experience in planning for terrorist activities than many
of their civilian colleagues. Their experience may be invaluable
to local civillan treatment facilities in developing practical
plans to meet the unique aspects of bioterrorism, In addition
to considering agent-specific medical problems and require-
ments, it is particularly important for plans to address com-
mand and control, communication, and coordination if the
resultant response is to be effective.

Introduction

The potential [or bioterrorism altacks in the United States is
increasing.!™! Potenlial targets include military facililies,
metropolitan areas, theme parks, governmenl centers, evenls
with large crowds, and any high-profile occasion or persen. The
expanded risk reflecs the improved sophistication and financial
resources ol terrorist groups. Dispersal of life-threatening bio-
logical agents so that they retain their infectivity is not simple,
bul the developing capabilities of terrorists increases the possi-
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hilities of an effective assault. Additlonally, Lhe goals of some
lerrorist groups have apparently shifted [rony making political
stalements through violence o attacking larger, less dellned
largets that will produce maximum casualties.”” Biologlcal
agenls may be parlicularly appealing to such greups because
the altack can be invisible, delays in onsel may preciude iden-
lilying and (realing exposed groups, death may follow rapidly
aller the enset of symploms, and treatment is limiled or essen-
tially nonexistent for some agents. These laclors add signili-
canlly (o terror In (he general public and may increase the
attractiveness ol a blological attack, Terrorisls do nol aclually
have Lo accomplish an altack Lo claim responslhility. A call loa
racio slalion siating that those altending a sporling event had
just been exposed to anthrax could result in mass panic. Reas-
surance may nol be sulllelent to prevent panic responses.
Hoaxes may also be used as diversions lor an aclual altack.
Whether an aclual episode or a hoax, health professionals will
play erucial roles in responding lo such events. It is thus essen-
tial that heallh care workers have the well-developed response
capabilities necessary o recognize the Lhreal, detect an event,
and respond ellectively (o an altack,

Recognizing the Threat

Bioterrorism Capabilities

Maore than 30 countries are thought (o have sophisticated
biological and chemical weapons ol mass destrnuction. Intensive
developmenl efforts are under way by other groups,'* Potentlal
bioterrorism weapons include bacterial agents, viral agenls, and
toxins that can cause diseases such as anlhrax, smallpox, viral
hemorrhagic [evers, viral encephalitides, and plague. More than
a dozen agents could be used by bioterrorlsts.™? Most of (hese
agenls have the polenlial to produce large numbers of casual-
ties. The thought of deliberately causing illness and death is
abhorrent to health professlonals. For many, even considering
the possibllity of a bioterrorism event is considering the “un-

Military Medlcine, Vol. 166, May 2001




370

thinkable.” The potential lor genetic manipulation of potential
biological agenls, with or withoul the assistance of heallh pro-
[essionals, further complicates altempls to recognize and re-
spond 1o a biological event. Any suggestion that physicians and
other health professionals could aid groups in developing bio-
Lerrorisin agenls is even more distasle[ul. Unfortunately, history
provides compelling evidence that some members of a medical
community have supporled the activities of a nalion or organi-
zation withoul regard {o ethical concerns. 12

Health prolessionals al all levels must recognize that the bio-
terrorlsm threal is very real. The threal falls into Lhe calegory of
“low probability, high cost."® In view of Lhe facl that one suc-
cessful atlack could produce unacceptably high numbers of
casuallies, the Ureal cannot be ignored.

Potential Impacts from a Bioterrorism Attack

An eflective biological attack could be devastating, producing
literally millions of casuallies. Thal impacl equals, or exceeds,
the casualty impact of a nuclear weapon. For example, release of
100 kg of anthrax spores upwind of Washington, DC, could
produce between 130,000 and 3,000,000 cleaths [rom inhala-
tion of the agent.™'"® Antibiotic therapy is available to treat an-
(hrax, bul it currenlly appears thal treatment must be given
before the onset of significant symptoms ia be effective. Because
lhe early symploms resemble those ol typical influenza, the true
diagnosis may be recognized only when those infected die, wilth
mortality approaching 90%. A large number of patients, all with
the concurrent requirement lor up to 60 days of reatment,
could exhaust the avaffable supplies of ellective antibiotics,*'3
An ellective vactine against anthrax is available, yet controversy
exisls regarding its use.™ It is nol anticipated that there will be
any elforl to vaccinale large portions of civilian populations in
the forcseeable future.

Smallpox, another agenl of parlicular biolerrorism concern,
has a lower martalily rale [ztpproxlmate]y 30%] but is highly
infectious, Illlb(:LlOl] of a small nuinber of individuals through a
coverl allack could spread rapidly, with each successive gener-
ation producing 10 (o 20 Umes as many new patients.'>'s Most
practicing health professionals have never scen a case of sinall-
pox, because it currently does nol cxist in the population. The
incubation period is 2 weeks, and inilial cases may be misdiag-
nosed as chickenpox. That silualion limils (he potential for early
case recognilion and vaccination. Vaceinalion within 4 days of
exposure may prevent Lhe disease or reduce fatal outcomes. An
estimatecl 40 million doses could be required to control an epi-
demic during the first 4 {o 8 weeks aflter an altack in the United
Slates.” The current supply of vaccine in the Uniled Slates
could Immunize only between 6 and 7 million persons. There is
no capabilily al present lo produce addltional supplies.'

The potential impacts of these lwo historically recognized
blological agents underscore Lhe need jor carly recognition of an
altack and clesign of methods to cope with such an event.

Recognizing an Attack

Unlike explosive or chemical aliacks, days to weeks might
pass before a biological allack Is recognized. "Front-line” health
professionals can be expecled te play major roles in delecting
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and responding to a bloterrorism situation. Attacks may also be
recognized through other means. Methods of confirmation in-
clude the lollowing.

Recognition by Medical Treatment Personnel

Many military and civilian physicians, nurses and nurse
practilioners, and physician assistants have epidemiclogical
and clinical expertise that eould [acilitate recognilion of a bio-
logical attack.'” Information such as a sudden surge in pallenls
with the same symptom complex, recognition of unusual clinical
courses in patients, unusual seasonal or geographic presenta-
tions, obvious relationship (o a particular event, and reports of
large numbers of deaths in animals could be vital epidemiolog-
ical and clinical clues. It has been demonstrated (hat techniques
such as slatistical process control will facilitate “real-lime" rec-
ognition of disease outbrealss by depicting increases above nor-
mal variation.'® A high index of suspicion must be mainlatned,
even during prolonged periods of stability.”® In the face of a
sharp increase in "flu” patients, chest radiographs that demon-
strate the widening of the mecliastinum characteristic of inha-
lation anthrax may permit early lifesaving (reaimenl of those
exposed. Similarly, recognizing thal skin lesions are smallpox
rather than chickenpox may be sufficient to talke steps to halt an
epidemic. As with other medical conditions, thinking of a diag-
nosis [acilitates making the diagnosis.!? Training programs, in-
cluding those offered through the Domestic Preparedness Pro-
gram, as well as recent publications such as those listed in the
references will assist in developing clinical expertise in recog-
nizing a bioterrorism situation,'™1520-22

Detection of an Attack Through Disease Surveillance

In 1999, the Centers for Disease Contral and Preventlon
(CDC) provided major funding to certain stales and metropoli-
tan public heallh agencies as part of the government's response
to the bioterrorism threat. This funding will be used Lo expand
discase surveillance and other public health infrastructures.
The surveillance will involve all sources of trealment, ranging
from individual practitioners’ oflices to the largest hospitals.
Eventually, this systern will rapidly provide dala needed (o rec-
ognize thal an attack has occurred. Initial patients may be
treated af many different locations. Broad surveillance will help
detect an overall, unexpected increase in patients otherwise not
recognizable for hours or days. The system requires that all
primary practitioners appreciate the need [for prompt, accurale
reporting of unusual disease patterns. Ellective survetllance
programs will not only ald in the early recognition of an attaclk
but may also identily the asymptomatic exposed population.

The surveillance methodology for a bioterrorism event is iden-
tical to that used lo detect new diseases [suich as hantavirus a
few years ago and Leglonnaire's disease and Lyme disease a
generation ago) and cases and outbreaks of rare diseases (such
as malaria and cholera in the United States and vicious strains
of Escherichia coli everywhere). Bioterrorism may resull in un-
natural primary cases, but that situation has little if any effect
on the recognition and treatment of secondary cases. Conse-
quently, the detection of initial bioterrorism patients through a
surveillance orientation should be a “routine” capability for
medical personnel who are providing direct patient care. With
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such an orlentation, an evenl can be rapidly recognized and
reported so that appropriale treatment and prevention pro-
grams can De initiated.

To be effective in countering terrortsm, a systemn must provide
real-time informatton, Improved reporting and epidemlological
communication capabilities at all health care and public healtl
levels are essential in meeling this requirement.?® As with early
clinical recognition, rapid reporting, analysis, and confirmalion
of a terrorist event will [acililate a more prompt, more ellective
response.

Announcement by the Terrorists at the Time of the Event

Terrorists may announce an attack to provide publicity and
induce panic. Depending on the alleged agent, such an an-
nouncement may permit mobilization of delense capabilities
and also target the responsible group for retalialion. There Is a
distinet possihilily that the announcement would be a hoax
rather than an actual dispersal. Responses to hoaxes have var-
ied greatly. Occaslonally, agencies have responded less than
oplimally because of communication problems, lack ol prior
planning, and lack of readily available information on proper
response procedures.” Whether the event is actual or a hoax,
local and other public health practitioners will be involvec soon
after the announcement. Clinical treatment facilities will be-
come involved, Large numbers of individuals may request eval-
ualion of posstble exposures, urgent treatment, or inlerventions
to prevent the disease. If the supposecl agent was in a readily
collectable [orm, such as a dust, it may require 24 or more hours
to ascertain whether the supposed agent is infective or a harm-
less substance. I the alleged agent was reportedly an invisible
aerosol, the impact on medical facilities could be signilicantly
lengthened.

Confirmation of an Attack by Government Agencies

Surveillance of terrorist groups and indivicluals by law en-
[orcement and intelligence agencies may permit warning or con-
firmation of a release of a blological agent. If a known release
occurs, responses could be tailored to the agent. Public health
surveillance programs could be increased and exposed popula-
tions could be idenlified to permit initial preventive treatment.
Public health and clinical providers would he invalved in the
response.

Sensor Detection of an Agent

Military organizations and some organizations that handle
hazardous materials (HAZMATs) have biological agent detectors
and monitors, These devices require training, and they may
provide (alse-positive and [alse-negative results, For example,
all current HAZMAT chernical sensors are calibrated to produce
more false-positives than false-negatives. It can be expected that
biosensors will be similarly calibrated, However, mutations may
produce false-negalives, and as a result, one cannot place ab-
solute reliance on a "negative” reading from such deteclors.
Furthermore, currently available detectors may require signifl-
cant time (o characterize the agent.? Efforts are under way to
use polymerase chain reaction, enzyme-linked immunosorbent
assay, and other techniques to develop portable field instru-
ments that may confirm the identity of an agent within 15
minutes. These instruments would ideally be able to identify
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mutated forms of agents as well as naturally occurring lorms,

Unlorlunately, such devices probably will not be available in the
near [uture, A [alse-positive result could cause public responses
similar to those cleseribed {or hoaxes.

Confirmation of an Attack Through Laboratery Studies

It may be necessary to transport suspect material lo special-
ized laboralories, such as al the CDC or the U.S. Army Research
Institute for Infectious Disease, for conlirmation.'*** Even if
dedicated aircralt are available for transporl, significant lime
will be required Lo get the agent to the laboratory. The time may
be lengthened slgnificantly by such faclors as mechanical prob-
lems wilh the aircralt or severe weather. Delays in conllimation
will allow (ime for panic to spread and lessen the opportunily to
iniliate realment or prevention programs. Development of reli-
able, practical, portable detection and identification devices
should remain a high priority.

Developing Effective Response Capabilities

Health care [acilities (HCFs) musl be able to respond Lo known
or suspectecl biological attacks. The situatlon may range [rom
preliminary recognition and reporting of an event invalving a
very [ew palients lo coping with the ahrupt arrival ol hundreds
of Individuals who believe they may have been exposed. Regre(-

tably, at present, there is no single national government agency

or accrediting body that is responsible for ensuring thal civillan
HCFs arc specilically prepared to respond to biolerrorisui silu-
alions (A.5. Khan, CDC National Center lor [nfectious Disease,
August 1, 1999). Consequenlly, il is essential that senior health
professionals take the lead in helping their members slrueture
ellective methods to deal with an attack.

The potential number of casualties may lead to the conclusion
that “there could be so many casualties thal nalhing can be
done.” Some may belleve that "no disasler wlll [ollow a plan, so
why plan?” Certainly, disasler silualions are {luid. Response
plans must be sulliciently llexible so thal constanlly changing
requirements can be met. Experlences with actual and sluu-
laled disasters have repealedly demonstrated thal medical
groups thal have developed and practiced approprialc plans
accomplish coordinated, eflective responses to mass casually
anc other disasler siluations. In contrasl, atlempts lo "play
responses by ear” resull in disorganized, inelfeclive responscs
that have harmed ill or injured pallents anc may even have
contribuled Lo acditional casualties.

Two distinct scenarios should be considered in planning re-
sponses lo a bioterrorism event. In a covert altack, the lrst
resull could be the arrlval of lirsl-generation patients al [1CFs,
scaltered locally or worldwide. The situation might beeome ap-
parent only as more and more of Lthe {nitially exposed patienis
seek care, This situation may rapidly evolve into a mass casually
situation. However, if recognized early, some time may he avail-
able lo organize community heallh care resources and fmple-
ment a bioterrorism response plan.

In the second scenario, an announced atlack, large numhers of
individuals may aurive at HCF's within a short time, all demanding
immecliate treatment. Response cannot be delayed until laboratory
studies can conflirm whether an actual altack occurred. Any delay
could result in serious health and other consequences in a real

Milltary Medlcine, Vol. 168, May 2001



372

event. Decontamination, in addition to evaluation and treatment,
may be required, The decision about what if any decontamination
is required should be made in conjunction with appropriate local,
state, or federal health agencies.2?

Several sources of assistance are available to aid in planning
for covert or overt bioterrorism events. A number of larger com-
munities have received funding assistance to develop response
programs through the Metropolitan Medical Response Systems
program. The Nunn-Lugar-Domenici legislation has provided
support for this domestic preparedness program. Partners in
the program are the Department of Defense, Department of
Energy, Environmental Protection Agency, Federal Bureau of
Investigation, Federal Emergency Management Agency, and
Public Health Service. The Department of Defense received sup-
port to provide training for emergency management, emergency
responder, HAZMAT technician, and hospital provider individ-
uals, Although health care provider training has been presented
in more than 120 municipalities, significant training in HCF
operalions is not included in the program at present.? Current
publications can be sources of assistance in planning, as sug-
gested by their titles: Weapons of Mass Destruction Events with
Contaminated Casualties: Effective Planning for Health Care Fa-
cilities; Bioterrorism Readiness Plan: A Template for Healthecare
Facilities; and Taling the Terror Qut of Bioterrorism: Planning for
a Bioterrorist Event from a Local Perspective.202

Education programs and information can provide impertant
planning information, but preparing an actual, specific plan to
respond to bioterrorism events can pose significant challenges
to HCTF planners. The previously noted lack ol a national agency
to oversee the development and implementation of response
plans in civilian HCFs is a significant handicap to appropriate
planning. Until more definitive standards are established, local
HCFs will frequently have to “reinvent the wheel,” setting the
stage for the possible omission of essential components of the
response. It would be beneficial for national agencies or working
groups to develop a standardized templale that could be
adapted to facilities of varying size. The template should incor-
porate information from recent and engoing studies as well as
evaluations of recent actual responses. Such assistance might
significantly improve planning efficiency and effectiveness. In
developing response plans, the experience of area military HCFs
may be of significant value. Many military HCFs have developed
plans and practiced responses to biolerrorism events, and they
may provide assistance to nearby civilian HCFs in developing
their own plans. An additional benefil of such interaction could
be the opportunity to ascertain whether the HCF or other mili-
tary agencies might be available to provide assistance during an
event. Cnce a plan is developed, it is essentlal that the plan be
practiced in conjunction with all other agencies that would be
involved in a Bloterrorism event.

Some Specific Planning Concerns

Past experiences with actual and simulated mass casualty
and disaster situations have demonstrated the crucial impor-
tance of cornmand, control, communication, and coordination
in responding to such events.
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Command and Control

As emphasized during one national panel discussion of a
bioterrorism scenario, “Who is in charge. . . is one of the most
important questions. . . because any large-scale relief elfort
would require good management. Complicating the answer,
however, are various levels of government, each with ils own
responsibilities and perspectives on response. "™

Difficulties arlsing from uncertainty about who is in charge
were witnessed during two major exercises in 1999. Although all
participants had been trained previously, there was still signif-
lcant controversy during the exercises. Leaders of on-scene re-
sponse groups did not agree when control would be passed to
the Federal Bureau of Investigation. Currently, that agency is
the domestic lead lor responses to bioterrorism occurrences.
Similar command concerns and conflicts existed between some
stale and local government agencies. In providing care, confu-
sion existed about praviding patient care as opposed to the need
to protect criminal evidence. Repeated experiences in other ac-
tual and polential mass casualty situations indicate that these
problems were not unique. Others have stressed the need for
coordinated command and control. %2 Unfortunately, the question
of authority at hospitals “is unresolved,” and “who is coordinaling
activities at the hospital is still unclear."* Clear lines of authority
and practice in conducting the response are critical if delays and
potential harm to patients are to be avoided.

Communication

Disasters have repeatedly demonstrated problems in main-
taining effective comumunication capabilities, Problems ranged
from incompatible equipmeni ameng responders to inappropri-
ate nonemergency use that precluded urgent transmissions.
Planners may not consider the need for secure communication.
Media and individuals who monitor the unsecured communica-
tions can induce panic. Reliance on cellular phones is nat the
answer.™ Both limited battery life and circuit overload could
inhibit the use of these devices during a terrorist event. Recall
systems for some HCFs are not as functional as they might be,
In some instances, the head of a department or section is ex-
pected to notify all members of the unit if a recall for a mass
casualty situation is needed. There may be no alternative des-
ignated if the responsible individual cannot be contacted. A
pyramid recall system is typically much more efficient than the
cumbersome "one person calls all” approach, The system can he
adapted to provide medular responses so that a lolal recall
would be instituted only when necessary. Periodic practice of
communication capabilities involving other responding agencies
will help delineate difficulties and maintain the ability to use the
system properly.

HCF communication capabilities must include ready access to
sources of assistance and to required reporting agencles. Tele-
phone numbers and bookmarked Internet sites for assistance
must be readily available at all times, including nights and week-
ends.? Unfortunately, a recent survey revealed that many health
departments had no access to the Internet, did not use electronic
mail, and had little if any experience using on-line services and
support from the CDC and other government agencies 2325

Collecting and reporting of disease surveiliance information is
another communication concem. As mentioned previously, the
emphasis must be on real-time reporting of unusual events if
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the data are to be uselul in early recognition of an attack.?#
During a recent hoax, the absence of a fexible surveillance
system significantly impeded response Problems resulted
from individuals not being trained in the use of computer sur-
veillance programs, from attempts to collect epidemiological in-
formation using a paper-based system, and from failure to in-
tegrate local surveillance with state surveillance prograims.

Coordination

At the national level, stgnilicant coordination ol planning ef-
forts by agencies concerned with bioterrorism has occurred, To
varying degrees, states have also coordinated efforts. However,
recent reports have documented the fact that public health
systems in some stales are unprepared because of a lack of
coordination among medical, emergency management, and law
enforcement agencies.”” Coordinated planning has been even
less extensive in many communities, even though the detection
cf an event and the Inilial response will be local, 2322628 Because
of the large number of agencies that will becomne involved in any
bloterrorist attack, lack of coordination may become a major
impediment to an optimum response.

In some instances, HCFs may rely on existing HAZMAT plans.
However, the unique challenges of a bioterrorism event are un-
likely to “fit" the plans for nonbiological events.22 Specific hio-
terrorism concerns, such as control of large crowds, will require
coordination with agencles beyond those involved in other di-
saster situations.>' For examples, during the Aum Shinrikyo
1995 sarin attack in the Tokyo subway system, 5,000 medical
evaluations were accomplished.? Similar results can be ex-
pected with a bioterrorism event,

Appropriate coordination will assist not anly in responding
effectively to an event hul also in abtaining support and assis-
tance from other agencies. The National Disaster Medical Sys-
tem coordinates access Lo approximately 100,000 hospital beds
throughout the United States.5 Local and regional military HCFs
may be able to provide support, depending In part on whether
they are directly involved in the bloterrorism response. Pro-
longed 24-hour operations by fully sta!Ted HCFs would soon
produce staff exhaustion, especlally if personal protective gear
were required. Appropriate coordination will help establish and
facilitate alternatives, if available. If alternatives involve aero-
medical evacuation, advanced coordination is essential to as-
sure the special requirements of such transport are met.,*

Similarly, advance coordination will be of marked value in
meeting the heavy logistical demands resulling from a bioter-
rorism event. Although logistics may not pose significant prob-
lems during the first few hours of response, the demands will
greatly Increase over time as resources are consumed much
more rapidly than in normal operations. Prohlems may occur
with pharmacy supplies (such as antibiotics, antitoxins, and
oxygen), general supply ilems (such as beds, sheets, gowns,
masks, gloves, and bleach for decontamination), and services
(including food services, laundry, and similar units). Coordinat-
ing methods to meet these demands hefore the event will help
ensure that the HCF can function effectively during the required
prolonged response periods,

A major benefit of coordination, joint planning, and exercises
to evaluate the effectiveness of coordination is that all involved
become better acquainted with each other and with the capa-
bilities of each other's agencies. Even if the original work is
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irrelevant to the real event, the interactions [oster informal re-
lationships that compensate lor the inevitable gaps and omis-
slons that occur in the formal planning phase. In view of the
importance of interagency contacts, they should be strongly
encouraged by all involved in developing and coordinating re-
sponse plans, In essence, the unique challenges of a bioterror-
ism event underscore the tmportance of prior, and practiced,
coordination within the FICF as well as with the numerous other
agencies oulside the [1CF that will be involved in the response.

Practical approaches to command, control, communication,
and coordination must be incorporated into bioterrorism re-
sponse plans. These components are as critical to deslgning
effective responses as are disease idenlification, clecontamina-
tion, Infection control, and treatment options.

Summary

A bioterrorlsm attack, with resultant large numbers of casu-
altles, can be expectec In the United Slates. Local clinical and
public health prolessionals are lilely to be directly involved in
recognizing and responding to the event. Appropriate planning
and preparation will enhance the response and help limit the
impacts. 1t Is essential to Incorporate elfective command and
conlrol, communication, and coordination In such plans. An
attack could ceme in the near future, so there is an urgent need
to develop ellective response capabilitles.
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