1duosnuey Joyiny 1duosnuen Joyiny 1duosnuey Joyiny

1duosnuey Joyiny

Author manuscript
Bus Rules J. Author manuscript; available in PMC 2024 August 13.

-, HHS Public Access
«

Published in final edited form as:
Bus Rules J. 2023 April ; 24(4): .

Improving the quality of public health guidance: A business
rules approach

David Lyalin, PhD,

Ronald G. Ross, MS,

Stuart Myerburg, JD

Centers for Disease Control and Prevention, National Center for Immunization and Respiratory
Diseases, Immunization Services Division, Immunization Information Systems Support Branch
(Drs D Lyalin and S Myerburg), Atlanta, GA; and Business Rule Solutions, LLC and Business
Rules Journal (Mr. RG Ross), Houston, TX.

Abstract

Context: In this article, the authors discuss potential advantages that business rules methodology
offers for improvement of public health operational guidance and documents.

Program: Immunization Information Systems (11S) program at the Centers for Disease Control
and Prevention (CDC).

Implementation: Systematic methods of business analysis and business rules were successfully
employed in two multi-year efforts to develop guidance for various aspects of I1S operations.

Evaluation: Independent evaluation findings indicate that application of these best practice
recommendations in the 11S domain of state and local health departments resulted in improved
data quality, reduced staff time, and increased efficiencies across immunization programs, as
well as in uniformity and reduced ambiguity for clinical decision support. Also, to illustrate
the approach, a special case study presents a systematic analysis of highly regarded work by
the prominent scientist and renowned writer Isaac Asimov, identifying inconsistencies, typical
challenges, and areas for improvement.

Discussion: The two successful case studies in the 11S domain of public health point to the
potential of applying business rules methods in rigorously documenting operational guidance,
substantially reducing ambiguity, and ultimately, improving the uniformity, completeness, and
practicality of information within critical documents of public health programs. Experience gained
with these projects can be leveraged and built upon going forward. Also, a special study of
writings by Dr. Asimov provides a strong word of caution about the unintended consequences and
potential shortcomings of formulating guidance without leveraging a systematic approach, such

as offered by business rules techniques. This is an opportune time for public health to embrace
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this proven methodology, expanding its arsenal of practicable tools to analyze and improve public
health guidance.
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Immunization; Registries; Practice Guidelines; Decision Support Techniques

“It is the obvious which is so difficult to see most of the time. People say: ‘It’s as
plain as the nose on your face.” But how much of the nose on your face can you see
unless someone holds a mirror up to you?”

— Isaac Asimov

Introduction and Background

In this article, we discuss potential advantages that business rules methodology offers for
improvement of public health operational guidance and documents*.

Public health in the United States is organized as a federated enterprise that encompasses
federal, state, and local programs. In a typical setup, a federal (national) level public health
program provides supplemental funds to state and local programs, targeting accomplishment
of national priorities. This funding is complemented with operational guidance aimed

at ensuring the effectiveness of awardees’ programs, uniformity of their operations, and
ultimately, comparability and quality of data that they provide for the nationwide analysis
and decision making. Readability, clarity, and user friendliness of the documents that deliver
the guidance are critical for funding recipients to correctly interpret the information.

The importance of creating effective, high-quality guidance for public health programs

has been well understood, and concerted efforts go into their creation. The guidance
documents are developed by leading public health scientists and expert practitioners, in
close collaboration with communication specialists. The development process is detailed in
the CDC standard operational procedures (SOP) for development of guidance.! It involves
elaborate steps that may include internal reviews, as well as inputs from community
partners. As a result of such concerted efforts, these operational guidance documents are
considered to be suitable for the purpose for which they were intended.

Still, there is always a need for ongoing improvement of these documents, enhancement

of their expressiveness and rigor, and substantial reduction in remaining ambiguities and
possibilities for misinterpretation. That need is quite important and has been recently
emphasized in the CDC Moving Forward strategic initiative: “Translate science into
practical, easy-to-understand policy. We must take our concrete lessons learned from
COVID-19 to improve how we deliver our science, guidance, and programs to the American
people.”?

*By ‘guidance,” we mean courses of action and instruction about how to achieve desirable results. Such instruction can take the
form of guidelines, suggestions, recommendations, principles, rules, regulations, policies, laws, etc. By ‘document,” we mean any
instrument that includes such guidance, whether digital or print, including manuals, guides, reference sources, reports, etc. Guidance
represents fundamental institutional knowledge that is disseminated by documents.
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Systematic methods of business analysis, such as business rules techniques, have proven a
highly effective way across industries to document and present critical business knowledge,
as well as develop practical, sound, and complete domain logic that can be implemented in a
consistent way.

Suitability and capabilities of business analysis techniques to unambiguously describe
intricacies of guidance were well understood and formulated by public health thought
leaders, such as Dr. O’Carroll, Dr. Yasnoff, and others3: “Engineering techniques of business
analysis should be applied to understand the business of public health — to elucidate in
concrete terms exactly what the public health agency [program] does. This step, seemingly
straightforward, can in fact be the most difficult and time-consuming element. It involves the
development of models of the business by use of formal modeling techniques.”

Even today, twenty years later, the authors are not aware of many examples where
systematic methods of the business analysis discipline*® — especially business rules
techniques®-10 that offer opportunities for bringing crucially important programmatic
documentation to the next level of clarity, completeness, and rigor — are employed for the
development process of public health guidance.

In this article, we use results from two successful multi-year initiatives conducted at the
Immunization Information Systems (11S) Support Branch! at CDC, as well as a special case
study of writings by Dr. Isaac Asimov, prominent scientist, professor of biochemistry, and
legendary science-fiction writer, to illustrate and discuss what a business rules methodology
offers for advancing the quality of public health guidance and documents.

Projects Serving as Case Studies for the 1IS domain

Systematic methods of business analysis and business rules techniques were successfully
employed at the 11S Support Branch at CDC in the following two multi-year efforts of
developing guidance for various aspects of 11S operations.

IIS Domain Case 1—The Modeling of Immunization Registry Operations Workgroup
(MIROW)12.13 was formed in 2005 in partnership with the American Immunization
Reqgistry Association (AIRA) to develop best practice operational guidance for 11Ss.
Today, the group continues to develop and update best practices guidance documents that
provide a basis for aligning I1S operations and processes with recommended guidance in
order to promote uniformity among 11Ss, and ultimately, consistency and comparability
of immunization data. Best practice recommendations offer practical guidance on the
most challenging operational areas, such as data quality assurance, reminder/recall for
due or overdue vaccines, deduplication of immunization records, patients’ eligibility for
public immunization programs, vaccine inventory management, business continuity, and
immunization coverage assessments. Multiple business analysis techniques have been used
to identify and capture best practice recommendations. For example:

. Concept modeling®8.14 provided a common vocabulary and established a
foundation for other model types.
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. Decision models, such as business rules6-19 and decision tables>, were
utilized to unambiguously develop and document guidance for operational-level
decision-making.

. Process models*®, such as use cases (structured description of operational
scenarios) and a variety of process diagrams, were employed to describe
processes and process participants.

. State-event models*® assisted in analysis of events that lead to change of statuses
for various public health concepts (e.qg., status of a vaccine dose during its life
cycle).

These techniques were instrumental for providing rigor and structure in identifying
operational challenges, formulating solutions consensus across a diverse audience, and
documenting guidance in a clear, unambiguous manner.

Independent evaluation findings!® indicate that application of these best practice
recommendations in the 11S domain of state and local health departments resulted in
improved data quality, reduced staff time, and increased efficiencies across immunization
programs. Vendors are also using this guidance as a reference source to implement
operational best practices on a variety of IT platforms.

[IS Domain Case 2—Another successful project, Clinical Decision Support for
Immunization (CDSi), was established in 2010 at the 11S Support Branch at CDC and
employs business analysis and business rule techniques for evaluation and forecasting in
clinical decision support (CDS) for immunizations.1’

Authoritative immunization recommendations are developed by the Advisory Committee
on Immunization Practices (ACIP). After ACIP recommendations are published, technical
and clinical subject matter experts (SMEs) work to interpret and integrate them into their
CDS engines. A CDS engine is an automated system that determines the recommended
immunizations needed for a patient and delivers the ACIP recommendations to the
healthcare provider. Interpretation and translation of this guidance from clinical language
into technical logic for each CDS engine was historically time-consuming and complex and
done mostly independently for each system. As a result, CDS engine outputs often varied
and did not always match the expectations of clinical SMEs.

Use of business analysis and business rules techniques allowed interpretation and capture
of ACIP recommendations in an unambiguous, complete, and ready-to-apply manner, The
result was uniform representation of vaccine decision guidance, as well as the ability to
automate vaccine evaluation and forecasting consistently.18

As a result, CDSi provides a single, reliable, implementation-neutral foundation for
development and maintenance of CDS engines. The rigorous analysis models provide

a bridge between the clinical recommendations and the technical logic needed for a

CDS engine. Business rules techniques provide uniformity and reduce ambiguity, assuring
patients receive the right immunization at the right time.18
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Throughout the COVID-19 pandemic, the CDSi team at CDC was able to correctly interpret,
rapidly update, and publish the evolving vaccine scheduling recommendations by leveraging
the framework established through business analysis and business rules.

Special Case study: The Three Laws of Robotics

In this special case study, we demonstrate that even fine text-based writings, widely
recognized and praised over the years, can have substantial shortcomings, although
constructed quite logically based on formulated rules. These shortcomings include
significant ambiguity, wide potential for misinterpretation, and very risky incompleteness.
The study is based on the work of Dr. Isaac Asimov who, in the 1942 short story
“Runaround”19, formulated a set of rules, known as the Three Laws of Robotics. Even
today, eighty years later, these iconic rules enjoy a broad admiration and following not only
among science fiction enthusiasts, but, most importantly, among government, academic,
and business officials concerned with implications arising from advances in artificial
intelligence.20:21

Findings and conclusions from this special case study will be leveraged, using the scientific
method of analogy and analogical reasoning, to advocate for implementation of systematic
approaches of business analysis and business rules for the development of public health
guidance and documents. For the sample challenges and issues identified from the special
case study, we discuss the advantages that business rules methodology offers, as well as
provide explanations and examples of how adherence to the approach allowed similar flaws
in MIROW and CDSi public health projects to be avoided.

Dr. Asimov’s famous three Laws for robots are the following:

. Law 1. A robot may not injure a human being or, through inaction, allow a
human being to come to harm.

. Law 2. A robot must obey orders given it by human beings except where such
orders would conflict with the First Law.

. Law 3. A robot must protect its own existence as long as such protection does
not conflict with the First or Second Law.

The Laws are approachable, understandable, and powerful. At first reading, they appear
sound, arguably a best-case scenario of guidance written by a scientist. Like many
expressions of guidance, the closer you look, however, the more problematic they become.
Dr. Asimov himself must have been aware of some limitations since several of his stories
narrate scenarios running into disturbing difficulties. In brief, the logic of the Laws is not
fully practicable — not ready for distribution and deployment into actual practice.

Rigorous analysis using a business rules approach would have identified substantial
problems with the guidance. The goal of the approach is to ensure the guidance is as clear,
complete, sound, and practical as it possibly can be for all foreseeable circumstances before
it is deployed. Broadly speaking, the business rule approach emphasizes deep analysis of
two areas (not disjoint) of explicit guidance:
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. Meaning. Without careful definition of terms, misinterpretation of the intent
of guidance is virtually guaranteed. Assuming the meaning of terms to
be self-evident is seldom a good idea. Incautious structuring of statements
often compounds the issue. Capturing and expressing meaning must follow a
deliberate regimen beyond simply high-quality authorship.

. Interactions. Sets of guidance statements can interact in unexpected ways, not
the least of which is conflicts. Knowledge and behavior can be exceedingly
complex. The overall fitness and suitability of a set of guidance statements needs
to be examined carefully for various kinds of predictable anomalies. Scenarios
within scope need to be identified and explored to ensure completeness as fully
as possible.

Table 1 and Table 2 explore application of these two areas of deep business rule analysis
respectively. In each table, the left-hand column focuses on application of business rule
techniques to examine Asimov’s Three Laws. The right-side column presents the benefits
that business rules provided for the two IS case studies (MIROW and CDSi public health
projects). The right-hand column also comments on specific results in applying business
rules methodology to ensure the quality of the operational guidance and documents in these
projects.

Discussion of the Case Studies

The two successful 1IS Case Studies in the immunization information systems domain

of public health point to the potential of applying business rules methods in rigorously
documenting operational guidance, substantially reducing ambiguity, and ultimately,
improving the uniformity, completeness, and practicality of information within critical
documents of public health programs. Experience gained with these projects can be
leveraged and built upon going forward. Also, critical analysist of Dr. Asimov’s writings
provides a strong word of caution about the unintended consequences and potential
shortcomings of formulating guidance without leveraging a systematic approach, such as
offered by business rules techniques. This special case study shows that even in a “best case
scenario,” where a talented scientist and professional writer tries to create a logical, rule-
based regimen, significant shortcomings remain from a pragmatic/programmatic perspective,
compared to materials created under a rigorous, systematic business rules approach.

Specifically, our findings from the case studies indicate the following benefits that the
business rules approach provides:

. Structure to think through content effectively.

. Preemption of misinterpretations by putting a premium on preparation of
content.

. Completeness and practicality of the guidance.

TCritical examinations of the Three Laws of Robotics were attempted before (see, for example,zg). The novelty of the analysis
discussed in this article is that it has been performed using modern business rules methodology.
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Unrivaled user-friendliness for a non-technical audience (using a structured
natural language).

Text-based templates?® that ensure that recommendations are captured in a
rigorous, uniform, and easy-to-understand fashion.

Vocabulary with agreed-upon terminology, supported by concept modeling, that
puts a spotlight on hidden assumptions and disconnects.

Work products that are well suited either for use “by hand” by professionals or
automation by software engineers.

As with any practical methodology, implementation of business rules techniques is
associated with certain challenges and barriers.

First, it requires resources. While consumption of business rules is easy for
public health professionals and does not require acquisition of a new set of
skills, development of business rules does require involvement of consultants
with specialized expertise. Similar to the involvement of expert statisticians

in creation, presentation, and interpretation of epidemiological materials,
involvement of experts in business rules in teams tasked with creation of

public health guidance documents is critical for success. Alternatively, in-house
development of such advanced skills requires provisions for training and practice
time. Also, specialized software tools are needed for creating and maintaining
the work products.

Second, while reducing misinterpretations and subsequent reworks, applying
business rule techniques takes additional time during the initial phase. As is
the case for all architectural work, it substantially reduces errors and rework
during construction, but requires time to complete before construction begins.
The famous architect Frank Lloyd Wright said it best: “You can use an eraser on
the drafting table or a sledgehammer on the construction site.” Implementation
of business rules methodology necessitates a multidisciplinary team of public
health scientists and practitioners being navigated through multiple discovery
sessions in order to capture an agreed-upon vocabulary of terms, discover
relevant facts, and formulate business rule statements, as well as recommend
actions for violations of some or all these business rules.

Third, as any innovative offering, adoption of a business rules approach faces
natural resistance. Support from an executive champion — a “must have” to
overcome such resistance — is sometimes lacking.

The authors believe that the proven benefits offered by the business rules approach

handily outweigh these challenges and barriers, providing compelling motivation to expand
implementation of the approach in the advancement of public health guidance and the
quality of related documents.
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Conclusion

Business rules techniques are a key instrument in the business analysis toolbox. They allow
expression of guidance in a clear and rigorous way, one that is easy to understand and apply.
They are successfully used in business and government documentation.2%-31 However,
recognition and use of these techniques in public health are currently limited. Extensive

use of formal scientific methods of statistics for data analysis define public health as an
applied science discipline. It is time for public health to embrace proven methods of business
analysis and business rules, expanding its arsenal of practicable tools, attaining capabilities
to increase scientific validity and improve the quality of guidance and documents.

A diverse arsenal of tools is necessary to capture and properly describe complex policies,
regulations, operations, and processes of a modern public health enterprise. Utilization of the
business rules methodology expands and diversifies a set of traditional techniques used to
create guidance and documents in public health.

This article has introduced and illustrated the potential of business rules methodology in
creating public health guidance by documenting two actual applications in the 11S realm and
examining a special case study. It represents a first step. This is an opportune time to take
next steps by analyzing and improving some key public health guidance, helping to translate
science into practical, easy-to-understand documents.

Implications for Policy & Practice

. Our findings, in line with the objective of the CDC Moving Forward strategic
initiative? to “Translate science into practical, easy-to-understand policy”,
highlight a vital need for ongoing improvement of public health guidance
documents, enhancement of their expressiveness and rigor, and substantial
reduction in remaining ambiguities and possibilities for misinterpretation.

. A special case study, described in this article, demonstrates that even in a “best
case scenario,” where a talented scientist and professional writer attempts to
create a logical, rule-based regimen, significant shortcomings remain, compared
to materials created under a rigorous, systematic business rules approach.

. A diverse arsenal of tools is necessary to capture and properly describe complex
policies, regulations, operations, and processes of a modern public health
enterprise. Systematic approaches such as business rules methodology expand
and diversify traditional techniques employed to create guidance and documents
in public health and enables proven improvement in their quality.

Supplementary Material

Refer to Web version on PubMed Central for supplementary material.
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storytelling techniques can bring to business analysis. Dr. Asimov also recognized the importance of establishing
laws and rules for behavior, making him an early pioneer in what we now know as the business rules discipline. We
critique his work in this article only because we have had an advantage of many decades to learn from and build on
his work.
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http://www.computer.org/csdl/mags/ex/2009/04/mex2009040014-abs.html
https://www.digital.govt.nz/dmsdocument/95-better-rules-for-government-discovery-report/html
https://www.digital.govt.nz/dmsdocument/95-better-rules-for-government-discovery-report/html
http://www.brcommunity.com/a2018/b958.html
http://www.brcommunity.com/a2018/b958.html
http://www.brcommunity.com/a2014/b774.html
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Comparison of the case studies based on meaning for individual rules

Special Case Study: Analysis of Asimov’s Three Laws

The Two IS Case Studies: Benefits and Results of
Business Rules Approach

Vocabulary: None of the terms used in the Laws have formal agreed-upon
definitions.

« Consider “harm” in Law 1. Why does the first part of the Law say “not injure”
rather than “not harm”? Why the inconsistency? Subtle difference?

« What is the threshold for “harm”? How bad does an incident affecting a
human being have to be to count as injury? Does a bump count? What about
loud noises? What about overload of other sensory channels? What about
verbal abuse? How about emotional distress? You could also ask whether

there is a uniform threshold of injury, including mental damage, for a//human
beings? What about children? Pregnant women? The elderly or infirm?

Wording: In wording guidance, certain words need to be used with special
care. Consider Law 1:

« Does the “or” mean a robot has a choice about which of the two parts of the
Law to follow? Undoubtedly, that is not the correct interpretation, but how can
you be 100% certain? The “or” represents a loophole that could be perversely
exploited.

« Does “may” mean (a) be in some degree likely to, or (b) have permission to?
By “may not” the Law surely intends “must not” — but would you want to have
to litigate it? Why doesn’t the text just say what it means? Consistent use of
keywords in writing rules is highly useful in avoiding misinterpretation.

Benefits: Business rules for the 11S operational guidance
were based on an agreed-upon vocabulary, which
contributed significantly to the overall clarity of the work
product. Development of a strong vocabulary was an
integral part of the authoring process from the start. The
focus was on core concepts, how they were related, and
what words were used to represent them in a standard,
clear fashion. This involved developing concept models —
a structured business vocabulary — to provide a blueprint
for wording complex guidance statements.8 That allowed us
to avoid the kinds of pitfalls discovered in analyzing Dr.
Asimov’s work (see left column).

« Results: The MIROW initiative developed a concept
model-based common vocabulary?? that provides uniform
terms for all guidance documents that cover various
functional areas of 11S. Similar vocabulary has been
developed in the CDSi project.

Special efforts were made to develop definitions for,

and clarify relationships between, highly challenging key
concepts, such as:

« Vaccine - Vaccine Type - Vaccine Product Type?3

« Provider Organization — 11S Authorized Organization.?*

Developing clear, concise definitions put a spotlight on
hidden assumptions and disconnects that otherwise might
have caused substantial challenges downstream, or worse,
gone undetected until the material was in readers’ hands.
Work on clear, complete definitions also helped to identify
missing rules.

A business rules approach provided the structure to think
through content effectively. The most valuable thing it
offered, compared to many formal instruments of business
analysis, was unrivaled user-friendliness for a non-technical
audience. Business rules were expressed in a structured
natural language; therefore, understanding them did not
require any learning curve for contributing I1S SMEs, as
would be needed for schematic-based analysis instruments.
Additionally, use of best practice guidance for formulating
business rule statements and of structured text-based
templates? ensured that the logic of each business rule

was captured in a rigorous, uniform, and easy-to-understand
fashion.

Abbreviations: MIROW, Modeling of Immunization Registry Operations Workgroup; CDSi, Clinical Decision Support for Immunization; I1S,

Immunization Information Systems, SMEs, subject matter experts.
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Comparison of the case studies based on interactions between multiple rules

Special Case Study: Analysis of Asimov’s Three Laws

The Two IS Case Studies: Benefits and Results of Business
Rules Approach

Gaps: Laws 2 and 3 use the verb “conflict.” Missing in the Laws is any
specification of the conditions under which Laws 2 and 3 could conflict
with Law 1. Such gaps prove problematic in risky situations. Consider the
following scenarios:

« A human being gets a bad cut, and the robot knows the wound needs to
be sterilized with alcohol (the only disinfectant available). Applying the
alcohol will sting badly.

« A human being breaks a bone, and the robot knows the bone needs

to be set. No morphine is available. Setting the bone will cause extreme
distress.

The central question that hasn’t been addressed is whether a robot is
permitted to do a lesser harm to a human being in order to avoid a greater
harm to that human being.

Conflicts: A fundamental conflict arises in guidance if what is impossible
is obligated (of either human or robot). In the Asimov’s short story
Runaround® failure to address this matter explicitly causes a reasoning
failure for the robot, and near death for two humans. Specifically, a robot
is told to extract material at a place where the chemical mix would destroy
the robot (and the robot knows it). So, it retreats from the danger (Law

3), only to reach a safe distance such that Law 2 (obey human commands)
kicks back in. It turns around to go back until Law 3 kicks in again, and
so on endlessly, stuck in a twilight zone. Meanwhile, several humans, who
can’t communicate with the robot because of equipment issues, are in
mortal danger. The Laws did not address this logic trap.

Incompleteness: Analysis of the Laws reveals the following unanswered
questions:

« Would a robot be permitted to save people in a building from would-be
harm by injuring a harm-intending human arsonist? (Asimov poses this
question in the short story Evidence!®

« How does a robot properly respond to conflicting commands from
different human beings?

« Is a robot allowed to harm other robots, and if so, under what
circumstances?

« Is a robot allowed to terminate its own existence upon command even
though it *knows’ that by doing so it would no longer be able to obey the
command?

« Would a sufficiently advanced robot be required to reveal itself as a
robot to humans, even if the only way to prove it would definitively mean
terminating its own existence? (A robot created by an aggrieved engineer
runs for and wins political office in the short story Evidence.)

« Is a robot obligated to save human beings from long-term harm that
requires months, years, decades, or millennia to occur (e.g., climate

change)?

Benefits: The business rules approach helped ensure the
completeness and practicality of the 1IS operational guidance.
Questions about applicability were explored thoroughly using
scenarios and other tests. The goal was to develop answers to

all foreseeable content questions no matter whether the guidance
would be put to use ‘by hand’ by professionals or automated by
software engineers.

Results: To address potential gaps, conflicts, and incompleteness
in the 11S operational guidance, we worked with panels of experts
in both MIROW and CDSi projects to develop common and
challenging operational scenarios. These scenarios were used as
an analysis tool to test and explore the guidance as expressed

in principles, business rules, and other analysis artifacts, as well
as to identify additional best practice recommendations whose
absence might prove problematic.

These brief scenarios (operational-level test cases) allowed us to
elucidate how each best practice recommendation would actually
work in conjunction with other recommendations, presenting and
explaining resolutions for typical and challenging operational
situations. Later, when the guidance was implemented in
jurisdictional 11Ss, these brief operational scenarios were used

as educational and training resources.

This approach proved to be especially helpful for highly complex
areas of best practice recommendations, such as:

« management of patient status?®

« inventory management.?’

Abbreviations: MIROW, Modeling of Immunization Registry Operations Workgroup; CDSi, Clinical Decision Support for Immunization; IS,

Immunization Information Systems.
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