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User Registration Overview

Definition
What is Secure Access Management Services (SAMS)?

The Secure Access Management Services (SAMS) is the CDC's largest
Electronic Authentication (E-Auth) provider for external partners. SAMS
currently supports over 40,000 partners accessing 100+ CDC
applications.

The primary functions of SAMS are:

« Application access for external partners

e Secure exchange of electronic files between the CDC and partner
organizations




User Registration Overview

What is Secure Access Management Services
(SAMS)?

« SAMS protects integrated applications by requiring users to
enter a user ID and password, or other secure credentials,
before being allowed access.

« For applications with higher security requirements, external
partners must submit identification documents, such as
passports and drivers’ licenses, as part of the SAMS on-
boarding process.

The Import Permit Program is using SAMS to ensure that only
authorized users have access to the system.




User Registration Overview

What is Secure Access Management Services
(SAMS)?

SAMS in NOT a direct portal into the electronic Import
Permit Program (elPP) information system. SAMS
functions as an access point into the CDC external
access system. There are multiple other groups at CDC
using SAMS. A SAMS account is only the first step.
Your SAMS account still has to be associated with your
user account in the elPP system.

If you already have a SAMS account for another group at
CDC, that SAMS account must also be linked to the elPP
system.




SAMS Terminology

Secure Access Management Services (SAMS)

Candidate is someone who has been invited to SAMS but has
not yet registered.

Applicant is someone who is registered in SAMS but has not
yet been approved for access to their requested activity, such as
elPP.

User is someone who has completed identity verification and
has been approved for their requested activity by the respective
Activity Administrator.

Application Administrator (AA) is the CDC person who invites
and authorizes a user for access to elPP after a user has been
successfully identity proofed. AAs are staffed by people who
are part of the elPP program.




SAMS Registration Process

On portal, there will be a box
the permittee applicant can
click on to initiate a request to
enroll and get a SAMS account
for access to elPP.

The requester inputs name, e-
mail address and entity
affiliation and hits submit.

The request is received by the
support desk which generates
an e-mail invite for SAMS
enrollment to the requester (this
happens within an hour).

The e-mail invite contains a link
where the permittee will enter
their profile including name,
address, e-mail, set up security
questions.

Support desk gets notification
when permittee applicant
completes profile (should take
no more than 5-10 minutes).

Support desk sets up permittee
applicant user accountin
SAMS.

The permittee applicant
must complete the profile
and log into SAMS within 30
days or will need to re-start
the process.

The permittee will need to
log in at least one time a
year to maintain access.




SAMS New User Registration Process and
Access to elPP




SAMS New User Registration Process
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The CDC Import Permit Program, or IPP, regulates the Materials requiring import permits include infectious
importation of infectious biological materials that could biological agents capable of causing illness in humans,
cause disease in humans in order to prevent their materials known or reasonably expected to contain an
introduction and spread into the U.S. infectious biological agent, vectors of human disease.

A SAMS account is required to access electronic IPP.

More Information FAQ SAMS Registration

DSAT Contact Information Help and Support

Centers for Disease Control and

Prevention Telephone: (833) 271-8310
Import Permit Program Email: elPPSupport@cdc.gov
1600 Clifton Road, NE, Mailstop A-46

Atlanta, GA 30329

Telephone: 404-718-2000

Email: importpermit@cdc.gov

© 2017 - CDC - Import Permit Program

Two ways to request SAMS account:

1. From the elPP log on page, click SAMS registration.
a. Select Category Request SAMS Account
b. Provide requested information and click Submit

2. Emailed request: Request SAMS account by e-mailing elPPSupport@cdc.gov. Include:
a. First and Last Name

b. E-mail account to be associated with SAMS
c. Your organization



https://eipp.cdc.gov/
mailto:eIPPSupport@cdc.gov

SAMS User Registration Process

The elPP helpdesk will receive the request and initiate a SAMS invitation. Applicant
will receive an e-mail from SAMS-NO-REPLY with link and initial account information
to the SAMS enrollment page.

From: <jams-no-replvi@cds gov>
Date: Mon, Auvg 6, 2018 at 11:30 AM
Subject: U.S. Centers for Disease Control: SAMS Partner Portal - Invitation to Register

To: <JohnDoef@Busimess com>
Hello John Doe,
You have been invited to register with the SAMS Public Health Partner Portal This imvitation was requested for you based on your specific role in public health and will nable vou to access the following CDC computer application(s):
= DSAT: Import Permit Program
A registration account has already been created for you. A link to this account and a temporary password are provided below. This imvitation is valid for 30 days.
SAMS Partner Portal Registration
Registration consists of the following steps:
1. Online Registration
2. Identity Verification (if required for vour application)
3. Access Approval
Omline registration with the SAMS portal takes about 5 minutes, Pleaze have the following available before vou begm:
= Your home address - This must mateh the documentation vou imtend to use for proofing if applicable.
= Your organization / employer and their address
+  Your telephone number
Should vou have questions about the SAMS Partner Portal or the registration process, please contact our Help Desk for assistance or refer to the SAMS User FAQ.
Thank you,

The SAMS Team

To register with the SAMS Partner Portal, please click the following link or cut and paste it mto your browser

https:im ode_gor/iam im SAMSS i index jipTiaak tapmS AMERemistration

When prompted, please enter:

=  Your Email User Name: JohnDoe@Business co
» Temporary Password :  08_62)Xe

"= (Ctrl) =




SAMS User Registration Process (cont.)

»» SAMS

Secure access management services

You are accessing a US Government information system. which includes his computer, (2} this computer network, (3) all computers connected to this network, and (4) all devices
Ze media attached to this network or to a computer on this network. This informe system is provided for US Government-authorized use only. Unauthorized or improper use of
m may result in disciplinary action, as well as civil and criminal penalties. By g this information system. you understand and consent to the following: You have no reasonable
expectation of privacy regarding any communication or data transiting or stored on h:s information system. At any time. and for any lawful government purpose, the government may monitor,

intercept, and searc seize any communication or data transiting or stored on this information system. Any communication or data transiting or stored on this information system may be
disclosed or used for any lawful Government purpose.

Choose alogin option

SAMS Credentials SAMS Grid Card AMS Login AMS One Time Password

SAMS Userr

Click the Login button to sign on

SAMS Password with @ SAMS Grid Card

For External Partners who login
with only a SAMS issued UserlD and

For all HHS staff including
For External Partners who have ‘ 4

e g Divicions (CDC, NIH,
been issued 8 SAMS Grid Card. Dperating Divisions . NiIH,
Password. FDA, etc)




SAMS User Registration Process (cont.)

1]

CDC SAMS User Kules of Behavior

Overview
Becanse written guidance cann
consaquence: for pon-comp!

SAMS User Accounts

AlSAMS uzer acc sers to update expired passwords on their next login. I a user feels their password may have been compromised, they

hould be easv for a ser to remember bat difficult for others to uass. Si d answ inations can providz

locked for oee (1) hour, after which, the user may try again If the user cannot recall their password, they can follow the forgotten password link on the SAMS login page to
uat st be created.

v effiert should be made to protect the account pas

s&5s

o)

Wi personal information.

=

| Hm]:s 10 another person.
control mechanism.
¢ and 0r non puJ:L‘ information to assist them i performing their duties and for the betterment of national 0 local public bealth services. Users must take positive steps to protect this information, the paeple this inf
represent, and the systems desionad fo protect it. Users must report improger of suspicions activities involving SAMS' information and systems to the SAMS Help Desk.

User Acknowledgement and Agreement

s, and uederstand my responsibilities for the use and protection of my ac

closire of inzppropriate use of SAMS' information or
1 fail to adhere to the terms of this statement. my account may be revoked without notice and CDC and or its

Your acceptance below and your continuad use of the SAMS system consti arknowlzdgement that vou understand these rules and vour agreement to abide by them.

Read and accept rules of behavior.




SAMS User Registration Process (cont.)

quired
Please pravide the fallowing information to register with SAMS, and dlick Submit, Required fslds are marked with 3 red astarisk (*], Vour regisration will b= routed to 3 SAMS Applicaion Adriristrator for speraval. You vill receive an smail netfication vhen your regisiration has been approved and you have been granted sccess to SAMS.

*User D JandRSmith03@gmail.com

*First Name Jane
Middle Name

*Last Name

Suffix

Preferred Name

Email

Home Address
Please Note: Your home address in SAMS must be valid as you will receive physical mail at this address as part of the SAMS ID proofing process.

*Address Line 1

+Postal Code

*Country Please select a country

*Organization Name
Organization Role
Organization Address
+address Line 1

ddress Line 2

«City

*Siate

#Posial Code

»Country Please select 2 country

*Primary Phone

Altemate Phone

“You must specify 2 new password conforming to the rules listed below:

Be sight or more characters long.

Contain at |east three of the following: uppercase, lowercase, numeric, and numeric character.
Not contain your usermame or any part of your full name.

Be different than your previeus 1.

Wiay not contain charscters: < >

=Passward »Confirm Passviord

Your answers to the following questions will be used to verify your identity should you forget your password,
Question: Ansver:

Name of the city/town where you wer ¥

Name of the city/town where you wer ¥

Name of the city/town where you wer ¥

Name of the city/town where you vier ¥

Name of the city/town where you vier ¥

To complete registration—fill out all required
fields and click Submit.




SAMS User Registration Process (cont.)

A confirmation screen will display once you have successfully submitted your

information.

secure access management services

1 Rhonda Dillard | LOGOI

@ Confirmation:

@ Confirmation:

Task completed.

Thank you for registering with SAMS! To exit the system please click the ‘Logout” button in the top right comer of the SAMS
screen,

What happens next:

You have one last step to complete before your access may be activated.
Several aspects of the applications you use may contain sensitive or non-public information. This means the information they
contain could cause some kind of loss, embamrassment, or harm if it was misused or became widely known. Examples include:

An application used to place orders for medical supplies
Details about a person’s health or medical condition
Details about a company's trade secret

For CDC to provide you with access to this type of information, U.S. law requires that you first prove that you are who you

claim to be and, by extension, that you are the person that should be working with this information. This process is called
Identity Verification.

You will soon receive an email from sams-no-reply@cdc.gov. The subject will be "U.S. Centers for Disease Control: SAMS
Partner Portal- Identity Verification Request.” This email will contain detailed instructions and a form for you to complete and
return. Additional information about the CDC identity verification process can be found in the documents provided below or by
contacting your COC program team or representative.

Once you have provided the necessary proof of your identity, your registration s complete and the CDC program administrator
for your application will be notified to review and approve your access.
If you have any questions or concems, please contact the SAMS Help Desk between the hours of 8:00 AM and 6:00 PM EST
Monday through Friday (excepting U.S. Federal holidays) or browse through the FAQ and user documentation provided below.
Toll Free: 877-681-2901

sl oV




SAMS User Registration Process (cont.)

 SAMS support desk will validate your account and notify the
elPP support team the applicant account is ready.

e ¢|PP support team will associate applicant’s new SAMS
account with the elPP system user account and applicant’s
entity/business profile.

 Once user account has been established, you will receive an
e-mail from SAMS-No-Reply verifying account setup is
complete and provide the link to the elPP system.




SAMS User Registration Process (cont.)

User can now access the system by direct link or by logging
into SAMS and clicking on the system link from the landing

page.




SAMS Existing User Registration Process

Already have a SAMS account? No problem! Let the elPP Support
Desk know the applicant’s full name and the current e-mail address
associated with the existing SAMS account. Notify options:

1. Submit a elPP Support Desk request at: elPP Support Desk.
2. Send an e-mail request to elPPsupport@cdc.gov.

elPP Support Request

*indicates a required field

First name:* Last name:*

Best business number to reach you:

Business email:*

Associated entity:

Best time to reach you:

Category:

Select one: v

Summary:
surnmary of your problem, suggestion or comment. Please provide as much detail

as you can to adequately explain your problem, question, suggestion, or comment.


https://www.cdc.gov/phpr/ipp/support.htm
mailto:eIPPsupport@cdc.gov

Frequently Asked Questions (FAQSs)




Can | access multiple applications
protected by SAMS without having to re-
register/proof?

e SAMS users who have registered and been proofed
can, if granted, have access to multiple applications via
a single SAMS account.

e |f a userrequires access to an application with a
greater security rating than their currently approved
SAMS security access level, they will be required to re-
register.




How long do | have to begin the
registration process?

e After you receive the initial invitation, you’ll have 30 days to
complete the process. If you do not complete it within 30

days, you will need to submit a request to the elPP Support
Desk to have a new invitation sent.




Will my password ever expire?

e Yes, if you do not log in to the account within one year, your
account password will expire and you will need to contact the
SAMS Support Desk to have it reset. SAMS will also send e-

mail notifications alerting you that your account is about to
expire.




What is the CDC address that | should add
to my Trust List within my email?

e SAMS-NO-REPLY@CDC.GOV
e elPPSupport@cdc.gov



mailto:SAMS-NO-REPLY@CDC.GOV
mailto:eIPPSupport@cdc.gov

Points of Contact

For issues with the SAMS registration process, contact:
SAMS Support Desk
Monday-Friday, 8:00AM to 6:00PM EST
Excluding U.S. Federal Holidays
877-681-2901
samshelp@cdc.qgov

For issues with the elPP system, contact:
elPP Support Desk
Monday-Friday, 7:00AM to 7:00PM EST
Excluding U.S. Federal Holidays
833-271-8310
eippsupport@cdc.qov

Questions related to this training can be directed to: dsatsamshelp@cdc.gov



mailto:samshelp@cdc.gov
mailto:eippsupport@cdc.gov
mailto:dsatsamshelp@cdc.gov
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